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Optimization Techniques for Query on Encrypted Databases
LI Gang-Biao, YAN Hong-Yin *

(College of Computer Engineering and Software, Taiyuan Uﬁiversity of Technology, Taiyuan 030024, China)

Abstract: In order to solve the problem of querying inefficiently on encrypted databases, some solutions are proposed

in this paper based on practical application of database encryption techniques. Through setting marks for

encrypted numerical data.and creating index text in external memory, the range of querying is reduced, then

the efficiency is improved. Finally, some tests are performed to validate the solutions.
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FERIHIR, FANEERL—MEERIIE 1),

XFEZEAN. Item(NO, Name, Wages, CardID,
Privatel); pifi%k Iltem HEMHR TS, &, T
#H. BMiES. TAGE, ERREILR. SMiE.
MANEERFTEMRFHEN,
1 FLGiER Item
NO Name Wages CardID Private
20090001 3= 3200 1405211983091 3K =(IEaFA

20090002 =M 4200
20090003 **H 7000
20090004 #X7% 1000

1405211983092 Z=[UHIERFA
1405211983093 FAHIERM
1405211983094 X NFIBRFA
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MREEEEEFH =", WBNTNE LRSS
KREF (key)INF, AREERKLBFINEENEEN
KRBT HB LR ESH,
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Encode(1405211983093)
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B, NEIBMEBIAFT, H[EKNBENFERE
BAFFDHIRFEEE index.txt B, (RFHERIE 3)
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E=H, BINBREENBIRE, BRI
A index.txt A INFEA(4N AES Rijnadel &%)
M, XRRERO—F . AURENFTIRZEIEE
HIET T, B RN INE KR REIBNZ S,
TEHEEIE, ATTREE S BB S 3R 8
BERRENZEE,

U IR R B B SR E IR, 5120
M Item REWAN ANBRBHRERZ"FERANER, W%
BRIITA index.txt MARNGRE, REBTHH
PURR B o =" LR B A ML BB AE, i
SR AR BES, BN T RRAD
MERES, B EREEEE— N ZHE KA keyll
R, AEBTE N ERIEEBIRE RS
WEEIER, MEKE, BREENARFRERER
2% '

s SMERBISTA RN T X SN, 8
BIE, URNNBOFHETRER, &%k, ERE
iP5 747 2R L BRHRVE L F SQLIB S £ 5B AR & A0
MEBEE, HR, WA REBYXHERRE—R
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5 BEMWA
MR EE: BIEAXHEERUEBRES TN
AR BERBBORUARREENH RN, Fi

KB EN XATIE RN SR IR 34T,
MR IR -
#{ER % . Windows Vista 32 i1 & %,
4M3E2% . Intel T6400 2.0GHZ;
W 2G;
BFIES: Java;
IDE: MyEclipse 7.5;
DataBase: MySQL 5.0.41;
&%, AES Rijnadel Ei%;
MEZEZER: “XE— N INEAZR
FEMATE: JUnit, (—) java JREDFF LA
AEZR, ‘}J”\M%E\EHSCL?%E#I\EH)O
Wi P
1) JAVA JE=H1 AES Rijnadel fni&skss
AESTest,
2)BIE— LA index.txt, FFEEEIEE
test I AJE—NIEER Test, Test KRB 7,
&K . cipherText,
3)F AESTest X901 757% Encode () Jn& sk
= B F& FA [20090001” = fF &, 1§ 3 B X
cipher(“0Q2Toc/ngpoxtycutdUh+bkw3qPv8nJ3
OVSWOW2P+NI="), B EFS 37 index.txt A1
B Test 3HA 10000 172 EIE cipher,
4)5— NNk TestAES, B&HE/MNMIT %
Test1(), Test2(), o= ZKAFUNE .
Test1:(JMFRBIAE)
BufferedReader br=new Buffered
Reader( ‘
new InputStreamReader(
new
FileInputStream("index.txt")));
long m = 0; String clearText = null;
String strkey = "iX2— M InZ 248

final int BLOCK_SIZE = 24://in&4

&
while ((clearText = br.readLine()) !=
null) {
if(Rijndael_Util.decode(strKey,
clearText,

BLOCK_SIZE).indexOf("sk =") 1=
-1
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| | R
m++; //iCxREEEIFPREL
System.out.printin(m);

Test2: (EBTAALCKEEN )
ResultSet result = null; long m = 0;
Class.forName("org.gjt.mm.mysql.Driver");

con = DriverManager.getConnection(
"jdbc:mysql:/ /localhost:3306/Test",
"root", "sa"); //EEHIEE

stat = con.prepareStatement("select *

from test"); -
result = stat.exequteQuéry(); /] 1T
sQL g -
while (reéult.next()) {
String row = result.getString(1);
if (row != null)
if (Rijndael_Util.decode(strKey,
row, BLOCK_SIZE).indexOf("3 =
O=-1

m-++;
}
System.out.printin(m);
MR B JUnit 370K, #4710 K, BSEN
RERIE 4,
F 4 KA (b E AL S)

1 2 A W 5
Testl 0.150%, 0.142 ' 0.161 0.154 0.151
Test2 0.703 0.701 0.711 0.701 0.717

6 7 8 9 10
Testl 0.150 0.148 0.149 0.150 0.151
Test2 0.711 0.708 0.703 0.695 0.702

Testl fUEHRTE]=0.151 s Test2 FIFEE =~ 0.705 s
Test2 HIEHHa]/ Testl HFHRE ~ 4.67
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