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Usage Control Enhanced Access Control Based on XACML
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Abstract: Combining the feature of resource-access control in the grid environment, this paper presents an access
control model based on UCON, combined with XACML and SAML. The paper describes authorization policy about
access control by ‘XACML‘, combines SAML statement and request/response mechanism, executes access control
decision based on user, resource and environment attributes, evaluates access request dynamically, and provides

fine-grained access control and good interoperability.
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