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Protection of Software Data Based on AES and HASH i -
LV Jun-Ke \

(Xingzhi College, Zhejiang Normal University, Jinhua 321004, China)

Abstract: From the two aspects of data storage and user identification, this paper provides a program to protect the
software data. It uses symmetrical encryption AES to achieve the encryption storage of the sensitive information in the
database; uses SHA512 and regedit to achieve the software identification, and supplies the achieving process in VB2008,
thus the software data €an be\ double protected.
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Imports System.CdmponentModeI
Imports System.Security.Cryptography
Imports System. Text
Imports System.IO
A 5T X
Dim encoding As New UTF8Encoding
Dim AESAIg As New AesManaged
Dim  HashAlg As
SHA256Managed
Bl 0 B Ak 0 25 S
" Ak data O i SN R SCHAE, key Y]
DR AP
If Not key.Length = 32 Then ‘

key = HashAlg.ComputeHash(key)

End If !
Dim IV As Byte() = GeneratelV(key)
ROy IR
Dim Eptor As ICryptoTransform =
CreateEncryptor (key, 1V)
"R e A A B

Using mStream As New MemoryStream()

HashAlgorithm = New

AESAIg.

Using cStream As New CryptoStream (mStream,
Eptor, CryptoStreamMode.Write)
RS AN R

cStream.Write(data, O, data.Length)
End Using
"R [BIINE A R
Return Convert. ToBase64String (mStream.ToArray)
End Using
Bl A, N U In), I AT AR A AR
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Dim txtBytes As Byte() =
Convert.FromBase64String(encoding.GetString(data))
CREREE .
Using mStream As New. MemoryStream(txtBytes)
Dim decryptedData(txtBytes.Length) As Byte
Using cStream As New CryptoStream(mStream,
AESAIg.CreateDecryptor(key, V),
CryptoStreamMode.Read)
R CT N
cStream.Read(decryptedData, 0,
decryptedData.Length)
End Using
"k [l A R
Return encoding.GetString(decryptedData)
End Using
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Dim dataByfes AsByte() = encoding.GetBytes(data)
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Public Function getshahash(ByVaI input As String) As
String

R SHA512Managed T %

Dim shahasher As New SHA512Managed

Dim data As Byte()

VRN input (W SRR A O B T o
A L

data=shahasher.ComputeHash(Encoding. Default.
GetBytes(input))

Dim sbd As New StringBuilder()
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Dim i As Integer
t R R A AT
For i = 0 To data.Length - 1
shd.Append(data(i). ToString("'x2"))
Next
tOR[E G5 R
Return shd.ToString
End Function .
WHAPAE T SHAS512Managed % % 5k 35455 i 4
%, MiL SHA512Managed % 210 ComputeHash 772
VRSP (4 Hash . 1L ZER P UARR Hash 573,
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B M E ¥ hkey_current_user\software\users | [1]
password 1k, S HLE AR . WUEAE G R KL
savepsw U1 :
" 28 psw KW ek % getshahash H ) input
Dim key As RegistryKey
Dim mykey As RegistryKey
" 3K #4 hkey_current_usen\software + f#, W E
writable 4 true ’
key Y 1 My.Computer.Registry.CurrentUser.
OpenSubKey("'software®, True)
mykey = key.OpenSubKey("users", True)
If (mykey Is Nothing) Then
"R R IR MG TN R
mykey = key.CreateSubKey("users",
RegistryKeyPermissionCheck.ReadWriteSubTree)
End If
VRV R BRI N, R SCE ML Hash
B R L R A NTE R

mykey.SetValue("'password", getshahash(psw),
RegistryValueKind.String)
mykey.SetValue("'userpassword", "true",

RegistryValueKind.String)
© _EiRIE )R getshahash(psw) 1 4E & 4 FH B6 %
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B 463k1S hkey_current_usen\software - :

key = My.Computer.Registry.CurrentUser.
OpenSubKey("software", False)

mykey = key.OpenSubKey("users", False)

ARG IR M 3 P A A5 R

Pswhash=mykey.GetValue("password").ToString
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