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Abstract: From the practical perspective, the paper introduces several common analyzing techniques about software
codes with some cases, and utilizes the protecting techniques: strong name, name obfuscation, IL code obfuscation and
packing etc. The code is protected layer by layer to enhance the difficulty cracked by decompile, and to achieve the

purpose of protecting the software codes.
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Priwate Function CHECENEByVal T A= String) As Boolean
Return (T = "hello®)
End Funection
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.method private instance void Buttonl_
Click(object sender,

class [mscorlib]System.EventArgs e) cil managed

{
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.maxstack 8 "R GNE R TR de RN EL
IL_0000: Idarg.0 ' fEHEAEHHEAS %
IL_0001: Idarg.0
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IL_0002:
Windows.Forms]System.Windows.Forms. TextBox
test.Forml::get_TextBox1()

IL_0007:
Windows.Forms]System.Windows.Forms. TextBox::get_
Text() ' FREL TextBoxd H (1445 Hr

IL_000c: callvirt instance bool test.Forml::
CHECKMM(string) ' FH| i %t CHECKMM

IL_0011: brfalse.s 1L_0024 ' @ikt

IL_0013: call class test.My. MyProject/
MyForms test. MysMyProject::get_Forms()

IL_0018: " callvirt
My.MyProject/MyForms::get_Form2()

IL_001d:
Windows.Forms]System.Windows.Forms.Control::Show
0" &5 ERIR A Show J5ik 278 Form2

IL_0022: brs IL_002f ' BEE:FIkrS IL_002f

IL_0024: Idstr “sorry" ' ARG R

IL_0029: call valuetype [System.

callvirt instance class [System.

callvirt instance string [System.

instance class test.Form2 test.

callvirt instance void [System.

Windows.
Forms]System.Windows.Forms.DialogResult[System.Wi
ndows.Forms]System.Windows.Forms.MessageBox::Sho
w(string) ' i FH Show J7 ¥ i/~ B A0 AR R HE

IL_002e: pop

IL_002f: ret SN

} /1 end of method Form1::Button1 Click
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# {)-
= {} test
= % fannl]
# &) Bage Types
# (¥ Derived Types
¢ .ctor ()

QTS tring) | Boclean
# Dispose(Boolean) @ Void
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i,
[# [+3] References
@ {}-
= i} test

=Yg
[+ ¥} Base Types
[+ Y Derived Types

o [String) : Boolean

o [Object, Eventhrgs) : Void

W.ctor ()

?:'f Dispose (Boolean) : Void
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IL_0002: br.s IL_0028
IL_0003: callvirt instance  bool

test.Form1::CHECKMM(string)
IL_0008: brfalse.s IL_001b_
IL_000a: call
test. My.MyProjeet::get_Forms()™
IL_000f: * callvirt
test.My.MyProject/MyForms::get_FormZ()
IL_0014: callvirt instance void [System.Win-
dows.Forms]System.Windows.Forms.Control::Show()

class test.My.MyProject/MyForms

instance class test.Form2

IL_0019: brs IL_0026
IL_001b: Idstr "sorry"
IL_0020: call valuetype [System.  Windows.

Forms]System.Windows.Forms.DialogResult[System.Wi
ndows.Forms]System.Windows.Forms.MessageBox::Sho

w(string)
IL_0025: pop
IL_0026: ret
IL_0028: callvirt instance’. class [System.

Windows.Forms]System.Windows.Forms. TextBoxtest.Fo
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JL_OOéd: callvirt instance string [System.
Windaws.Forms]System.Windows.Forms.TextBox::get_
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IL_0032: brs IL_0003
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