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Extensible Web Model Security Mechanism
HE Xu

(Department of Mechatronics and Information Engineering, Dazhou Vocational Technology College, Dazhou 635001, China)

Abstract: Web extensionsfor security consistency have a comprehensive impact. It defines the effect of security model
capacity in the Web Attacker, Network Attacker and Gadget Attacker. Web extension model proposed the concept of a
Web browser, ser\‘/er,ﬁprotocol type, properties and methods. Finally, it studied using the extended model intruder server
redirects the request to cross-origin resource sharing security mechanisms, and the same-origin site refer validation
security mechanism, analysis of the vulnerability of the two mechanisms, and proposes ignore redirect request and

suppress all outgoing refer solutions.
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abstract sig NetworkEvent extends Event {
from: NetworkEndpoint,
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abstract sig HTTPEvent extends NetworkEvent {
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sig HTTPRequest extends HTTPEvent {
method: Method, path: Path,
headers: set HTTPRequestHeader
}
HTTPResponse ¥ £ HTTPEvent {4,
A KB K k.
sig HTTPResponse extends HTTPEvent {
statusCode: Status,
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headers: set HTTPResponseHeader
}
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abstract sig Principal {

servers: set NetworkEndpoint,
dnslabels: set DNS

}
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abstract sig PassivePrincipal

extends Principal{} {
servers in HTTPConformist

}
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abstract sig Browser

extends HTTPClient {
trustedCA: set CertificateAuthority
}
sig ScriptContext {
owner: Origin, location: Browser,
transactions: set HTTPTransaction
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fact {

all  t:ScriptContext.transactions  |t.cause in
FormElement implies t.req.method in GET + POST

}

i/ 772 cause
HTTPTransaction.

fun involvedServers[t:HTTPTransaction]:set
NetworkEndpoint{

(t.*cause &
getTransactionOwner([t].servers

} )
pred WebAtt%ckerInCausaIChain[t:HTTP Transac-
tion){ y !
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some  (WEBATTACKER.servers& involved
SerVers[t])
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fact {
all p:PreFlightRequest | {
p.method = OPTIONS and
some p.headers&
AccessControlRequestMethod and
some p.headers & OriginHeader and
some p.headers & Access Control* Request
eaders '
} N
}
fact {
all ttHTTPTransaction,sc:ScriptContext |{
t in sc.transactions and t.?cause in
(XMLHTTPRequest2+HT TPTransaction)
} implies {
isPreFlightRequestTransaction[t]
or isSimpleCORSTransaction[t]
or isComplexCORSTransaction[t]
or (not isCrossOriginRequest[t.req])}
}
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fact {
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all first:HTTPTransaction | {
firstreq in PreFlightRequest and  first.
resp. status Code in RedirectionStatus
} implies no second:HTTPTransaction |second.
cause = first
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fact {
all aReq:HTTPRequest | {
(getTransaction[aReq].resp.from  in  Refer
Protected. servers)
and is CrossOrigin[aReq]
} implies aReq.path = LOGIN
}
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