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b

Abstract: To ensure the security ofh‘the generation and storage of encryption key, this system proposes one new double
encryption-key mechanism for database encryption, in which the AES encryption is used to get work key from transform
of the main key, without setting work key firstly. In order to further ensure the security of database encryption key and to
improve the encryption key generation rate, the construction of AES algorithm key matrix is analyzed and improved.
The key expansion algorithm called ‘one-way’ design strategy is introduced to reduce the correlation between each

wheel key, which will help to provide a more effective guarantee for the security of database.
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KeyExpansion(byte key[16], word w[44])

{ word=temp;
For(i=0; i<4;i++) w[i]=(key[4* i], key[4* i +1],
key[4* i +2], key[4* i +3]);
For(i=4;i<44;i++)
{ temp=w[i -1];
if (1%4==0)
temp = SubWord(RotWord(temp)) ® Rcon[i/4];
wli] =w[i-4] @ temp;
}
}

HU N AES R T HERKEM YT R
RENFEYINTTE, T w 5EZRTE AT wiy
FEEPIA T wig 755, RRIRAVEITE T AES MR 4
BT Win Wisgs Wisoy Wig, ABATFTLAE R wiv Wiag S2HE
FHTE Wig, WL Wisgs Wi RIEFITE Wip, WL Wisos Wiss
SATEHE Wiy, FEAT Wi Wi SCHERNE Wi, IXFEESNIE

TN A — R A Y, sk R E Y,

XAERUAAAE 2 TR
22.2 T AES EIYREIFE
W%ﬁm%&ﬁ~ﬁﬁ&,ﬁ%ﬂu%%M%m
JE I LT 0 e, AR T A N 1 2
Bk, RN EHES, BEPIR A RR A H
P, IR AR, ASSCHR N N S I R Ak
MHAE—R B, B wia F1 wip 2250wy, B wig Al
Wi A8 Wiar, $2255 B WG R Wiq A2 R Wi, FH Wi BT Wi
A Wisg, JXFE RT3 5 58BT3 D] Wi Wiy s Wisp 1 Wiss.
XFE AR T — %], DA SR T 43 21 75 20 5 1)
PRI Y], SRER DA T
KeyExpansion(byte key[16], word w[44])
{ word=temp;

For(i=0; i<4;i++) w[i]=(key[4* i], key[4* i +1],
key[4* i +2], key[4* i +3]);
For(i=4;i<44;i+=4)

{ w[i]= wli-4] ® wl[i-2];

wli]= SubWord(RotWord(w[i])) ® Rconl[i/4];

w[i+1]= w[i-3] @ wli-1];

w[i+2]= w[i] ® w[i+1];

w[i+3]= wli+1] @ w[i+2];
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