i E R 4 N H http://www.c-s-a.org.cn 2013 4F 224 3 7 W

—¥h Android [z R R T A RIBRZASHIN A"

TR, R, & L
ChERREHAR R 5 B2 2R, S 230027)

B E: FINT Android S2FITRIF 0% 4 1 07S BIRORR 2 105, 32— Rl Android S FI R 3 BEAT o
B AT, ZTER T B ASER R, FE9IL T R T LTk, 5t BRI LR 5 542 160 5 P ok
RSO VSO HES 2 M SRR . SEYo LRI, 07 VT DAl Android ATV 45
FEAT b, AT 5 b \a
LB AN ERAT N, AT Android “24; BRI . g

¥

Static Detection Method for Malicious Behavior in Andr0|d Apps

LI Zi-Feng, CHENG Shao-Yin, JIANG Fan
(Information Technology Security Evaluation Center, University of Science and Technology of China, Hefei 230027, China)

Abstract: Currently, the issues on Android apglication’s security have attracted more and more attentions. This paper
presents a static analysis method to detect malicious behavior in Android applications. The method uses static data flow
analysis technology, ‘and implements a const analysis algorithm that tracing how the const value is used by the
application to detect different kinds of malicious behavior, such as ordering services and consuming payments
maliciously. The result of experiments shows that the method is practical, and can detect the malicious behavior in
Android applications effectively.
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