N A1 A ! 2015 4F 244 2 W)

http://www.c-s-a.org.cn

E-TF TRO069 178 AY CPE 2T\ IEMLHI”

sk B =M ORT BRE!

VRER PR SHORY B, i 201620)

(SN R A PR A ), L 201620)

& Z: TRO69(CPE | k[ & BEBMSOFEAE T T — AR 4% Hh 1) 5 HE I 485 1 4 1A T 75 L I 11003 PR ATE 2 R B,
PSR 4% SOAP, HTTP, SSL / TLS, TCP/IP SFbr#EWMIL. >4 H BIHCE Ik 55 7 (ACS) F M 4% 2435 12 75 (CPE)
SLIERERY, LA RS SSL/TLS )23 s i 5 1 e A k. AR SCise vk IR 523 748 H OpenSSL }FZ;%@X\T ACS 5 CPE
(AR EAAE R R AT 02, A A 1 B BUE AR T (0 53, DA SR PRAE R R, f i, BRI SEIGi0Ar 1 A 2%
P, AL BT T S5 ; ’

F4#217): TR069; OpenSSL; AiIF ‘

CPE Security Authentication Mechanism Based on TR069 Protocol
ZHANG Hong', ZHAO Yun®, TAO Ran’, ZHAQ Wei-Zhen'

'(School of Computer Science and \Techni)lolgy, Donghua University, Shanghai 201620, China)
%(Cambridge Industries' Group, Shanghai 201620, China)

Abstract: TR069 I;;rotocol is called the “CPE WAN Management Protocol”. It provides a common framework and
protocol which manage and configure for next-generation home network devices. Its protocol stack include some
standard protocols, such as SOAP, HTTP, SSL / TLS, TCP/IP and so on. When Auto-Configuration Server(ACS) starts
to establish connection with the Customer Premises Equipment (CPE), it may choose the layer of SSL/TLS to increase
security. In this paper, the process of mutual authentication between CPE and ACS is encrypted, which is designed and
implemented using OpenSSL development package, include the method of generate a self-signed certificate, and the
process of certificate is verified. Finally, this paper verified its validity by experiment, and analyzes the key frame by
capture package. "
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SSL(Secure Sockets Layer)Z & 20N, AT
TCP/IP Fpil 5 &M N H A 2 6], & — AN )2 il
HWZA R, LEREFHZ, TEEIERIZ.
SSL it & WM (SSL Record Protocol)# 37 7F 1] 4 1) £ 4
P TCPYZ L, Dy 2 USSR e e . T
I AL AR T RE G 2 . SSL 42 T3 (SSL Handshake
Protocol) @ V.7 SSL idsx Wil b, H T SAATE
AN ECHE T, BEAT SR BRI Bk, AL
A A, AT P S A IR 2% 245 i 1 S2 O OR KR FH T

ZAMERPRSE . Hrb SSL 8T Il fo i A )i |

BS54 ACS I 2835 CPE HAHIAE, HAEXU5 .
FZ PSS A5 2 i e th — A s Sk R 2 1 %
81, 4 CPE 5 ACS“ZI‘H???‘JJ':FET% PO T TSR ) AR
k. ¢

SSL JUg— AN, FEAE S B H A48 H X AN B
W, & ELFF R, ACEMT
OpenSSL ¥ A4, OpenSSL J&— A FFHIEARAS ) SSL
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APIRIATSEIL SSLAlAS. 34b, OpenSSLIAHAL T A Bl
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BERE. nBAE I T SSL/TLS, CPE WA%54# ] ACS $24it
[RUEF5 2R SEAGX A ACS.
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3.1 F& Fimxt R 52 MR A E 1R

%P I 25 B K 5 U UEREOVRIZE web 3% 5
FRSS 2% 2 [RIEE 7. SSL BEHEIN ST, A5 20 4 44y Pl
T 1. I, SSL Server Hi#—~ 1 SSL Client
{HER CA IERZ R MET, 2 Client IAMIE Server J&
B[ {F I, Server ¥ HEAIE 1 & 1% 45 Client 5 Client f54T:
(1) CA UE PG, Bl i, K 437 T {5 1) SSL #EHz,
KAEANRE, KEBH I E ST AT {5 ) SSL 4.

/ SSL Server \ / SSL Client \
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SRR P REAT B AAE, DR T RS s
FAH B D AFRE T, AR S A P R 1 2. SRRl
% P RIIR 25 2805 AT CA T AT DU [A] —AMIE3,
WILAALIT, SSL Server Nk —AN B FLFIE 1T CA
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SSL #i4%, XU IFSEBL T X A,
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Certification
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eeess j \ e
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Server
Certification

4 WIS CPE-ACS % 4 NIIE

H4 TRO69 W%, ACS Server 5 CPE client 2 [i]
e TR T AT, ACS Rfe FE A iEm# CPE
RALSTE. ACS Rt 0 SR MREHEIE SR A 2 —A
F| CPE 45 7€ 1) URL [ HTTP1.1GET, HE% K 2 ffi
F HTTP, 1fiAN 2 HTTPS, JJTLL ACS [n] CPE K& 114k
PEESRA TG Z N2 1Y), M CPE A 21l F L Sk 4
Ji— 3] ACS F55E 1 URL [¥) HTTP1.1 POST, %%
PR LUEH] HTTP, 0] LIME ] HTTPS, il
FEFF B AN, I AIE SRR i s vh 32 4
FEIX Y.

ASAE FHSCHER8TH 73X, T gSoap KAE KA

J7 S R0 55 S ) B Atk AR, AR A A bR A L, AL

OpenSSL 24t f#] API K523 CPE-ACS T AHE 3 AIIF,
161 (/990E-13 11 OpenSSL £ ji. CPE-AGS AR
SEHL A AT 3. g !

1) MIHATLHYEE. B i RS S Iy B Ak L 2
ABRER, AT AN EUE A I A P IX .

SSL_library_init(); /*{ET 4 1) OpenSSL API Z Hij
W/

OpenSSL add all algorithms(); /*IN#&n% A1 hash
B

OpenSSL_add_all_digests();

ctx = SSL CTX new(SSLv23 method());/* &£
HI SSL/TLS fRRAS, Azff SSL B R STAJ ctx*/

SSL_CTX load verify locations(ctx, cafile,
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Initialization

Create SSL_METHOD
(Choose SSLv2, SSLv3 or
TLSv1)

Create SSL_CTX

i

Configure SSI_CTX

(set up cerificates, keys, etc.)
Create SSL
(inherit configuration from
SSL_CTX)
X v
s ‘ Set up TCP/IP socket ‘

SSL Handshake

|

‘ SSL Data Communication ‘

SSL Close

3 CPE-ACS HAHG/HAIEAEE

NULL);/* & 1 et 5k T MR 8EAT J0AE, 20
INAORT s A AT 1) CAUETS, W &2 il FH, I n4
IR 4588 KA CAET; cafile JEE15 52 3L B A% KAIE
B \

SSLﬁCTXfuseicertiﬁcate_chai%_ﬁle(ctx, keyfile);
/% MBALATUE A5, keyfile /&l P se B4R KAl 1544,
*/ | y - “

'S,SL_CTXiusefPrivateKeyiﬁle(ctx, keyfile,
SSL_FILETYPE PEM); /* MI#AAAT key SCfk, FAHIE
FHAA key SR LIAARCE] A SCfF, AEUEAE
BT TEAR AR, ISR keyfile T DARIT E—AN 55
BRI keyfile —2 */

SSL CTX set options(ctx, SSL OP_ALL |
SSL_OP_NO_SSLv2 |SSL_OP NO _TLSvl1); /* A H
f#F] SSL v3, FITLATT % disable SSL v2 F1 TLS v1. */

SSL_CTX set verify(ctx, ~SSL_VERIFY PEER,
fsslverify);/* ¥ & 7 5 5 UE AR 28 A1 GG F (9] 14 8 5,
fsslverify BAEFEZ LA X509 NAME oneline XHiF
HHATIUE. */

2) BFHBL 2 il R Ss #% din £E LB B S
JEA 220, A socket JFRAABL, B Ui NG I
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1 55 i i/

master = (int)socket(AF _INET, SOCK_STREAM, 0);

bind(master, (struct sockaddr*)& peer, (int) peerlen);

listen(master, backlog);

sock = accept(master, (struct sockaddr*)& peer,
(SOAP_SOCKLEN T*)&peerlen);

ssl = SSL_new(ctx);/* 1) SSL &k 4%/

SSL_set fd(ssl, sock); /* 1k socket 1 SSL 4544/

SSL_accept(ssl);/* AT SSL #&T-*/

J*%5 ) i */

sock = (int)socket(AF INET, SOCK_STREAM; 0);

connect(sock, (struct sockaddr*)& peer, sizeof(peer));

ssl = SSL_new(ctx);#* Bl SSL AL

r= SSL_connect(ssl));‘ -

3) SEFSHAE. YRS, B AT T £
JERAG ROPIAE, A SRUE P A H] 44 5 iz g5 4 ) &
BLAAULHES, SEIEF B bR ic A A MEE R, x4
RO, SFEaE - MAEREL, B
AMIE 2 BbRid A TR

B T 15 5% UE A 2 SSL bR #E (1 — 3 4,
OpenSSL AN T LA ML UE D ()4 T AT R A,
JIT CA T 22T Zhus IS iE A NS, 0 id FH 44 F1 P4 AT
HER, W ORIXANIETS 2K B T AR A =ML R <4
FrRAFFEH ) Common Name (HH%A)TB, Wit

1 ] X509 get subject name() M UE 15 O &R,

X509 NAME 4i#), izl—451a X509 .NAME [f]
%, RIGAE X509 NAME_get text by NID() %
BB 4, RS TR, ka4
5AHABATICE.

SSL get verify result(ssl);/* X % ¥ $& £k (I UF 45 1E
AT R IE*/

X509 *peer = SSL get peer certificate(ssl);/* 3K
YUFig 1o 0o i UE 5 PR R/

char commonName [512];
X509 NAME*name=X509 get subject name(peerCerti
ficate);

X509 NAME get text by NID(name,

NID commonName, commonName, 512);

if(stricmp(commonName, hostname) != 0)

{
/% UES I UE AN TE L AL P/

}

4) Huac

SSL_write(ssl, buf, (int)n);

SSL_read (ssl, buf, (int)n);

5) JCPHEERE. M) SSL BEHLFN socket, FRREIH
Y, U AN W] A5,

SSL_shutdown(ssl);

close(sock);y

SSL_free(ssl);

\SSL_CTX_free(ctx);

X

5 SEE A

ARSI SN T 55 7 v g R 45 4 X T B3 47 B LR ABE A,
AR 2% 2% LB BAE R G0N ubuntu 10.04, I ip bk E
9 10.2.4.80, &L HAE RSN opensusue 12.2
I ip Ml E 4 10.2.4.4, 7ERNRMLAEH tepdump FIUEX
T HEAEAL. Server W EIER F Uil 15, Client W
I UE MRS e, IR W B 4 Pros, B OOk
N AT VEAH 73 4T

No. Source Info

110.2.4.4 49351 » htps [SYN] Seq=0 Win=14600 Len=0 WS5=1460 SACK_PERM=L T5val=19611484 TSecr=0 5=

210.2.4.80 https » 49351 [SYN, ACK] Seq=0 Ack=l Win=5792 Len=0 M55=1460 SACK_PERM=L Tsval=308374649

310.2.4.4 49351 > https [Ack] Seq=l Ack=1 win=14600 Len=0 TSval=19611484 Tsecr=308374649

410.2.4.4  (lient Hello

510.2.4.80 https > 49351 [ACK] Seq=1 Ack=321 Win=6912 Len=0 TSval=308374649 TSecr=19611484

610.2.4.80 server Hello, Certificate, Certificate Request, Server Hello Done

710.2.4.4 49351 > https [ACK] Seq=321 Ack=1437 win=17496 Len=0 Tsval=19611484 Tsecr=308374649

810.2.4.4 certificate

910.2.4.4  Client Key Exchange, Certificate verify, change Cipher Spec, Encrypted Handshake Message

1010.2.4.80 https > 49351 [ACK] Seq=1437 Ack=1974 Win=12672 Len=0 T5val=308374651 TSecr=19611486

1110.2.4.80 New Session Ticket, change Cipher spec, Encrypted Handshake wessage

1210.2.4.4  Application Data

1310.2.4.80 Application Data

1410.2.4.80 Encrypted Alert

1510.2.4.4  Encrypted Alert

1610.2.4.4 49351 > https [FIN, ACK] 5eq=2358 Ack=2709 Win=23240 Len=0 Téval-19611493 TSecr=308374658
49351 > https [RST, ACK] Seq=2359 Ack=2709 Win=23240 Len=0 Tsval=19611493 TSecr=308374658

1810.2.4.80 https > 49351 [FIN, ACK] Seq=2709 Ack=2321 Win=L3552 Len=0 Tsval=308374658 TSecr=19611493

4 PR

B3 WO =R T, 25 4 WA R i B S R i)
153 E(client hello), 25 6 MUk [ 55 ds AL 215 i i) fi¢
MR 25 & M5 Bl (server hello), 2% it AR 55
a5 ) 57 S5\ (client hello) 8 FH KA 2 7 g M1 55 24 2 [F]
AL A VERE R, B i AR 45 4 IR Tl i R
(client hello)¥4 /™= E A JEVE: Wl AT AEARIA
FEs s e KRR, R = A A B L2
ClientHello.random F1 ServerHello.random, Jf- HAH H.A8
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e, Ars i AR SS S i i B R 2 5, SRR
G0, REFF R M EAES, [ H— certificate
request 75, )5 RS K A &5 R ) i 7 B (server
hello done), JFERF5 7 i I Y. 2.

55 8 Wk % P i & HH FRUE SV B (certificate),  [A]
ROEILUESS, 55 9 Wik 25 /- i % BHAS #3H E (client key
exchange)#E#5 & 1%, 1T HIH BN B H Bk T2
Uiy ] 4 714 JSL (client hello) IR 454 i) 45 7 S (server hello)
ZI TR B M AHE . MR wmcg kil T —4
A &R R MRS, Hor% 4 5 e 5 e A
(certificate verify)RF#l ik LLIIA IR To &2k, %%
70y R — AN AR s 5B Y JE. (change cipher spec),
] )oK R W f) Cipher Spec &1 %12477 Cipher Spec.
WG, & unAr MR R B, AL S
SR H &5 R B (Encrypted Handshake Message).

10 WA RS #% Aol H aﬂ’]ﬁﬁ@’é cipher spec ¥
. (change cipher. spec) 7E A [ 7, o o v (pending)
cipher spec S F] Cipher Spec, Jf-HIHr1 cipher
spec K H 45 90 E(Encrypted Handshake Message).
WOy, PRTFEE, 2/ MRS 2% TT A6 AC # W H = Ak

6 4k

A CAE ) OpenSSL S28IL 7 % ACS #1 CPE (A H.
IR R AT s, vl LAg7 ke AN B, ik T 4R
Jl B UE DA UE UE 5 14 578, DA SR b R 1) e vl 5 5
L, R SEIHEAT THAE, AT T SSL A AR L,
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IR E TP AR

TESEBR N, 075225 18 SSL AN Z AL, SSL
MR EAEYR T2 B 7. TCP 34:4%, B AREX) UDP
MR TARA; T 3 G T e A P B4 1T S 3
W25 Pk e KR T B, SSL PSR AN & BRIA M ZE SR gk AT
B A R LR SSL ) IR AN 2 b iE— 25
INTIE

SETH

I DSL forum TR-069 issue | amendment 2 CPE WAN
management pretocol[Technical - Repbrt]. DSL Home-
Technical Working Group. 2007, 12.

2 SR UK Bl 248 JE T OpenSSL [k A 2 4 44
A Be vk 5 S HHLEOR 5 R J,2006,16(1).

3 HP Open Source Security for OpenVMS Volume 2: HP SSL
for OpenVMS. http://h71000.www7. hp.com/doc/83final/
ba554 90007/ ch04.html. 2012.

4 JBU5 . gSOAP fEHET TRO69 Wi SLI) 194 2% WLM i 4 3 ¢ v 1)
. Tk 51 41,2010,23:61-65.

5 SSL #1iY Version 3.0.

6 TRy, T . 3T openssl fJ CA AE M SSL n#= i (s
AR HA,2012,35(3).

7 BdE AR T TRO69 iSLHKD 199 265 MU 5 3R 0 ) SR B BOR AT
FE L2718 SC] AU T L K5,2010.

8 JE/b I .OpenSSL #1254V S BUMLHIIK B 7 11 ST AL
%Z?J;H,ZOI{,ILA:IISiIZI. )
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