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DHCP Client Based on None Operating System
JIANG Xing-Yu, TANG Li-Ping
(College of Information Science and Technology, Donghua University, Shanghai 201620, China)

Abstract: The paper takes gmbeddeh devices which consist of ARM Cortex M3/M4 core as the foundation, studies on
solution of realizing DHCP client based on none operating system. Checking schemes of transport layer UDP are
optimized. Static memory allocation is used for optimizing the running efficiency of DHCP and stability of the system.
The optimization algorithm of resisting ARP spoofing in the process of DHCP is proposed. In order to improve the
DHCEP client network security and service performance, a method of updating the whole LAN’s ARP caches according
to DHCP ACK is provided.
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No. Time Source Destination
10.000000000.0.0.0

20.00173400222,204.211.1

Protocal Length Info

255.255.255.255  DHCP 350 DHCP Discover - Transaction ID 0x12345679
255,255.255.255  DHCP 342 DHeP offer - Transaction ID 0x12345679
30.001735000.0.0.0 255.255.255.255  DHCP 350 DHCP Request - Transaction ID 0x1234567a
4 0.00373300 222.204.211.1 255.255.255.255  DHCP 342 DHCP ACK. - Transaction ID 0x1234567a
5 0.00373600 02:00:00:00:00:01 Broadcast ARP 60 who has 222.204.211.57? Tell 0.0.0.0
60.49394000 02:00:00:00:00:01 Broadcast ARP 60 Who has 222.204.211.577 Tell 0.0.0.0
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Fiker: Expression... Cear Apply Save

No. Time Source Destination

18 15.64317600.0.0.0
16 15.6448330 222. 204. 211.1

Pretoco Length Info

255.295.235.255  DHCP 350 DHCP Discover - Transaction ID 0x12345679
255.255.255.255  DHCP 342 DHCP Offer - Transaction ID 0x12345679
2015.64516400.0.0.0 255.255.255.255  DHCP 350 DHCP Request - Transaction ID 0x1234567a
2115.6528150 222.204. 211.1 255.255.255.255  DHCP 342 DHCP ACK - Transaction ID 0x1234567a
2215.6531430 02:00:00:00:00:01 Broadcast ARP 60 who has 222.204.211.212? Tell 0.0.0.0
2316.0033470 M5-NLB-Phys5erver- 02:00:00:00:00:01 AR? 42 222,204,211, 212 s at 02:01:00:00:00:33
24 16.00387400.0.0.0 255.255.255.255  DHCP 350 DHCP Decline - Transaction ID 0x1234567b
2517.0013150 M5-NLB-Phys5erver- 02:00:00:00:00:01 AR? 42 222,204,211, 212 s at 02:01:00:00:00:33
26 18.0042840 MS-NLB-Physserver-02:00:00:00:00:01 ARP
27 19.0032890 M5-NLB-PhysServer 02:00:00:00:00:01 AR?
28 20.0053150 MS-NLB-Physserver-02:00:00:00:00:01 AR?
28 20.9992840 MS-NLB-PhysServer 02:00:00:00:00:01 AR?
30 21.9962890 Ms-NLE-Physserver-02:00:00:00:00:01 ARP
31 22.9933710 MS-NLB-PhysServer- 02 :

32 23.9932740 Ms-NLB-PhysServer- 02 101

33 25.0032860 M5-NLE-PhysServer 02:00:00:00:00:01 ARP

42 222.204.211.212 15 at 02:01:00
42 222.204.211.212 s at 02:01:00
42222.204.211.212 s at 02:01:00
42 222.204.211.212 s at 02:01:00
42222.204.211. 212 s at 02:01:00
42 222.204.211.212 15 at 02:0;
42 222.204.211.212 s at 02:01:
42 222.204.211.212 15 at 02:01:00

3
34 25.63432400.0.0.0 255.255.255.255  DHCP
33 25.63664600.0.0.0 255.235.255.235  DHCP
36 25.6386430 02:00:00:00:00:01 Broadcast AR?
37 26.0013540 Ms-NLE-PhysServer-02:00:00:00:00:01 ARP
38 26.0017540 0.0.0.0 255.255.255.255  DHCP
3¢ 27.0043140 Ms-NLE-PhysServer-02:00:00:00:00:01 ARP
I| 40 28.0013480 MS-NLB-PhysServer 02:00:00:00:00:01 AR?
41 29.0002660 Ms-NLE-Physserver-02:00:00:00:00:01 AR
42 30.0033500 M5-NLB-PhysServer- 02:00:00:00:00:01 AR?
| 43 30.9972820 Ms-NLB-Physserver-02:00:00:00:00:01 ARP
44 31.9932830 M5-NLB-PhysServer- 02:00:00:00:00:01 AR?
45 32.9913600 Ms-NLE-Physserver-02:00:00:00:00:01 ARP
46 34.0042760 MS-NLB-PhysServer- 02:00:00:00:00:01 AR?
47 34.1045750 222.204.211.133  255.255.255.255  DHCP

350 DHCP Discover - Transaction ID 0x1234567c
350 DHCP Request - Transaction ID 0x1234567d
60 who has 222.204.211.2127 Tell 0.0.0.0

42 222.204.211.212 15 at 02:01:00:00:00:33

350 DHCP Decline - Transaction ID 0x1234567e |-
42 222.204.211.212 15 at 02:01:00:00:00:

42 222.204.211.212 s at 02:01:00
42 222.204.211.212 15 at 02:01:00
42 222.204.211.212 s at 02:01:00
42 222.204.211.212 15 at 02:01:00
42 222.204.211.212 s at 02:01:00
42222.204.211.212 5 at 02:01:00:00:00:

42 222,204,211, 212 s at 02:01:00:00:00:

342 pHep Irform - Transaction ID 0x6el6b480
42 222.204.211.212 15 at 02:01:00:00:00:33
350 DHCP Discover - Transaction ID 0x1234567f
350 DHCP Request - Transaction ID 0x12345680
60 who has 222.204.211.2127 Tell 0.0.0.0

48 35.0032760 MS-NLB-PhysServer-02:00:00:00:00:01 ARP
48 35.6341040 0.0.0.0 255.255.255.255  DHCP
50 35.6387360 0.0.0.0 255.255.255.235  DHCP
51 35.6407750 02:00:00:00:00:01 Broadcast AR?
52 36.0023760 MS-NLB-PhysServer-02:00:00:00:00:01 AR?
53 36.0027720 0.0.0.0 255.255.255.255  DHCP
54 37.0022770 MS-NLB-PhysServer-02:00:00:00:00:01 AR® 42 222.204.211.212 15 at 02:01:00:00:00:33
55 37.9992650 M5-NLB-PhysServer-02:00:00:00:00:01 ARP 42 222,204,211, 212 s at 02:01:00:00:00:33
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42 222.204.211.212 15 at 02:01:00:00:00:33
350 DHCP Decline - Transaction ID 0x12345681
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‘B K ) DHCP ACK i J37 H1 41 B S (1) DHCP il 4545
YRS j AN TP Huhk 1P YIS 5 n B i AR 4,
H IP-MAC ik A<IP, MAC,>. W j % & 5%+ n i%
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BN, Bl j L n o3RS B S 1P
L), W FRBCRA LT A 7R85 MR %
B B R AS ARm A0  u TP R TR AR A= R0 #k A
DHCP ACK i, 1,...,j-1 HR AU A5 111 ARP 22 A7 4547
fitt 7% j Mk AR A& H L IP-MAC #b 3k %y
<IP,MACp>. Fi#W BS54 I IP-MAC  Hiuhibx)
H<IP,MAC >, AN 1,... -1, j #He AW H X
APHIEN DHCP ACK, FfHIBAI n Mk AR B,
T IXASHLE], BB CRAEE =38 09 A A 213X & FE
) DHCP JIRR%5#5, G Fd o sk o i i AN 2

#%2 5] ARP K.
DHCPJR45- 4%

( TADHCP. /™ $nfé) TPFELZ) HUDHCP ACK)™ $E43 O

-
Al
¥
- DHCP%ﬁfézﬁbMZ
DHCP ACK! HRDHCP a
% /" I MACn, TPn>fii B &:g%ﬁ ﬁ%‘gﬁﬁ
‘ A BARPAE IR R 552 1PRLZ
LIRS IPHL 41 11k
AR B . .
(DHCPZZ P 3i) | - AEAFDHCP R 55 25 A
PR IR IR A X B #n
(DHCPZ " 3iiin)

Kl 6 DHCP %/ e AT e L S e

JCS2 (DHCP IR 55 2%

< 5 IADHCP %/ ¥iiin ff) IPFH £ (Y DHCP  ACK)™ #& £ O
""" ... DHCPE P 'uiids MiZ

DHCP ACK*{*$i£HRDHCP DHCP¢ /" Wi L i

J )7 Sinit) MACn, TPo> i 3 DHCP ACK+ffo L7 TP

‘ FEN HOARPYLE SRR s B S TP 20
B ARAFTPHLL F ik =

AR B .

(DHCPZE Pi3i) [ *oeee M5 FFDHCP IR 55 2% A

TPHLA IR A X B #n

(DHCPZ F3in)

DHCPZ¢ /it i ¥ A\ i2%
DHCP ACK'|' #E H 5|
" <MACn, P>, RILRIE

JORARPLEAF 11 i) S L A v (XIDHCP 26 /™ 9 (1 4
;ML\%JI H:ﬂ; Skt 4aiX 4 i B TPy

DHCP ¢ ) Siin 5 3L ik TP SR Y

<ﬁﬁU\DHCP§FﬁﬁnHﬁIP?ﬂ2’\JE‘JDHCP ACK)™ $& 43 (43 BL I TP hEBL SCH TP 5) O

i {15 FRIDHCP JIK 55 8%

7 DHCP % )iy 2 A VEA AL HE iR
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5 45

AR SCHREH T B 1 &R e i ik N 2B & Bz Bl
DHCP & ' ui i) 7792, TE8E 8540 LR AP RS 5
e A HLHIAL A A s i J: UDP DL I B
DHCP HIREFIsAT M 740 % 4. H UDP-Lite B
W Cortex #% [ % & X CHECKSUM_BY_
HARDWARE 454 8] 77323 R UDP A 56 F 1) Ak BHIS
1 W 2% 2 A b S g S LA A L A
et F 1P ‘/ﬂlﬂ?ﬁﬁiﬂﬂ@ﬂ@ﬂ@@??ﬁi\i, DA
DHCP % /i ARP W9 e J). JRal i v i 7 fik
A % DHOP 12 H Hifi DHCP ACK 3547 Ja1450
P9 ARP 2 £ ST 7T BLAEAT AR R 9 1 0
{1 1 I 2 0 24 01 22 A . AR SR H TR 58 L
¥ ARM Cortex M3 Fl1 M4 A% I, HJ5 4% Cortex M3
H M4 K% N ) R TFBEE T SEAil.

Kl 8 A SCHVELE Cortex M4 ik N B L5z
FLE . Cortex M4 il it DHCP i FE3K 151 IP Hukil, T
JUAE PC oy Mo OBE B8 oMb BN HEOA
(http://222.204.211.180/default.htm) 5, PC Sk AR %
#1) http 55 A8 HEA TR AW B APIR DL R A
DHCP AR AR wireshark il 3510 S 448 9 2% 1o
FELL K wireshark i $k ) DHCP ACK #& 3.

& ¢ O A x 232 204711180 ne v & o ®-

JHBEE

IRk

v M 000 *

WRFHL
> 4R
e smEnEx TR o @
W .Y
(2) ARG
Watch 1 &=
Name Value Type
% my_ipaddri2] 0xDECCD3B4 unsigned int
= & MyDhep 0>2000146€ &:MyDhep <t <untagged
@ xid 0x1234567A ned int
> 00044 hort
- 00000 an ort
> 0x0293 an ort
- 0x04AF on ort
- 0x01D3CCDE gned int
- 0xB4D3CCDE gn
- Ox00FFFFFE =
> 0x01D3CCDE =
- 0x00000000 =
- 0x00015180 =
> 0x000048C0 =
- 0x00012750 gned int
- 0x0A gned ch
@ tries 0:00 * gned char
% subnet_mask_given 0x00 ' gned char
@ spare 0x00 © gned char
= ¥ Mymac 0:200008F1 &ErrCodel. gned char(6]
@ 01 002" gned char
@ m 0x00 * gned ch
@ 2] 0x00 gned ch
* 31 0x00 * gned ch
signed ch.
ign

v 51 009

“(b)  DHCP A1l fERm
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£ Capturing from 752 ether host 01200009 or udp port 58) - Wireshark 110.2 (SV Rev 51324 from trunkL10)

B Eit Vew Go Cowe Analye St Telowony Tooks [rtemsk deb
esdnd | BhxRqes97L EEQAGDIEREID
Fier: Epression.. Jear Appy S

No  Time Source Destination Protocal Length Info
10.00000000.0.0.0 255.235.253.255  DHCF 350 DHCP Discover - Transaction ID 0x12345679
20.00184200222.204,211.1  255.255.255.255  DHCP 342 oHep offer - Transaction 10 Ox12345679
30.001843000.0.€.0 255.235.255.255  DHCP 350 DHCP Request - Transaction ID 0x1234567a
£ 0.00401€00 222.204.211.1 255.235.255.255  DHCP 342 DHCP ACK - Transaction 10 0x1234567a
5 0.00401800 02:00:00:00:00:09 Broadcast AR? 60 who has 222.204.211.1807 Tell 0.0.0.0
60,49201600 02:00:00:00:00:03 Broadc; AR? 60 who has 222,204.211.1807 Tell 0.0.0.
71.22340600222.204, 211,176 255.255.255.255  DHCF 342 o Inform - Transaction 10 Oxf94cad
§ 22.0480730 02:0C:00:00:0C:09 Hewlect-_87:98:6c ARP 60 222,204, 211,180 15 at 02:00:00:00:

9220480890 222,204, 211,57 222.20) TP 6614122 > frep [SYN] seq=0 wi MSS=1460 W5=4 SACK_PERN=L
10 22.0484250 222.204. 211, 180 222.204. 211 T 62 http > 14122 [SYN, ACK] Seq={ AC win=1024 Len=0 v55=1460 SACK_PERM=1
1122.0484870222.204. 711,57 222.204.711.180 TP 5414122 > fttp [ACK] Seqsl Ackel Win=64240 Len=D

: 12 22.0487610222. 204, 211,57  222.20:
13 22.0491520 222,204,211, 180 222.20:
14 421735170222, 204,211, 144 255.235.253.

HTTE 314 GeT /favicon.ico ATTP/L.1
T 60 htp > 14122 [ACK] Seg=1 Ack=261 Win=1024 Len=0
DHCF 342 DHC? Inforn - Transaction ID Ox4afe7108

« I D

Packets: 1... | Frofie Defaukt
(c) wireshark ffih (1) A4 o9 28 o

M 40004018000 222.204 3111 255.755.255.255 DHCP 342 DHCP ACK - Transaction (D Ox1234567a

@ 7] Fame (fame), 392 o7es

s Bootp flag
client 1

0 (Broadcast)
re: 0.0
vour (clfent) 1P a

o -0 £0.0.0.0)
222 211.180 (222.204.211.180)
0.0)

(0.0.0.0)
00:00100100:09 (02100100:00100:08)
padding: C000000000OC00000000

2
Padding

(d) wireshark Hi4K ¥ DHCP ACK 43¢
K8 DHCP % /)" Jiift: Cortex M4 (15 H,

52 3Lk
1 Ji#&H.DHCP 224 R GAb B IRIE FE[ 27 18 SC]ATU M T
K2#,2007.
2 By A SR DHCP P80 7 i (1 SE L. VT S LY 5

B 1%,2007,24(11):114-146.

3 WRENE T DHCP (%2475 S W BTS2 1830k

AR K 22,2008,

4 BN A0 RE, 52 DU A DHCP P80k i S Ho A Yo %800

HHLTRE,2007,33(23):138-139.

5 AR I AR, 3G % 45 55T DHCP+WEB WAIE 25 T4

FUTARIEAE R ,2004,24(3):13-16.

6 JEFZEAF ST DHCP 4RI AR -2 45 1 2% ) 1
Brdi A EADGR A5 N ,2012(21): 1\307130.

7 HERLIREE Th, % RS ARP o5
HEDFI DU A T RR77R),2008,40(3): 143149,

8 Larzon LA, ISegérmarik M, Pink S, et al. RFC 3828: The

lig}uweight user datagram protocol (udp-lite). Request For

Comments, IETF, 2004.

9 Dunkels A. Design and implementation of the IlwIP TCP/IP

Stack. Swedish Institute of Computer Science, 2001, 2: 77.
10 T4k, B IR ARP pisUW i Js #1041 5 HOAE 77 V2. 0T BAL

T£,2003,29(9):127-128.

11 Ataullah M, Chauhan N. ES-ARP: An efficient and secure

address resolution protocol. 2012

IEEE Students’

Conference on Electrical, Electronics and Computer Science

(SCEECS). IEEE. 2012. 1-5.

Software Technique * Algorithm #KfFHiA « ik 169

© TEREBIK AR

http:/fwww.c-s-a.org.cn





