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Research on AKC Attack: Attack Pattern, Transformation Algorithm and Case Study
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Abstract: After the fact that an adversary obtains an actor’s long-term secret key, the adversary may impersonate other
actors or obtain secrete information with the key. This kind of attack is called AKC (Actor Key Compromise) attack. Except
for key exchange protocols, not much attention has been paid on other types of security protocols in the research of AKC
attacks. In this paper, we consider this AKC problem and provide systematic analysis of AKC attacks, its attack patterns and
countermeasures. Based on experimental analysis, this paper classifies four AKC attack patterns, and three corresponding
protocol models and design principles to protect against AKC attacks. Based on these models and principles, it proposes a
heuristic algorithm that transforms a protocol into an AKCS one (that keeps security property under AKC attacks). As case
studies, it apply the algorithm on protocols including Email, SET and Kerberos. The results show that these protocols are
vulnerable to AKC attacks, but after the transformation by the algorithm, they-are no longer vulnerable to such attacks.

Key words: security protocol; AKC attack; security property; protocol transformation
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1) Send(M)/Recv(M): 7 M [FIRIEH | HUH.
2)  Type(M): E£ox M 12! (send X recv).

3)  Next(M): #F R & M [Fki%E#, W Next(M)E/RTE

M J5 55— 4 R Bl .

4)  Fresh(M): F&7n M H R I%E# Js00T 7 A= (R B ATLAL

L4 Bt BKE thisH Fresh(2) = {nr, kir}, R
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B2 R BG4 nr. Kir.

5) Conductor(N): K/r/=4E N M EES. Hla
BKE i3 Conductor(ni,nr) = {I,R}.

6) SecretClaim(R): #7~ R W1 I Secret 15 (1) B HL
HES. ek R A AW claim(R, Secret, m) A/
claim(R, Secret, n), N SecretClaim(R) = {m, n}.

7)  CommitClaim(R, N): #Wr R H2HEHE X N (1
Commit £ 758, R [\] true B false.

8) NiagreeClaim(R) / NisynchClaim(R): HI¥r R &%
H Niagree / Nisynch 5t B, i [9] true 5L false.

9) EncryptionPK(M, N) / EncryptionSK(M, N): it
M HEEEALEAEXT N K] pk(recv(M)) / sk(send(M)) i1
%, 1&[0] true 2% false. #F417H 5 I-R - {h(n)}«®)
H1 EncryptionSK(M, n) = true; 745 I—R« {K}pkr),
{nh bl T pkR) I k H ok i oo, W
EncryptionPK(M, n) = trug. '

10) SecretModel:n(R, N):" & 7 W JT B AL n 4 4
claim(R, Secret, N) .

11) CommitModel_n(R, R’, N): Z/xM AR n 4E4
claim(R, Commit, R”, N)4: Jit.

12) RolelnfoModel(R, R*): #K7xkt Ry R*AY FHEAY 10.

13) HashPrinciple(N): 27T N I 75 02 Ji ).

14) AfirmPrinciple(M): &R M AL [ A ).

15) SharePrinciple(R): &7t R & =245 B R ).
SVE EARESE AL 1 .

#3% 1. Protocol_Transform(Protocol p)

1)  Secret_Transform(p)

2) if verification succeed
3) return

4)  Commit_Transform(p)

5) if verification succeed*
6) return”

7)  Multiparty_Transform(p)

VLA Secret #575 —Commit #7—Multi-party
BARLX 3 SDHEAT UM, 2 BMMAE D B AT ) i
REPE BT UE R, A5 R . SR P DA e S
PR JEU): ISR I LR G A, R g B e
Pt KRB RCR IR, R B R b, W R A A ] s
ARRE AP RPTINE, WA s U 5
BRI AN T .

Secret ALY [ H L IR 2 P,
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5.3% 2. Secret_Transform(Protocol p)
1) foreachrole R

2) if |Conductor(SecretClaim(R))| =1
3) for each fresh N in SecretClaim(R)
4) if Conductor(N) =R

5) SecretModel_1(R, N)
6) else

7) SecretModel_2(R, N)
8) else -

9) SecretModel_4(R, SecretClaim(R))

10) HashPrinciple(SecretClaim(R))

FEIAEA R B IR sk R S B4 Secret
[RIBBAIL SRS 7 2 b ) — AN €7 2 (56 24T), AR 4
IX L BEATLER) AR AL FHABE Y 1 50 2 i, 757 M2 4
Bt HeAfod R IS A T s ).

Commit 28 (3 {0 I 553 3 s,

5vJ: 3. Commit_Transform(Protocol p)

1) for each message M(Type(M) = send) :
2)  foreach fresh N in Fresh(M)
3) if (N ¢ CommitClaim(Send(M)) or
NisynchClaim(Send(M)) = false ) and
(N €CommitClaim(Recv(M)) and
NisynchClaim(Recv(M)) = true )

4) CommitModel_5(Send(M), Recv(M), N)
5) else if Fresh(Next(M)) =2

6) if En&ryptionPK(M, N) = true

7 CommitModel_6(Send(M),Recv(M), N)
8) . else

9) CommitModel_9(Send(M),Recv(M), N)
10) else if EncryptionPK(M, N) = true

11) CommitModel_7(Send(M),Recv(M), N)
12) else if EncryptionSK(M, N) = true

13) CommitModel_9(Send(M),Recv(M), N)
14) else if EncryptionPK(Next(M), N) = true

15) CommitModel_8(Send(M),Recv(M), N)
16) else

17) CommitModel_9(Send(M),Recv(M), N)

18) AfirmPrinciple(Next(M))

SRR TH AL R AR IEAR, M b el ik
BRI BB N BT Commit BIAVEE4: (1) K%k
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i H LR g N

77 %A Commit(N)ak Nisynch 4 Jii 75 W i B2 5 (5 3
17), WKL 5 B, ()4 T4l Rbsefi B4
HIRENLEL (B 5 17), WIARHE N 0% 8 X4y 6 55 9
e (Next(M) 2 A58 6 HHyH EL 1, B 9 Hil L 2) ;5 (3)
A NAFAE R PIINE (55 1047), WHZRIRY 7 #:45 (Next(M)
SR T AR L) (44 N AFAERVE IS (38 12 1T),
AR 9 He4fe; (B)45 N B N — 4 B AE /e A8
W 144T), WHLAERY 8 4 (Next(M) &Y 8 rhii &L
1); (6) LA B AT HRAN BT N 42 BT O i, i Fit v
I FH LRI A S ),

Multi-party A58 ) 4 i SV L AN 50 4 o

9% 4. Multiparty_Transform(p)
1) foreachrole R1

2) for each role R2

3) RolelnfoModel(R1, R2)
4) SharePrinciple(R2)

5) SharePri_nci,pIe(Rl) ‘

SRR — 0 A (4% OB 10 e dtie. i A o
A EEE-X NI
4.2 RBNER

3T ok B TR R B e i LK) s 4. 4.1
SRR DT b Al R A AN R S5 A 3 SRR AN (] A5
A4, N LA Kerberos W3, i B EEL AL,

Kerberos!®J&: Windows %% H -5 A LE I B
W, AR AT P RN — IR G B0 A S vT BA )
ZAMRS. S =R AL (D) P C SIAEARS 7%
KAS 28 HIF 3R i3 4] AK; (2)H ) SV a e & ik

55 TGS Ui I ARAF M 55 FEUE ST; Q)M A ST 1] 4 |

2% 45 R 3% A% k. Kerberos 5 — A2 80 %5 i A&
PKINIT, ZRRAE ST Ihisoss g, w Fprs:
@ C—KAS.: GERT(C), {Te, 2}y, C, TGS, nl
@ KAS—C : {CERT(KAS), {k, CK}gxas}okccy C»
TGT, {AK, n1, Tk, TGS}

CERT(X) = {X, pk(X)}sca. CK = h(CERT(C), {Tc,
N2}y C, TGS, nl), TGT = {C, AK}xns, 1e5. Fi'11 CA
FEINUER L, To(TK) A& C(KAS) I T, n1. n2 & C 7=
A IBEHLEL, KW AK J2& KAS PRI RENLEL. & C il
IRATHIRE AK, FFIH AK HEAT 5 825 TGS 4315,
IR, PIINIT S0 s 2 15 S (0 AR 4 vk DA R K 1
SEREPE, BIAELE A W claim(C, Secret, AK). claim(C,
Nisynch). claim(K, Secret, AK). claim(K, Nisynch). 7

T E, T TGS WA S L —irath, Kt
k(KAS, TGS) AN M 5611 45 2

] Scyther® T H A6 F_EiR Pl AE AKC Hrili
AT AL Secret A1 Nisynch . DR 5 ZEBEA T H4 Jk.

HRHE L1 6 N Secret A7, K & 1 nl A
pk(KAS) %, 48 2 k H nl na. B R

@© C—KAS : CERT(C),{Tt,n2}5qcy, C, TGS N piens)

@ KAS—C : {CERT(KAS), {{k}n1, C}sasybpicc)

C, TGT, {AK, n1, Tk, TGSk

HVRRH Commit A%, o Al
1) AbFEVNE 23 nl, n2. To MR 1P C B

FIBENLEL H nl fE3H 8 1.2 ha8E A8 INE, n2,

Te FEHE 1. 2 dEeEAASIINE. kA nd,

n2. Tc Al AL 9 A (n1 ] ALY 8 A, 2

AR 9 S IR PN sl B /M), BT CK 2

AL 9, ki E 1+ ni B sk(C).

2) AEUHE 20 TR 2 BN AR

— 4R, ARPEELAT IR 5 A

W 1), )5 Mk

@ C—KAS : CERT(C),{Te,n2,{n1 }yquas}skcy C-TGS

@ KAS—C : {CERT(KAS), {{k}n1, C}scicns o)

C, TGT, {AK, n1, Tk, TGS}

AN Multi-party #88, 7EHE 1 ALK,
TGS} B, T 2 71 E Tk, \CRsuns L9 {C,
TGSYaas) HMATAE. BG5S

© C—KAS : CERF(C),{Te,n2,C, TGS {nl jpasi}sio)

@ KAS—C : {CERT(KAS), {{l}m, CK}scnstprcor

C, TGT, {AK, n1, Tk, TGS}

i Scyther T H A5G, 78 AKCHI T, B
(K30 AL Secret A1 Nisynch 22 4 ik
4.3 YRA

SEEG A Scyther T R B 77 45« FE T HBAESE
P AKC Bti, N B U SGHEAT T e, I
e 46 J IR 22 A VR AT 300 . e e SRV 0T P i
ZAVEFU R WL 1, X PR ik 2.

# 1% Dy O, T il P AE Dolev-Yao £:7Y
Iy AKC BN Rk e 4 5 fE AKC B R [1) 56 iE
gE P NFIRI AR, xRR AL VER, —Rn B
UEPEFH . bR T X Secret. Niagree. Nisynch
=AM SRS . TG, BR Tmn., Splice P33
Ab, FIER B e e R R UE AKC R 22 VR 5T
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i Tmn., Splice 7 Dolev-Yao F#Y NAEAE M, BiW]4E
P BSOS BE R UE 5% 4 il AKCS.

R 2 JRoR T BUREIET 5 AR BB H ARk, 78
PKI AR Z N I A b — g I 1), DS e o 5L 2
e SR> A (LY IAE . 2 2 UEEH, B} Tmn F
3-party PRULAL, B UL A CRA) B IR 39 n 4
FFPE 3 ANCAW, JF HZ2Hh b s g n, x4

SN ATL NS
K1 ARV A TR R

Py Secret Niagree Nisynch
D (0] T D O T D O T
BKE NVox N A x AN x o
multi-party BKE Nooxo A A x A A x A
NSL N e N R
multi-party NSL VooxooA A x A A ey
CCITT X.509(1) Noox oo A o N N ax A
CCITT X.509(3) Noooxowy A ex T x N
ISOIEC9798-3-5 — — 3 ¥ x AN x A
Kerberos NP N N x A A x
PKMv2-RSA Noox oo N x AN x A
SET register — — — A x A A x A
SET purchase - — — A x A A x A
SPLICE/AS Noox vooxox o ox oxoxx
TLS Nox N - = = = = =
Tmn X X Nox X X X X X
Email - — — x x A x x A

30
25
20
15

10

fi& iy (LB

® 2 HHENEN AP RPIEH 5

5 4ie

A T R AKC B (s B, s2
FWISE R AT, ARSI AKCS PO Al
Bt BN T LA AR AKC gils, 7EBE % g ok
TR ) 4 2% BRBE T, 7T UE A DB 2%,
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