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Design and Implementation of the Operation Based on Ceilometer Alarm API

LI Chao-Lei, XIANG Zhonnging
(IT Division,WuHan Fiberhome Integrated Information Technology Co.Ltd., Wuhan 430074, China)

Abstract: With the continuous development of cloud computing technology, more and more enterprises begin to use
OpenStack to build a private cloud or public cloud platform. Cloud platform is gradually replacing the traditional server,
to undertake the enterprises and user IT business. In order to guarantee the service quality of the cloud platform, this
article designs the interactive operation page of monitoring and alarming function for the virtual machine of cloud

platform, based on the OpenStack alarm function interface -- Ceilometer Alarm API. Using this function , users can

monitor the running state of the virtual machine, ensuring the reliable operation of the cloud platform?.‘
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2.1 B3R

Ceilometerfdf FH Wy e B2 £ 4 11 7 20, —Fh 2
OpenStack %R 45 W & H Hinotificationyid &, —Fli /&
A IR AN IR S5 1 APLE B 3R HUEHE .

CeilometerZ fT LLR X B AU 82 77 X, B 2 A
4, fEOpenStack N B, K A2 [ — L8 A &R 22 K H 0T i
HInotificationyH ., L an G 22 A Bk 5 UM 25, 1X &L
R BN EZEAE R, B, notificationid B AE A
Ceilometer ) 55 — 24 R UE. BRIt 24, ALt EE S
i i notification i B & SRIUA I 1), EE a5t JE ALY
CPUMEHIZ, HAALI/OMH 55, IX (5 B A Lol
I notificationyH & & 1% oK, K It Ceilometer3é il 1 25
T A B A AR SC AP 2 3R BUX 26 4F B 1R
CeilometerJGi 1% 7, 1178, 1E/etc/ceilometer/
pipeline.yam! U C & 1 %6 I 1) /9 600 #5570 /&
VAR 104 6 Ceilometer e 5 £KHU4 31 2 4 1
Tl BIFAANBNEEE b, 115 B AE N Ceilometer [ 5
TR RUR, v DURR AR R A 2 A 5 sk e
i T R O = W P 5 TR D o I G IS
OpenStack /5 & ] /7. Ceilometere I [A] 41 :

sources:

- name: meter_source
interval: 600

Ceilometer (] & MR 5, 5 REHM LIRS 2
ceilometer-collecter. ceilometer-agent-central. ceilometer-
agent-compute. ceilometer-agent-notification. 3¢ & U1 &1

P,

................

compute collector

! publish [ RpC

central ‘:l,> UDP .
notification E Log

K1 Ceilometerfl 3% 2 K

P 1H17m, agent-central . agent-compute. agent-
notification 1 37 K415 &, H Hagent-compute FH R I £
HEA S ERER, B8 M E S BRI —
“agent-compute, FISRIREUE MALHICPU., Disk 10,
Network 10 InstanceiX £415 E.. agent-centraliz 17 7£4%
Hil75 A, 3 AR HA IR %5 W Image . Volume.
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Objects. NetworkZ# {5 K. agent-notification ] & 61 571
AU HEIE 2V B NS S B, Sagent-
central flagent-compute/f~ [F] ) /&, agent-notification X 75
R W A 1 K A=, agent-central fllagent-compute#f 7
BT N pollF MWL AEAS B R&E 2 H1E B Hcollecteril.
SOALER, R EE 5 N BHE FE T, collecter /& AEAZ >
B L) H I — — N BE A 0 MR R AT S A E R . H
Al Ceilometer 32 £F {1 /7 fifi B #imysql. DB2. HBase.
mongoDB, 1£74 3 Hr i 1 OpenStack Kilo/ix 4 #,
Ceilometer{# FimongoDBAE H J& v 7 fili, H ik AE,
PRI A0 RIS AR 1.

2.2 ,Ceilometér Alarm

‘Ceilometer Alarm#&OpenStack Havana i A< 75 Il
FrIhee, RIE2. 17 A, Ceilometer &2 2L T HLER
S IR R, Alarm il 2 H FH Ceilometer iU £ 21 1
B EX =P G T I .

Alarmfe W% i 4% — D2 AR FR A, & & T UK
T BE, W AT AR B 1E. 7E Ceilometertr, SEBL T
2Fh Alarm, thresholdflcombination. Threshold%} X i —
AR A2 FE bR i ST Alarm, HR A I 45 F8 AR 1) B 25 40 Ik
AlarmfJHRE . Combination U /&4 2 > Alarm 4 &t K
M2i & %S B RE M Alarm, £ AlarmZ [6] 2
or/andff] % R,

OpenStack 2 {it T RESTfulAPIMFA larm ik 1742 1F,
BlanelgE. H. M. ERaE, RVEHsIL 7 el
i Alarm T 2260 S0

% 1 7 AlarmThresholdRule 1 AlarmCombinationRule
R Alarm 2 7 g 21, E ¥ AlarmThresholdRule
L FE:

meter_name: Y55 FE bR

query: &€ F T I (R 508, W] LAY E 2 HARTY
REAL L

period, evaluation_periods: fffi & 5 45 {7 [H] 75

threshold: & 1H

comparison_operator: A LA 5 =X

statistic: i€ 1 I (] #0405 5 B fE threshold #EAT
A%

exclude_outliners: & 15 bR 25 S B E A

AlarmCombinationRulefd4:

operator: & X alarmx [A] {2 4% &

alarm_id: Jyalarm {51 3&
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1 BIZEAlarmfFEG S5

2 A fRE
name str name & projectMfE— 1)
description str alarm ik
enabled bool FFA% 1k/ 5 H Zalarm
ok_actions list alarm HOKIRAS I (1B 1E, BRIAA]
alarm_actions list alarm Malarm R A IBH1E, BRUCAT
insufficient_data_actions list alarm Ainsufficient dataRZ I 1 BHAE, BRIAA(]
repeat_actions bool alarmfili & i, & 15 B S AT X M 301
type str alarm252, 45 threshold fllcombination, %A
threshold_rule AlarmThresholdRule Halarm Hthresholdit, 1 5E 1 thre's‘holdiﬂ iy
combination_rule AlarmCombinationRule alarm Ncombinationf, il & 1] combination i 1]
time_constraints list 2930 % alarm EMR B 7] BERAAT, BRG]
state str alarm IR A
user_id str ‘ User id
project_id str l‘\d Project id
timestamp datetime alarm 1 5E SRS — PR ST R ()
state_timestamp datetime alarm PR ZS 55 5 — IS B I ]

75 HE AR 2 T Bl S A ) P Alarm
fjactions T . actions=t: B Gt Fi it s fty e 11, — Fi
Rlog, KT LUKHHRES 5 85 B 2 (10 F &S0
W 55— MERESTH: M, MiRE K A= i}, OpenStack 2>
{5 i http B4 5L i i actions L 4 B FYURL, [7F 72 (4K
£ .25 LU ISONSLHE ) 2040 & FEHTTP Sk ST o L
POSTI st R i it 3. % SCRH AR Bl s 20 (8 LA
MRESTH#: .

3 EAMLIRE I SLHL
HRAE BT — 9 3R, Ceilometerd fit 1) Alarm D it
LR IS DR, AN 2 A2, OpenStackfUAE 1R fit

T Alarm T API, ¥A F& 4 A G AN HLAZ B 1 7L . |

APLEH R RN AR, F P A6 AR AT
f. ZIKY%7:%igﬁ?OpenStackq:;E‘JCei]orﬁgterID‘l H,
B IR LR E ThRE.

3.1 ESWLREIRERTE

% R BIAE BRI AR, P AT EHE R
FT B i) Alarm 22 A4 /2 Thresholdif /& Combination ], i
PR TR EEE A O AR A, JE ) A N
I e KD A5 R S R0 M A P B W DL B —
e — T, AT DL e s 2 M.

Web T R b, 24 HE i &R =, A7
DAAR H% 75 2 18 35 A2 715 326 I e R, 6% L 5 36 R WG 2
ZJE AR BN G 5 B — A A AL Bk e BL T
BARR G2 iR ER2 s,

SE SCARE R

FRE g M

PR AL

1 FH APTRI 2 4 2

\ B IR

W E eI N S, OpenStack 2y E 2 2 Wi 2 B
OURE [ Alarm RS, A3 R 2 5, 2448 A P 1
VB RIEA N IR Z @A, Web)a & B2 IR Z R 2
%N, 7ERCRE A I, Web a2 B £0E 5 N B
B, THEH PSR EE . SO E MR RR BB R,

3.2 INEESHR

MR 3. 179 RS, NI DR 22 A DL T L
AT INREMISEIL: G HR RN . A HRZ RN B
TR . MR RI . RIEIR @R, A
FEAEREE .

T R PRI ST I IR ThRE, AL WebJa 6K
FiDjango! HE 42 3£ 4T 4L BE, Django& 18 Fl PythonZ & 1]
—HIT VI WebHESE, ff FDjangoE 4L Al DAfRI fEH . R
T K WebR HFE T, HEFF A A IR E D e K
K.
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e
>‘ JE a3 m il 3

K3 s iie

3.3 EIHIRETNRESIN

HRAEE 3. 2775 0F R UL 2 Dy 6 10 75 SR 23y, xof b A
ANThRE, A SCK R F BARSEIL, ARHAEDjango il H I TT
KRR, BT REHSAG AHNT B url Flview, Xf T 75 50
el PR RO ThBE, 75 2 A2 B R B model.
33.1  EAMLRE RN &

Hurl i &

url(r‘listAlarm/$’, monitor_view. ge:[AlarmI:'ist),

#AT V view ,_ '

def getAlarmLi_st(reques‘t):

#IEAT BAR T BE S

%I B 3 EAE ] Ceilometerfi it ) APT#E4T Alarm
), B2 B R BT I U8, 2SR 19145 Web UL
PP B 0T SRR 24571 H 554 B2 Token, Bl AN
FHC % 1 23 3R [m] A FH 7 6 B4R . (H, i
Threshold flCombinationiX J§ F i Z LN A7 1E, N T
I A o 3 T o ) ) 222 ), AE get AlarmList ) S &5
FEd JE s Combination (5~ K.
332 EANLIRE B A

#url % &

%

url(r‘~createAlarm/$’, monitor view.createAlarms. |

ForOneRequest)
#5f Miview
def createAlarmsF orOneRequest(request):

#Do Create Ala;m
I REFEMH 7 AR N B BE HEAT Alarm ) 61 22,

JXF T Alarm () 282 TGN 1), B A 75 2895 fe 7R 4L

4% AU A (] At PR BE SR AR T, 9 1 7EWeb LB ik

5 Threshold f1Combination ¥ [X JIl, 7E 5 & AL L Ap

DATE Ik ) D0 20 00 ) e ) s 42 AR 2 15 B — R B AH

S ft) Alarm, AZCARTS a0 R
#a WS i B P mE —, A1) Threshold Alarm, 75 61

##Combination Alarm

if len(alarm|[ ‘rules’]) > 1:

¥
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for rule in alarm|[ ‘rules’]:

HR P 25 I8 35 I 28 A1) 2 Threshold Alarm

rule data=ceilometer.CreateSingleAlarmData(rule)
caller assign role=APICaller(rule data)
code, rule_response, e = caller assign role.call()
#¥ialarm_id/f A\ list, JCombination Alarm$Z {4t
K e o5
rule_id.append(rule_response[ ‘alarm_id’])
#6]E Combination Alarm = -
alarm_dataﬁceilometer.Cre?iteCombineAlarmData(r
ule id) |
\else:
#f1| % Threshold Alarm

¥

alarm_data=ceilometer.CreateThresholdAlarmData(alarm
[‘rules’][0])

AR I X I G AL, (KRR 24 H APT
HR ) query 7B, BEAREIE R 0T

‘query’:[{“field’: ‘resource id’,

‘op’: ‘eq’,
‘type’: ‘string’,
‘value’: instance_id}],

9 T 1 A Alarm faction B8 \(E 1 2 Alarmit, 75
HAE X R action 1 ¥§ HlOpenStack f5 & 7 [l Django i
URLH13i, OpenStacke i FIREST17 514 $U45 3%
S 3H actionfy FLATE R i -

¢ a;ctioniurl:emailihostJr‘/alarmInformation?userﬁid=
%s&instance_name=%s&email=%s’%(user_id,
instance name, email)

#setting XA 115 B email_host

‘email_host’: ‘http://10.89.155.102’

Horbremail _hostfE e & A HH i &, AT H 1P
Hudik, email/& F 7 BEEA4-HB3E, instance namese FE ML
47, user_id 9 H J7ID, F P IDS T84~ I e i —
f, TR 4 e
3.3.3  READMTLARE RO S E A

Hurl i &

url(r‘updataThreshold$’, monitor_view.updata
Threshold)

url(r‘alarmDelete/$’, monitor_view.deleteAlarm)
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#X] N view
def updataThreshold(request):
#Do Update Alarm
def deleteAlarm(request):
#Do Delete Alarm

IR TR S bR BV E R &2, X T ThresholdZ&
U Alarm, B 32218 F OpenStack 32 fit i APTIE AT 58 Fr Al
MRS A . {H R 6T CombinationZ& A ) Alarm, F /7 H
alarm_id ™ () Alarm 2 JC & AT, 7655 B Dh g b scprig
T HiCombinationfalarm_id ™ it % N f Threshold 28 4
HJAlarm. 7E 1 FCombinationZ$ 7Y f] Alarm P, 75 M
alarm_id" [ T Alarm.
334 RIEREER

#url i &

url(r‘alarmInformation$’, monitor view.AlarmInformation)

#0f fiview g ‘

def AlarmInfor_mation(rzequest):

#Do sent_mail and save

ZYIREE A EE R, 5, #2HEOpenStack 1]
V7T 1, SRR B A5 U2 B, ACIE AR R IR i
A5 EAENEIR . Tl Re 5H0E FEAR O, FR AT
FiDjango ™ ffimodelik A7 £ 45 P2 (1B 5. Django i 4
JE WS Dy e A - 23 64, fEmodel.py SCA HA A 56
Modelf# 1]

Django [FJAEF2 A 1 A& Ml 1 Th g, 1 H AL Sk 7]
BE+ 2 548, 1 5%, 1 setting SCA4 ¥ B 47 W1 AR 4% %,
G, AR AL B WA A& T e A AAD o B # & import

django.core.mail 1 [fJsend mail i3k f5, {H 0] DL{E A

send_mail J5 VEBEAT MR K35 . setting SCA I IE &
R g !

EMAIL_HOST = ‘smtpixxx.com’

#Emailllk = “

EMAIL HOST USER = ‘xxx@xxx.com’

#Email % h5

EMAIL HOST PASSWORD = ‘password’

EMAIL_USE_TLS = True

B AR, 280 B OpenStack Y H 2 @ 1, 5
AT B AT N 2 25 F P R I M 3e8 Jn R AT
335 HWOERERER

Hurl B

url(r‘listWarnings/$’, monitor view.listWarnings)

#5f M view

def listWarnings(request):

#Do list warning

ZoReEEHTHA SRR EE R, [
HIDjango fmodel 7] AR 75 18 ) £ 0 2 8045 P Jir 47 1)
REER, oIS T:

warningActions=Alarm.objects.filter(region=region
id, alarm_user_id=user_id).orderiby(‘-alarm_create_
time”) '

-

{
4 41

K I T OpenStack ¥ CeilometerSZHL T REHALAY
& Re, I H SN T SLbrIfs . Bl %2
RE AR NS IR, X3 7 RELSE I 4R D Re. H 2,
Hi 7+ Ceilometerxt £4 f S S ER N2 600D T 4E ) —
U, HRE RS B B AT W B AE 6000 LA 1. SR F5 ZE R
FE AR, 75 45 45 Ceilometer ¥ 56 16 [B] [, 1X 34 2%
SIG IR SS 2% B R 70, A ] Re 23 5 3 L e Dh g i 1k
HWIBAT. WA A 42 i Ceilometer ) WA MG, FEANA
Jike 55 s RN ERHE P it iR K e 7y, X2 4 Ja i 9 i) 2
HI7 1.
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