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KD Tree-Based Privacy Protection of Data Publishing
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Abstract: With the development of regional health information sharing services, an increasing number of patient records
are released. However, the adversary can infer the patient’s privacy information through the patlent s attributes, thereby
causing the patient’s privacy leakage. Based on the above requirements, a privacy protection data pubhshlng algorithm
based on KD tree is proposed. By the properties of KD-tree, the generalized value of each attribute is decomposed until
the generalized value of all attributes cannot be decomposed to ensure that the géneraﬁzed value of all attributes of each
leaf node is minimized to reduce the information loss. During the deéqmposition of equivalent tuple attributes, the number
of sensitive attribute values for each node is made to be a diversitj‘/ constraint to reduce the risk of privacy leakage. The
experimental results show that this scheme can reduce the risk of leakage of privacy, and information loss.

Key words: privacy protection; data releasing; k-anonymous; /-diversity; information loss
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1 M 34 Janitor Transgender
2 M 58 Doctor Plastic

3 M 34 Mover Transgender
4 M 24 Lawyer Vascular

5 M 58 Mover Urology

6 M 44 Janitor Plastic

7 M 24 Doctor Urology

8 M 58 Lawyer Plastic

9 M 24 Doctor Vascular
10 F 63 Carpenter Vascular
11 F 63 Technician Plastic
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M [30, 60] Non-Technical Transgender
M [30, 60] Professional Plastic
M [30, 60] Non-Technical Transgender
M [1,30] Professional Vascular
M [30, 60] Non-Technical Urology
M [30, 60] Non-Technical Plastic
M [1,30] Professional Urology
M [30, 60] Professional Plastic
M [30, 60] Professional Vascular
F [60, 90] Technical Vascular
F [60, 90] Technical Plastic
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AT then do
return;
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createNode #8177 & newNode;
end if}
end;
ININF15 55 newNodeList;
createTree(createNode, , K, L, |S|);
end if;
end;
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