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Link State Detection Protocol Based on ICMP Extension

ZHOU Ming, LI Su-Dan, WANG Hong
(Department of Computer, National University of Defense Technology, Changsha 410073, China)

Abstract: The conventional ICMP has been widely used in network information acquisition such as host survivability
detection, port scanning and network topology discovery. But the problems like less detection information, the inflexible
method, and limitations in network, and other issues are still prominent. In this paper, we propose a gonnectivity detection
method based on ICMP protocol to carry link information. Mainly based on the original ICMP- protocol, we add a
variable-length link-state field for storage of interface device identification and_‘bandwidth load. This paper focuses on
how to use the ICMP Echo Reply to carry these interface information‘to t'he:sourrce and intermediate nodes of the
receiving process. This method can effectively help us understand the entire network topology and bandwidth delay,
filling the gap that the traditional connectivity detection method lacks network link state information.

Key words: ICMP; link information; interface information; network topology; connectivity detection

s
*

HE TR S VI U0 2 T SR EU) 2 1 41 R B BROIR S
R, HIIae W AE(E B IREL. M RE M I A 4%
20 R R4 B BOIR S P FE B Cisco R ILT)
W (CDP). LLKM OAM iR (EFMOAM). M frfziil
RIS (ICMP). 3 £ P B AR g FRA TR 6 DR A A U
PRAE T FRAEAN T, A R X 2% 4 B 4R A R 2 IR
5 DT D 2 P 1 2 A AN T A BE RS SR UL, IE A RE

@ YA IE]: 2017-02-19; & 24 [A]: 2017-03-23; SR A (A 2017-03-27

266 W7t JF K Research and Development

TR HATIIER.

CDP |l Cisco R ILHHN, & — Pl B dle 55 2 JZ (10 -
5 % AP UTE SR R BE IR AS B 3L B REAR K 9 78 B
PAT T RERIZRZS  HERR b, & BEAR R 2% 40 fe if
{757k —PL @I CDF AN[al i & #AE, 1T LN 24
B O3 SR SR o B ELE B SS AL A I e & b il s b
PR R RA . b R IR M 205 2. AT R 4%

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn/1003-3254/6072.html
http://www.c-s-a.org.cn/1003-3254/6072.html
mailto:cas@iscas.ac.cn
http://dx.doi.org/10.15888/j.cnki.csa.006072
http://www.c-s-a.org.cn

20174F 55263 55 111

http://www.c-s-a.org.cn

i H AR SN A

TFAHAR, RAG SR, KB PR, SRS 24545 ml. H
H1 T CDP {USATE cisco B, 1M I L H &1 & Fh i
IR G IR IR M 2% B ] CDF B 3OR A B R 45
RIh, B & R A e B, T 3 BB I 2% 41 41
WIAE AT 0, S PEAN .

LRI OAM 1y LA 190 2% % Ji F) 3 S7. 1) A B 4
POLA, P DA e DK I A BN ZE 47 BE 70, PRAIE Y 2%
ffa g T, HIThRE a5 e MERE ML HBs AT
A PRBRIIRAE .t mT DU I n oy s R
R WU SE W SE AR DL K B R R A AN R
ReS Y. Hoy R Pk, SERI ), (HRE A P 215
T, FH P R 4 12 00 R SRR 3 i B R A A

FERIHR v, 1k RE ML s 38 B OK O™ R v A0 1k RE TR

i 1l K.

ICMP J& TCP/IP i — RhuELA 7k e
BLH, PR 2 L e 8 R 25 A A 95 01 385 0
W AR P A R T LRI Bl
B IR R VRIS HOR A (S B Ping B RLE
FIA ICMP W3, 18] H A5 ENLKIE ICMP 1185 KR 3L,
FE LR 2 HLAF I PR AT 0. TR R 1 015 8., 7931
S H 354 TP Sk, K8 3% R B B
A W R 0 0 6 E SR 0. P AT ICMP B
AT 300 TS R, T AR S B B R s R,
JR] 8t R 61 TOMIP i3, R AT JE 7 T M A i 6 12
FRBEBCIRAS T L. AL, BN ICMP RS R
SRR, 7 DAL BT 0 45K 2 408 R R LI 24 7T
LLSZ4 ICMP i,

BEXT 24T ICMP X W 2% B F (5 B SR (AN A B s, |

ASCHR T —FIET ICMP R B R ASE I
B B TV S L (55 R Y 5 B
BERE (S B, (B AT G T AR A e A P
YA, B R RN S B, RNty (i
R P40 PR, S B DAL R S B
YU, 150 B 8 B AT A, 2 R R B
i TR HH LA, S5 0 S L e R TR AT VAN 1)
UL 45 A2 E 1 A2 DA R DR T 1 A

1 ICMP Phily JE it
1.1 ICMP il [RIE

ICMP 4FK Internet Control Message Protocol, H' 3
4 N DR 4 1 R S . & TAEAE OSI I8 2, 7]

SR VR T 1980 2 LR 5 A R A I 4 A B R A T
SEM, FERZE AR R b, W RS RAEVFZ RRFEE
SHHIR AL I T 28 J2 1 TP B SR — AT
SEBE P, TS 2 b B R 46 J2 A e F i, T LA
IP/TCP #pi 3840 7 ICMP ¥l ‘&A% TP #hidEAT
= B, B e B AR R A E 4 2
(RS B R ok

TCMP 453 22 B 00175 SR b 3 35 A 26 1 H % BT g
LBV PR, FLIH B R k1 S\ I 38 K,
I (type) FIARED (code) F BRAT A MM, JL 1%
AR T 22 R R R AR OC . AR AR
S B 5 R L S BRSO 25
A AR, P 1R ICMP 35S0 — ks 2t

KA (type) X1 (code) Kb A0

FRRAT (id) FFolS
BRI ORI 228, e — AT KT )

1 ICMP B30k

T 5 B ORAG S ICMP (09 S8 268, U 7 B
E— 2 R LT SR R R 0 B LA R Y T A
3 TIURR 4 i 1 S5 2K (1 R [ A RS th 45 B AS
TE ZE RSO, SO s 1 IR 3 B TR S 8 A
KA AR AT 8 AN AR/ BRSO, bR AT (i)
KRG K AN F LRI TCMP R 3 8, T 15 515
FAOHETX 73 % 4 ] — 2 WL R 7] TCMP 375 R #5301,
ICMP BMSUHLE, ICMP H S 3k 5 — i K 22
T 0 95 T3 43 1 — A T A B P B0 X I, Xk
W T LT TR AL, HOBRAT T — 5 (0 R R
TR
12 ¥Rt

EGE i) TCMP 5K/ B RSO — RS, 77
VA U #5718 K036 7 9146 1 ICMP 4 SC 1) 1D A
FF 5, 37 HCHR A P AT 25 R I — B M, 4 4 P
J7, ICMP % #5RE% code B B 0. Bl AL ALK e
B R AR SC AR Ay 25 T, JSC B IR
AT sty

FATHR 7 R, 45 7R ICMP 33k 5 T 89 0 — A
A A5 i1 B BRAS (5 B 7 B, T 078 & S [l

Research and Development it 72 7 & 267

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

it E RGN

http://www.c-s-a.org.cn

20174F 55264 5111

ﬁ&klﬁl%ﬁ%ﬁ R BRI 22 1 R R R BE RIS
HUE. RN 2 Pk,

0 7 15 31
FAL (0. 8) 65 (0. 1) K560
AN JF 515
AR KR EEEIRSE S
et

B2 iR/ MR LS
O T B BHUE AN E LA
IR 8= BAEKIH 2 ; 0=In] B M ZH B
AR 9 0 I, 901258 15 45 [m] S 7 25 IS AS i B2 2]

TR BRI (E 2 9 1, B AT [m]

S V2 A 3R AN R T TR B L I B ERIR SR R

BEBPRA (S B XUate N 0 T

A

Typ (AEHRRIRA, &5 A5, 20 0 R
T TLV, H len FB M val FEIIARMH, (2R H
TLV R 8, RAUN 1, BRFEHESE TLV A
WA AR 2 Nt AR R 3 A4 LA 98, LA kbps A
A1 4 R OB, o D 58 b FH 2%

Len o A7 B8 B B, A FEAE e A7 i 1
WAEZ RIE, & — 77

Val fA B AR B W2, 127 8K, DA
4 FATRE 5
1.3 AIERIZ

FE ICMP 35 3R/ RN 2R S, AT E T ARIS N

1 I, FRBAFRATT R 22 B AR a1 R AU I APIRES
BB, @RS R CRAE B 12%321‘}18? AT e 1] ¢
Fhy R e b B, A4 ICMP i A Y H bR
EHL ICMP P BUBERBE U B %48 5L, 0 AR S AT

Ab PR . 2 BRI 5 R AL BRI AR E N [ 5 R 4, E 1%
Iy FRE N — N AW R ICMP ACES BN 1, ICMP
P BLAL AL HORE AR 1 2% (1452 5 2 78 21 3] B AR S0
BEROIRASAE BB, B ICMP B HE i SO o
BN, KR 1P 2 AR AL [FIFER, [ ARSCHE
RIEVEENN, FEaa — DM B A, BHsaE
ICMP ZEHAICHS, 415~ ICMP_ECHOREPLY 1 1,
2% HH T B L RS BRI BPIRSE BT B
HBdgJE, WEVERREGE R R B B OCE, B

268 W7t JF & Research and Development

SRR RT3 TR R 0 B R A JE PR Ok, AR X LU B R A
B BRI I T R BN F R R I BA S L 2
L AR EERGE R T o s KA 3.

Ehla TR iEsRAR L, SR, EHlb

E}&Da? Dl®§D12 %m@%mﬂ Db@}

F“K}EI Fﬁﬂix BRI
) A1 e Hi42
EfTalD EHlalD] 1:BlalD
£ fLbID FEHLbID FEHbID
i Lo b b
% D%% - {77
S #H21
JEAEIN

B3 bk R

FHlamHBREN b KET ML R 11
ICMP &R, FFERFFHL b M RIR. FHL b Bl T
a [ SRR, Jedz le— N BRSO R A i 1S
BIINE] TLV FBE R F EHL a. 3 8% i 2 B, B
Ky iR SC M, 57 ICMP (1R 25 47 3C H. code F-BEN
1, [FIFE R I — AN A B S S B TLV 25
ROCJE T, BRSO R B — kg 1. BRI, B

FIFEPFEEN a, EHL a EEM LR KA BT, FIUAN
FHFRA N E RS 2, T B B4R SRR L E
ORISR, 5E AN TR
B
2 MY 4 .

ICMP %&x’rﬁﬁlp E’J%ﬂlﬁ%ﬁﬂﬁf IP 3
e, PR IEERATIEE TICMP 1 ST Sk 36 5 T 9 — > AT
KL TLV F T AR5 EA 1T 7 104 D BB S (5
B NE TLV B A7 25 8, W46 16 TLV K%
0. H I ENLNZ ICMP 4R ST, KI5 bk AT H ik
X4, EEARER R S, K O B B2 1 rt_dev, 1
Fi R % dev_ifconf() SREUI & 104 45 21 K 15
B NBAEELE val B, IR E TLV KA, i+ H
val TEAEfE S AT 5 Kb, ¥ H K E %2 TLV 1)
len 7B, 204 tlvlen KA lent+16. FEKFHEEL tlv W5
VRN 3 JF B AR ST sk_buff 251 T B0 28 47 X I, fEid
KJE skb—len I E AN EHE K tlvien, FFT T 5HALLR:
AL e H bR LR A B RS S B R
SCIF, AR 45 SC BRI B 5 i & R o8 B Ok %
FRBE B IR A7 SR 3R S, FRE ICMP 5 S 8 354y, 1k
I} skb—data fi 1] ICMP #f2k FE 8, i IR 42 f i A7 it

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

20174F 55263 5111

http://www.c-s-a.org.cn

i H AR SN A

f—%& TLV FFEEER 4, MRIEREBL TLV 1 len 7Bt fH,
T A X AE T len+16 K TLV & %15 2,

skb—data $8 7] N —%% TLV 8815 B k. DLLSHE, B
B AT 15707 (4 D BERR AR R
skb
L2header L2header
head —7 L3header L3header
(ia? N L4header L4header
ai
end TLV1 TLV2
TLV1
DATA
DATA
RIOTLV 1 ININTLV 2

K4 #HIEX TLV g

Bl 4 SR 7 i £E — ARSI TRV i N

. MR B, FALE iemp_bxm S5 3 N —
N TLV 7B, ﬁ%xgj p e
int tlvlen; .
struct icmp_tlv {
_u8 typ;
_u8 len;
unsigned char val;
}tlv;
HBH A DA B A8
(1) ICMP i 3R 4R SC A2
1) FUOTFR IR ST
2) If R LKA ECHO
S J skb Sk IFAE R AN RLIEAR L
3) IFICMP fH5 A 1
R In 4k 3
OEHKAEH E’Ji@iﬂ:ﬂ’]ﬁ%ﬂﬂ%@
@R B R PR L BB 145
@ NHTHI TLV HiE A A7 23]
@EHIEE B3 val FEHE, M len
GTLV $R N3] icmp k&
@115 icmp Sk H#R 56 A
4) tHERIR AN
5) RIEHRL
(2) H 11t U ICMP B 243 SC
1) skb—head #5445 H] icmp Sk
2) If icmp fXAY code 4 1

3) HAPIRES AR #KG B S8 1S SR n 2
icmp SkJEHRD L —A TLV k¥
4) T RGN I8 K% AR
(3) WAL E] ICMP [8] 2 4K 5T
1) ¥ skb—data fE 145 1] icmp kB, #254H
LR, 433 TLV #dE
2) or f%k TLV %

If TLV KB N 0
EﬂAmmmmhﬁ%%{ﬂﬁmmm
iHEFeE e :
skb—bdata REHN lvlen K Hm2
hﬁﬂﬁﬁ =15 F

4 Else

SEAGR

IR BT AE B FE ML ATk g R A e i [
L5 1) 4R SC 45 E%W%D%%GM;MEE%M
FH I AR b, B 15 A 18 4 S, S50 P 2 Ao, H A
WUEVEE BTG RAE B, B R BEA REIR [ F A1 AR 2 1)
HREOGEET. BA, BN H B RN % H AR
TN A5 B, $0h 233 B R o FF 8 1 189 0, 2 %
F 2% A EE R R, O SR A 0 B H A R TR 0 4 KUK
FRIK L FA 5 BT 5 LR 1 )

X
3 énln 1 "

Kmpﬁﬁpmuﬁﬁm%ﬁu&ﬁﬁhﬂﬁﬁ
nmiﬁ%ﬁﬂFWugi@%%Tr@Ah%H%
%MBMU:H%Ew&ﬂM ) 22 B H LR R,
{5 TCP/IP SRR (AL B 7 A LT B A AR 4. A3t
T ICMP [ R B J& B v 145 1 A B B R A E B0 iE
TP I VELE — e R E R, WAL T H RS REROIR
ATRENM TR, HEEE L I BhERATT T AR AN I 2 40 b
MEIBIE L. T —, AT B AE B i & kAT
ICMP PRl 4 &, 2846 58 ICMP Ppill (3R A T BE,
RIS E] H bl e R AR I, AT BhERAT TSR
TSR B P B 412 A 0N 8 R A O B 6 P9 4% i e

SE 30k
1 AR 2T ICMP [ 4R I 7T B &, 2000,
(31): 865, 904.
2 Peng T, Leckie C, Ramamohanarao K. Survey of network-

based defense mechanisms countering the DoS and DDoS

Research and Development fif 72 7 & 269

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

i E RSN

http://www.c-s-a.org.cn

20174F 55263 55111

problems. ACM Computing Surveys, 2007, 39(1): 3. [doi:
10.1145/1216370]

3 ITU-T Recommendation Y.1730. Requirements for OAM
functions in ethernet-based networks and Ethernet services.
2004.

4 BEAR. FET ICMP (0 2545 B IR IUEOR B 70 [ 1 2 A i
3. PHE: PR T RHEOR A, 2002.

5 BEAIR, B, Linux WAZURRD 70 Hi——TCP/AP 523, Jb 5t
HUBR b iRkt 2011.

6 FAZESF, FHEA, XK. 5T ICMP SRR /BT, 1HE
HLTRE 51T, 2003, 24(4): 30-32.

7 Postel J. RFC 792 Internet control message protocol. IETF,
1981.

270 W 7L JF K Research and Development

8

11

Karn P, Simpson W. RFC 2521 ICMP security failures
messages. Internet Engineering Task Force, 1999.

Kent S, Atkinson R. RFC 2401 Security architecture for the
internet protocol. Internet Engineering Task Force, 1998.
Wang HN, Jin C, Shin KG. Defense against spoofed IP
traffic using hop-count filtering. IEEE/ACM Trans. on
Networking, 2007, 15(1): 40-53. [doi: 10.1109/TNET.2006.
890133]

Barbhuiya Fa, Roopa S, Ratti R, ef al. An active detection
mechanism for detecting ICMP based attacks. Proc. of the
2012 IEEE 11th International Confer‘encé on Trust, Security
and Privacy in Computing and Gemmunications. Liverpool,

v
Britain. 2012, 51-58.

3

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://dx.doi.org/10.1145/1216370
http://dx.doi.org/10.1109/TNET.2006.890133
http://dx.doi.org/10.1109/TNET.2006.890133
http://dx.doi.org/10.1145/1216370
http://dx.doi.org/10.1109/TNET.2006.890133
http://dx.doi.org/10.1109/TNET.2006.890133
http://dx.doi.org/10.1145/1216370
http://dx.doi.org/10.1109/TNET.2006.890133
http://dx.doi.org/10.1109/TNET.2006.890133
http://www.c-s-a.org.cn

