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Overview on Security Issues and Solutions of Hadoop Big Data Platform
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Abstract: With the arrival of the big data era, more powerful computers and more mature big data vplatform tools for
enterprises from the massive data mining data value has become possible, espeqiaﬂy based on Hadoop Big Data Platform,
which can even handle TB, PB level of data with cheap commercial hardware. In the initial construction process of
Hadoop Big Data Platform, the first step often starts with the building"function, ignoring the security control strategy. The
Yahoo team proposed Kerberos-based authentication scheme in 2009, which led to the Hadoop Big Data Platform security
control work in full swing. This article introduees the history of the Hadoop Big Data Platform. Then, it describes the
traditional security issues exisEing in‘"He;doop Big Data Platform before 2009. Finally, it tries to present the security of the
Hadoop ecosystem gompdnents in the industry and the security solution for each component. We hope to provide
reference for the construction of Hadoop Big Data Platform security, so people can reasonably use advanced security
control program to protect the enterprise’s and user’s privacy data.
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3 Hadoop *FHLZEF AT E

KHRF G (0TI X AL B T IF R 0 e At
o I KRR AL 1 LR, B TR T 2 4
S0/ 5 3 1) B, B % 2% 171 Hadoop K &4 R34, H AY
T4 ) Cloudera il Hortonworks %5 Hadoop K AT
)R SRR X R ) T 2 P AR AT 2
YR SRR AR T 2.

X2 Hadoop F & % 4R AR 7 RIES N TEEE
4TI Hadoop - & 410, £ MAHHR - & 22 4 53 1
SOPRAE L V7B, MR I AR o Py
i) L BE T 22 A 7 i, AR e 7 (A
% A5 41 5 PR AR 1 I S B R 7T 43
Tk Lhe o

(1) Hadoop T £ % A AR B FE B0 SR AL %
AR

(2) Hadoop V- & % 4 R T 2 B i J 8 A 4T 1)
B R R A

(3) Hadoop V- & L& ARV 618 4k 77 B K0 1)
g AL A,

31 EHhReER

R AT 4 A e 4 TR, Hadoop K EUHE
S £ 1022 A R E 1) S T 245 B A 24 AR A

(1) BN VB A E AL B & A F
s A RIEE, B T AR BRIk

(2) B TR LI AR AL S R i &
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[hdfsOp@adminNode ~]$ hdfs dfs -setfacl /hdfs/path/toffile ... ...
[hbaseOp@adminNode ~]$ grant user <permissions> table ... ...
[hiveOp@adminNode ~]$ GRANT <priv_type> ON <table_name> TO USER <username>

3 EGREET 6w EE T

A AL 2 A LA, AT RLOKE 2 BRI K 3
HF 6 2 2 E R R R EN TR E.

3.1.1 Apache Sentry

Apache Sentry /& Cloudera A @ & i i —
Hadoop JFRZAE, ‘EH40E T AR . BT M (o 4%
BLUL K 2 A0 P ) B . 1 0 H T 2016 4 3 H ik
R, HilJE T Apache TR H 2 —.

Apache Sentry H fl /& Cloudera & 17 /it Hadoop
(CDH) ff St e &g A1t Hog i &
b3t Hadoop KE# 1 & M4 BLUIR & 4%, #it B
bR

(1) JBBUH 7 %3~ H 30 A0 e s 1) U7 ) 75 3K 32
HEAIRLFE . S5 A (5 $5 ) (RBAC, role-based
access control); '

(2) ANV R R 22 4 E bRt

(3) PRt — AL PR SR B 45 7 =

(4) F A A i BE AR AL

L FIRRA v.1.7.0 &SR35 HDFS,
Hive. HAth (Solr. Kafka. Impla).

Apache Sentry ZEM BT S RFmAT A, H e

S ALNRGAiE S

{H,2 H BT Apache Sentry 3 £ Hadoop tHI<4H 14
BEAIRAZ, A SCHFIET 8 AR AR #2141 77 22,
ANZZHF Hadoop ML HIEAEAT N E 1T
3.1.2  Apache Ranger

Apache Ranger #& Hortonworks & 4l — 4>
Hadoop JTFRZALIE, ‘E ik T Hadoop “F & &AM R4 4
e H 4 N BLEL, AT T — ek G
GUI, T RS SR AR A B . H A %

Apache Ranger H g /2 Hortonworks & 1T ix
Hadoop (HDP) i ] f14E st 2 & 4= 414, e
L FE it Hadoop KEHE T & M BURE 5 9 M
FHORAAF SR s vHRE ), Bt HAR A

(1) J#it Web UI 5 REST APIs )7 2t ik
()22 R R

(2) B R A 3 T EL S (L DR R 1 8 R 45
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(3) *F T Hadoop HH A A ZH A B bR 4k 42 AL
(ESEVES

(4) M58 SRS A BR800 %, n: R T e
VAN T R VEFRSE (Tag) HIETE;

(5) 3§ Hadoop FHREARLMNFHH] F A Fn g 47
1T AR T

BAEFIRA 0.7.0 B4R IA MR YARN,
HDFS. Hive. HBase. JLAih (Solr. Kafka. Knox.
Storm. NiFi). v\

Apache Ranger H Al SCRFIIAM BN+ E, Hadft
T g1 RE

{F 7 FIii Apache Ranger 175 7] FH i J1 8 A58 35,
AL R N AR R B0 Hadoop A 5% 44 F BB 341
b AR P A, b B o I v A ik U ) A PR A% B ) i
1.
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FER 22 4 1, H6 T 12 4 [ BA R 33 T 1) 22 A0 1 50
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KBNS, T8 3 5t 4 4R b 27 17] 5 Fi Hadoop #H
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3.2.1 Apache Knox 2 P

Apache K{logg & AJF ) Hadoop Gateway, +
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Hadoop 7, %F T Kerberos fLHIEERE, fth v LAXHE F
# B 5 2 24 ) Kerberos 22 H., R B Tl 4
H1 20K REST APIs V5 i Hadoop A5G IR 55

AR, Apache Knox SCFEF P S I0IE . HR 55
S MRS GO R AT A AN 1T D RE, oA A B B
AT I9R) 2% 22 4= SR AT Kerberos 441 Hadoop #£#f, Apache
Knox A] A2 AEA L 22 1] (1) REST API Gateway fil 55

(1) AT 5 ANV BAT B St A8 BT S PR
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(1) Ak %: Ambari. HDFS. HBase. HCatalog.
Oozie. Hive. YARN. Storm;

(2) Web UIL: NameNode UI. JobHistory UI. Oozie
UI. HBase Ul. YARN UI. Spark Ul. Ambari Ul.
Ranger Admin Console.

Apache Knox i 4k T PR3 (1) & g ik #291, Horton-
works K AT it Hadoop (HDP) CL&ex ARt T8 e #
(R SCRE, AT LASCRE— 8t 224, Ho4x Hadoop RAT WS
TS B AT MO SS & e TAE.
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3.3.1 Apache Ambari
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