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RPKI Cache Update Mechanism Based on HTTPS
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Abstract: As an important network architecture for solving network security problems such as routé lhij'acking, RPKI has
two main components: data synchronization between the supply side and the relying party, and data transmission between
the relying party and the demand side. At present, the research content worldwide mainly focuses on the data
synchronization link between the supply side and the relying party. The data transmission between the relying party and
the demand side is still in the initial state of exploration. In view of the shortcomings of the current RPKI theoretical
architecture, we design and use Jsonized RPKI cache data to implement an HTTPS-based RPKI cache update architecture,
which can meet the needs of actual depioyment. Experimental results show that the distribution architecture is stable.
Compared with the current PiPKI theoretical architecture, it can adapt to the needs of multi-layer transmission and large-
scale data transmission.
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&, JISON A1 XML #0045 1) i) HAR B0 R Fros.

<?xml version="1.0" encoding="utf-8"?>

JSON #& {1 h:
{ <head>
"head": { <operate>new</operate>
"operate": "new", <time>2019-02/22/19 15:31:24</time>
"time": "2019-02/22/19 15:31:24", <newversion>2</newversion>
"newversion": "2", <toversion>2</toversion>
"tOVCrSion": "2", <Sha1>**********************</shal>
"Shal":"**********************", <aS>1</aS> .
"as": "1" </head> “
Y <data>{ .
"data": { : “slurmVersion": I,
"slurmVersion": 1, : "validationOutputFilters": {
"validationOutputFilters": { "prefixFilters": [
"prefixFilters": [ {
{ , ¥ "prefix": "1.10.10.0/24",
"prefix"; "1.16.10.0/24", "comment": "test prefix filters"
"comment": "test prefix filters" }
} ]
] ¥
}, "locallyAddedAssertions": {
"locallyAddedAssertions": { "prefixAssertions": [
"prefixAssertions": [ {
{ "asn": 199998, & |
"asn": 199998, "prefix": 119.99.98.0/24",
"prefix": "19.99.98.0/24", x"c?)mment": "test assertions"
"comment": "test assertions" \ : ¥
} ]
] }</data>
} . </test>
} ' A 75 b 3R B s i) Hdls B 85 0 b, Hodls B i Sk
} ’ (header) FIELHE (data) P50 A B H kBB X
XML #i0F: w1 iR
SLER (header) FE
FB B GRS

operate  varchar

time varchar
newversion int
toversion int

shal varchar

as varchar

new o B AT 8T, back s ol g AT [m1iR

RPKI 17153 K I 1)
RPKI 2170 iR A

o s BRI 1 45 R

Hix VC IR% 2% (ALL F£oR HiR VC RS2 NFTA I N4 VC IR%522)

operate F-Ft 4 new, HUE 1 newversion 4 [A; operate 7Bt back, HUE A& A D1 5E, Fon 808 FE IR AR S
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3.2 VC fR&&8

FEARSC BT S, 3647 3 NSk, RP RS 48,
VC IR%5 2 A 2%, T RP R4 2% 5 s 2 10 it
FE Tk B O SR, MR ST 7 AR 73 R A
W VC RS AR
3.2.1 VC JlRg5#8Dhretsih

N RS A A AT RPKI A7 K, 4

92 W R wot BB, VC IR ER N ECH T T d‘%

Je (1) il o hg @i e S H T RPKLZeA7 fiiik
N 2.3 Fridg =, ﬁ@ﬁ%@u%&%ﬂ%’%ﬂ 58, Mg
3.1 BTl (5o £ (2) TR B MR Sk b (5 B o
() as ZECK RPKI 2247385 HTTPS BS54 & FI% 52
as X3 I VC AR5 2%, Jfilnt 2 8 S8l — k2
AR5 (3) Bm M b b a2 H T A U 21 1
RPKI 22 A7 4004 60, 183 Sk 42 45 B0t RPKI S8 4713k
ITAHRL AL BE; (4) BAL R 24 VC IR S BIA R
BB B K IR B AR i, iz m H B
K VC k552578 R EHr IR A RPKI 2247 5087, JH 2 A
RERFESIE R, 2 VC IRSGHREREI T H VC IR 25H
HORTE RIS, KR 4 FAR AR 45 2., TR A Sl o
SRR B L, R AR S A AT (S B AR
WK 6 firR.

iafe e ey

H LR

[
RPKI 217545

!

(2 TLESE AL

RPKI Q)IEZ?@‘HE
SEF HTTPS f&4

FfLfE R
fEBTRE B

6 VC Ipeiur K
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322 wAERPEAEE

HHT HTTPS 1424 0% @ 18 H 68 ORuk £ g
FEH IR 24, FEAR ST T Z b @S 7 IP
v 42 i) R0 i 5 1 A A R R A R AT 1 A R,
FEid ik B AR ML 5 43 A AR R AT S

1) IP V5 [ 5 il

VC IR 55 2R AEFEZ 50 A/, B e X & s
B IP FEATAS T, W Si% IP A&, VO IRSS 2 H %
WFZH AR, TX]‘%EPE’J%ITEJ&‘H%M AL AT EL
f#iE VC HIS-’(R%E%XE’J RPKI 22 1 BUH 11 K U5 2 7T
EIEE/J 5

2) $ ek Pk g

VR 55 2 1550 47 KU 6L AT 2 T, 26 S A
shal 7B i E0 o B4 R0 3k AT 58 SRR B8, i SR AR
B0 25 AHARE, WP 7% E0e A, 8 i AL 1 SRR
M _E 2% VC s 2% i Sl L s A%

3) EALALH

KA A R R T B e A ) R R AT
IR R B newversion B 5 e IV BET AR A AH
ZRT 1, VC IjS# it 2 ia FHEAENLS], M E9 VC ik
22 R U SR E B IR RO .

4 SZIG 50T
4.1 RPKIZHEHALLE \

RPKI %ﬁ"?iﬁ%ﬂﬂ@] ! FET VC 4% 3 o
?Eﬁﬁ%"iiﬂ’]\RPKI A7, FIF 3.1 BTk Bud 45 4
M R KR £, it HTTPS il R 0.4 5% 5145
RS ALK VC JRSE. VC RS2 2ot SR A AT R
T, SR 56 AF 2R U ik A AR 1 SR, 1 SR HEL AR RPKI 34
Va2 ), MRARHHE kA7 R L F) Kb B R 5 357
4.1.1 RPKI &A755 K LI W5 45 Rt

S R A FH T A B ATLASE 0L B A A R AT S 56
¥ 1 G WENL RS A 1-5, Fd 1541 7999 ¥ O
VBN RP 245 2%, 8000 i 1N VC RS 2%, 2-5 S HL
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