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Hierarchical Representation Approach to Fast Detection of Malicious Webpages

YUAN Liang', LIN Jin-Fang’
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Abstract: In recent years, the web content detection mainly focuses on how to extract features from HTML document
through semantic analysis or emulation execution, while it is undesirable, because it significantly complicates
implementation which requires high computational overhead, and opens up an attack surface within the detector. A deep
learning approach to detect malicious web pages is proposed. Firstly, we take advantage of the non-complex regular
expression to extract tokens from static HTML document, then capture loeality representation at multiple hierarchical
spatial scales over the document with neural network model, by which the mode can quickly find tiny fragments of
malicious code in any length of web pages. The experimental results show that this approach achieves a detection rate of
96.4% at a false positive rate.of 0.1%, much be&er than the baseline and simplified model at the classification accuracy.
The speed and accuracy of proposed approach makes it appropriate for deployment to endpoints, firewalls and web
proxies. ‘
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AR AT
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4 TokenizeChunk 1T,
import numpy as np 3 "
def TokenlzeChunk(data steps=16, dims=16 384):
data= TokemieLengthHash (data, steps=steps,

=

dims=dims)

ret =[]

stepsize = int(len(data) / float(steps))

for percent in np.arange(0, 1, 1 / float(steps)):

idx = int(len(data) * percent)

unq, cnt = np.unique(data[idx:idx + stepsize],
return_counts=True)

newarray = np.zeros(dims / steps)

for v, ¢ in zip(unq, cnt):

newarray[v] =c

ret.append(newarray)

return ret

PRk, i R AL TokenlzeLengthHash B %’Jﬁﬁ -
AMME ek 1 hashing trick, ﬁﬁﬁ 1024 /> bin, &N
oz Sy =g ’

import re

import murmur # the murmur hashing library

def TokenizeLengthHash (data, steps=16, dims=16 384):

feats = re.findall(r" (["\x00-\x7F]+|\w+)", data)

final feats =[]

for feat in feats:

loglength=int(min(8, max(1, math.log(len(feat),
1.4)))) - 1#0-7

shash=murmur.string_hash (feat) % (dims/steps/8)
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final feats.append (loglength*(dims/steps/8)+shash)

return final feats
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