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Outsourcing Services Fair Payment Scheme Based on Blockchain

CHEN Jia-Liang, LIN Hong-Rui, HUANG Dian-Jie
(College of Mathematics and Computer Science, Fuzhou University, Fuzhou 350108, China)

Abstract: With the rapid development of outsourcing services, cloud computing has attracted an increasing number of
individuals and enterprises to enjoy the services from outsourcing service providers. Moreoyer, f:)g éomputing further
extends cloud computing to the edge of the network. In fog computing, because the end user is usually resource-
constrained, the outsourcing computation tasks can be outsourced to the fog nodes: However, the mutual distrust between
users and fog nodes may impede the fair payment of outsourcing se_r{fices. Nevertheless, most existing solutions adopt the
traditional payment mechanism, which needs a‘trusted authority such as a bank. In this study, in order to realize fair
payment of outsourcing services, we introduce amnew fair payment framework based on Blockchain in fog computing to
directly transfer rewards by smart coﬂtrz;ct. Meanwhile, we present a construction to guarantee that if there is a malicious
user, the honest one can getv“compensation. Finally, our security analysis indicates that the proposed protocol achieves
correctness and fairness, and performance analysis shows that the experimental consumption is acceptable.

Key words: outsourcing computing; fog computing; Blockchain; fair payment; Ethereum
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contract tlocked_servicepay{
mapping (address =»> int) public balanceDf; //EE0
mapping (address => int) depositpool; //3E i
address OUTSOURCER,WORKER, THIRDPARTY,DEPOSIT; //& St
int fee; // IEEM
int T; //EERE
int MerkleRoot; /T &3 BERIMerkleffifl
bool paysearch=true; // H
/9B PTERRE
function depositOutsourcer({int
/7 BESME A PRIR
assert (msg.sender == Qutsourcer)
M B FETE ERRE

assert (balanceDf[Outsourcer] »>= _value);

value) returns (bool){

balance0f[Outsourcer] -= _value;
balanceOf[DEPOSIT] += _value;
depositpool[Outsourcer] += _value;

¥

LR e tF RS

function depositWorker{int _value) returns (bool) {
assert {msg.sender == Worker);
aszert (balanceDf[lorker] »>= _value);
balanceQf[Worker] -= _wvalue;
balanceQf[DEPOSIT] += _value;
depositpool[korker] += _value;

T
function Pay(string _root) {//iREH={1
if{msg.sender == Worker && MerkleRoot ==_root}{
ass {depositpool[lorker] »= fee

ee);
t; // MITRIE RS It

T = block.number +
(TR 7 FiBHE
Alarm Clock Service(T, callback({)});
depositpool[Outsourcer] -= fee;
3
T
function judge() returns (bool) {//5 =3 EH
assert {msg.sender==THIRDPARTY);
payService = false;
depositpool[Outsourcer] += fee;
¥
function callback() returns (bool) {
if (payService == true &% block.number > T)
Transfer (DEPOSIT,Worker, 2+%fee);
;

function TxClaim{) {//FMEEF
if{msg.sender == OQutsourcer && payService == false ){
Transfer (DEPOSIT, Cutsourcer, 2*fee)
T
H

H
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