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Three-Dimensional Access Control Module with Dimensionality
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Abstract: For transnational, trans-regional supply chain and the group enterprise, on the basis of Role-Based Access
Control (RBAC), adding the organization and role group, three-dimensional permissions control module is proposed,
which follows RBAC96 and ARBAC97 mode and controls users minimum permission set of access to web resources and
business implementation. Permissions system module is developed using Java language based on IQ/IS .SQL Server 2012
database and can be reusable and extended. Therefor, it can response business chapge rapidly.
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Public Interface IFunctionPermission {

Permission getFunctionPermission(User user,

Role role,

Organization org,

ControlUnit unit)

throws Exception;

Menu getAvailableMenu(Permission permission)
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throws Exception;
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Public Interface IObjectPermission {

Permission getObjectPermission(User user,

ICompositeObjectID objectID)

throws Exception;

Boolean checkAccess(User user,

ICompositeObjectID object, int permission)

throws Exception;

}
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