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Abstract: We propose a fuzzing method based on function importance, because the existing fuzzing methods lack fine-
grained knowledge of the program’s ipternal'information, use isolated factors for seed filtering, and result in the
unfairness of time consumption and gain. First, the Attributed Interprocedural Control Flow Graph (AICFG) is used to
comprehensively characterizé function information and functional relationships. Then, the seed is scored and evaluated in
light of the characterization and then a more effective seed filtering strategy is proposed. At the same time, the attribute
range of the interprocedural control flow graph is adjusted according to the number of function hits, and the graph
propagation algorithm is employed to propagate attribute changes. The experimental results show that the two
optimization strategies have improved the number of paths by 11.6% and 13.7% respectively compared with the baseline
fuzzing tool, Azmerican Fuzzy Lop (AFL), during the testing of flvmeta. The tool FunAFL implemented also achieves

higher coverage during the testing of common software such as jhead, flvmate, and libtiffin than mainstream fuzzing

O FELTH : HK B RRERES (61772506, 62072448); [H 5 5 A0 K& 1% (2017YFB0802902)
Foundation item: National Natural Science Foundation of China (61772506, 62072448); National Key Research and Development Program of China
(2017YFB0802902)
AR ] : 2021-01-12; AU [8]: 2021-02-07; R I [A]: 2021-02-23; csa 7E4E AR ]: 2021-10-22

Software TechniquesAlgorithm FXPFHE AR 5% 145

© EREERREST  hup/iwww.c-s-a.org.en


http://www.c-s-a.org.cn/1003-3254/8127.html
http://www.c-s-a.org.cn/1003-3254/8127.html
mailto:cas@iscas.ac.cn
http://dx.doi.org/10.15888/j.cnki.csa.008127
http://www.c-s-a.org.cn

it E RGN

http://www.c-s-a.org.cn

20214F 55303 55113

tools, MOPT, and FairFuzz. FunAFL finds 7 bugs and gets 1 CVE number during the test of binutils, ffjpeg, xpdf, jhead,

libtiff, and libelfin.

Key words: fuzzing; Attributed Interprocedural Control Flow Graph (AICFG); graph propagation; seed filtering; program
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