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Lightweight On'e-i?o-many Authentication and Key Agreement Scheme

YANG Peng-Fei, LI Ya-Bin, YAN Yi-Xuan
(School of Information Engineering, Chang’an University, Xi’an 710064, China)

Abstract: In the data transmission process of the Internet of Things, it is necessary to authenticate the identities of the
communicating parties and encrypt the transmitted data. At present, a large number of authentication and key agreement
schemes have been designed, but they are vulnerable to various attacks, such as smart card stolen attack and denial of
service attack. In view of the problems of existing schemes, this study proposes a lightweight one—to"}jm‘élny authentication
and key agreement scheme, using elliptic curve cryptography and XOR operation on the user and the sensor sides
respectively to achieve mutual authentication and the method of a pre-shared kéy to.expand the sensor side to multiple
ones. Finally, through the comparison of functions, computation'cost, and communication cost, it is shown that the
proposed scheme is better than other schemes and is more suitable for multi-sensor scenarios.

Key words: authentication; key agreement; elliptic curve cryptography; anonymity; Internet of Things (IoT)
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