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Abstract: In computer systems, the memory overflow attack is a long-existing security problem and is still common
nowadays, which can be effectively hindered by"pointer encryption. Nevertheless, the implementation of the technique by
software significantly lowers the proéram running efficiency and leads to additional memory overhead. In this study, we
develop an encrypted/decrypted pointer coprocessor PEC-V based on the Rocket Custom Coprocessor (RoCC) interface
of RocketChip. The overflow attack can be prevented through the control of encryption/decryption of the return address
and function pointer by the coprocessor under the user-defined instruction of RISC-V. PEC-V mainly depends on Physical
Unclonable Function (PUF) to avoid storing the key value of the encrypted pointer in memory. Thus, this mechanism not

only ensures the randomness of the key value, but also reduces the times of accessing memory. The experimental results
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show that PEC-V is defensive against various buffer overflow attacks while the program running efficiency is only

reduced by approximately 3% on average, which is better than previous mechanisms.
Key words: overflow attack; pointer encryption; RISC-V; RocketChip; Physical Unclonable Function (PUF); PEC-V
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F#iE L ] PUF (Physical Unclonable Function)!!
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MIST 20 26 B FR . S8 an 5 A% F NULL A8 #7622 v [X.
KE, 20 —E AR5 R VTFS N\ NULL 15 -3 8 H
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K3 PEC-V [NHEZHEE

32 BEES

AWK RISC-V H € XH84 customO [ funct7 7
BeHEAT i, 7E custom0 FIFERE L3R T 4 4 b a3
FPBITE A AL EE 2 (BT B funct7 T B
AR F 164 4 04 WR1 B,

\ ‘.
y \ 5

R BIERNAEES
X

RoCCH54 Funct? rs2 rsl Funct3 rd Opcode
41 0000000 — — 000 — 0001011
a2 0000001 e Source register 010 — 0001011
EIER 0000010 - - — 100 Dest register 0001011
ERY 0000011 N S(;urce register2 Source register] 111 Dest register 0001011
- ¥ R
4 1 o AN AN Y, e B4R 2 i 2 P AR B 2 HUE I NI PCB .

Y TRNG 774 1 AN BB E R A7 2 secret
register H1. T | ASHTEERE N, HE RS
RIKFEA 1 BIP LB ES, XFEAE— DRI a6 10 )5 #
2R A EBEHEUE.

B4 2 MIVE 2K AL BE2S secret register H A7 fif
B I AEN rd F-BURE 3 A7 2. 24 CPU HHT
RSN IR AR IS AT R ) 4 th 2 I A, BRAE
RGN TTRIETR S 2 B P AC B & b B Lk R B B AL
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84 3 MAEH R rs1 FB 5 € & A7 28 1 1
{E A NP AL FR 28 1) secret register 71, 24 CPU ¥f 3t —it
TRV dE NP, B R 4067 508 PCB A7 1) B
BB 2 B 3% a7 A7 2 OF HRk 4 4 3 Bk s,
PR ER 2R P BENLEAEN secret register 1.
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175 E, e fe N rd X T RERE R IR [k, B AR
TR 7 2N A A Bod, BERE 0 SR 7 N i Bl
A Kt B A bk 73 A% N rs1 A0 rs2 FROF HURGE
T8 4 S5 P ACPLES, SERIP AL PEER IR FME AN rd, HERE
PR N o B A7 N A T 24 2R 7R A e
I, R R B s AL AN rs1 AT rs2 o, KX
154 4 BIPMALERSS, R TR S INEMFE, &5 rd &
A2 BRI e i 8.

it EIRE AL, X TR A R AT M R
BERLAE, TR AN [ A B2 A ) 1 b Fr e, in
W Ja 5 OB AN A, T TR BERE, £E R R A
Mok (A RO B, T LR AN A, kAR Dy PUF %

AT (0 18 % B BE AL S0 A AR, B DL PUF 23T

E 7 — K LA 7 23 0 b B 9 B 0. 4 b, B8
TR I 0 1 WL 5 1 T B L £ 2 4
PR RO HREE !
33 SCAHESHBEE

7E RISC-V 154 S0 & SR AR, ik e 4
IV 9 LR, T TR o N 15 SUL SR 4. A
B R KRR P B IR, B G R P4 g
JE TSR AE 4, R LU 4 4 75 B0 45 4 i 15 2
MO 77, 55 51 9: B HAE BB (B AT, B BCHE B A 51 P AT,
5 Y S 473 R P S R 2 .
JF 1B SE S B AR AT MO 4 4 RIS 4 AT

void printhello() { <printhello>:

printf("hello\n"); 9ddt  sp,sp,-16
int main() { ret

void (*funl)(); .

funl = &printhello; <mm:n>.

(*Fun1)(); addi sp,sp,-32

return ;| S ra, 24(sp)
} sd s50,16(sp)

addi 58,sp,32

Lui a5, ex1e
addi a5,a5,348 # 1015¢ <printhello>

#addi ad,se,-24
#custom@ rd_rsl_rs2 a5,ad,as

sd a5, -24(se)
Ld as, -24(s8)

#addi ad,s0,-24
#customé_rd_rsl_rs2 a5,ad,as

Jalr as
Li as,e
mv ae,as
Ld ra,24(sp)
Ld 50,16(sp)
addi sp,sp,32
ret

(a) X B BRI AL

IR, A TUR IR0 St 4 TR SR k) SO AT
B 7 AN ik 24, e ATl fE A Clang/LLVM %
PSRN TG0 RINJT 2. BB LLVM
fryeh ) FRY, BN pass 3 AR S (996 4, B E ek
FIHRAT SCAE. AR T ARSI 77 125, 18 o 7 B B
N5ERE, HONPUEIGIE PEC-V 441, A S04 R
RGO CRIE Ty

T T2 76 A L B SO A S P 4 e
R R R AT . N

] 4(a) AR (P R B B O — 1 fo 2R
@maqm¢§ﬁﬁﬁ@ﬂmM%mﬁ$ﬁﬁmﬁ%%
3 P 26 1 e i 9 50 e TR LA
BB £ 57 B LU PR ek RN 3 [ stk P A DA% H R
(IRL S, B R SRTE I 6 r BN T ZE I S 4 AT
NS R S5 B AE . P oh S A o I S 4 4 B
HHS I 0 25 F0fif % 454, custom_rd rs1 2 B A4
[t1354 4.

ST RS, TEHHEAE NS B 2 0T, Sels Rt
b @iE H6 4 addi a4, s0, 24 TR\ FH 2514745 a4 T,
a5 A G A7 R BURE IME, B ady a5 MENTES 4
P s T rs2 fk N AR TR AS o, bk T 88 47 0 5
R R [ 2] o5, 3 a5 tn s 5 BME B fe A Je
o 242 3 7 2 T R R BT R 0
HEET M e N\ bR AT e

1 5
. ¢
\
votd fun(}{ ;‘;;Z,: sp,sp, -64

char bufffie];
ffl18]; sd ra,56(sp)

char str{28];
scanf( "¥s", str); [‘E"_‘ﬁ‘ o, 58, =58
strepy(buff, str); Wcustom_rd_rsl_rs2 ra,ad,ra
sd 58,48(sp)
} addi 58,s5p,64
addi a5, 58, -56
int main{} { my al,as
fun(); Lwi as, fx1f
return @; addi 08,05,-176 # lef56 <__clzdil2+@x32>
} jat ra,182e6 <scanf>
addi ad,s8, -56
addi as,s8,-32
my al,oqd
my ad, a5
Jol ra,18334 <strcpy>
op
Ld ra,56(sp)

Faddl a4,58, -56
#custom_rd_rsl_rs2 ra,ad,ra
td 58,48(sp)

addi sp,sp, 64
ret

<mainz:

Fal ra,18168 <fun>

(b) X 3 [A 3 ik f) b 3

B4 X eREE T AR [k i b 2
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TR ML, ra 75 17 4% T A7l R 2 2 [l ik,
Kl jalra, offset ¥6 2 HAT L2 A2

ra =pc + 2, pc = pc + offset;

JITEA, Bl I Bk 5 R A7 R el bk 2 /T, 385 add a4,
50, 56 3RAF IR B M AF kR LA E, ¥ ra F ad
o AR BB A N ip A B 5 SR AT T R k. 2 4 1 Y e
HOR A1, AEIR A IE S, BN FIRE SR 21T

MEL_E B85~ mT LA H REATLAR 3 T AN St
WHMOPNAETT I, RG> 1 0 R 18 AT BRI,
MM % & TTHRE, W T — NP pl h— A7 2N
HIEHE d1, € B E SR R AT TRNG 7728 (1 5L RE B £
rp1 A PUF X HAhE al P 2E IR s, 7 ERI4SE R, B
I ml=dl ry; s,y FTUA— MR AT 20

(A ALK b vy D s,y FERIPUE, IXFE PointGuard

T b S BVR T e A T4 R EMS R
T R AT R, SRR 2y S, T 64 fir
RGEK AT 2% TR0 N AT 4 i e, 2
R4 4 9 17 B (RS R , BARTE R 2 B B
EL S, (R AR5 1 M B 4T 3 O
S5 PR 90, DAL 7 g ok L B 0 R
3.4 REs

R L S5 A8 T B 4, BB B i
(et b R A, P X 3t SO A 7507 B )
[l R, B AR S5 P o D et 94 45 R 1)
gadgets, i 2SI AR EE A ERAE. ML) SEI 22 4
e 45 5 5 TV T I U R B R A
5 PCB [X 4, Tot£3RIL PCB rh 7 R 3 FEME — 1 7B

BUBEAE. 75 BL AT 52 T BRI AR Mo 3 Wl AE A — HLas L1213 |

H ORI, B S, thJoik A2 b AR (T
o] A R o 25 B AE 145 R, ﬁ‘ﬁﬁﬂ:ﬂ%%i‘;ﬁlﬁlﬁ
R HERE, RIVAE AT JL A P A7 (R e 62 (5 i i
I T 5 5, A0 B 1 47 AR T v e 3K
B T — RS0 A0 75 2 22 A i AR B 4 7E — i
17, BRIk, Bt 3 6 ) B E 2R 4 R BRI, T 4 SR
o B AR 0 7 2, 7 BRI T PUF 77 A2 i
18, X TR P4 32 20 LY PUF, % A4 75 2211
tNEIPESCE RS T0R

4 B
AW FEALFH Chisel HLE%1E =1 5280 T PEC-V (1
T4 L 2 N\ RocketChip [ RoCC #2 [1, 235 fd i
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RocketChip £ 52HLH Cycle-accurate C++ Emulator i3F
ITSE5e. SR R H A

(1) SR AE AL 1) 22 4.

(2) WKL HL AR 7 18 47 243 (1) .
4.1 HHNLEM

WRRFR 7. & 26, AR SCBETE 142 v X3 H Bk 1l
AR, MR P&l S s, #2)7 5 strepy BRI
Bk ste P RE B H 2] buff F R, BT EE DA
A, e (3R [EMECH B o, 5 BB T 52 e 1R 2 FR T
R 2T f AUz o, AT if Hg A 75 T R IE 3 3
TR PG

#include<stdio.h>
#include<string.h>
void fun2() {
char buff[4];
char str[24] =
x4\ xA1\x41\ x4 1\ x 41\ x41\ x41\x41
\x504x96\\ xee\x D\ x00\ x00\x 00\ x00
A\ xb0\x01\x01\x00\x00%x00x00\x00" ;
strepy (buff,str);
}
int main() {
int flag = 1;
fun2();
if (flag == 0) {
printf("hello\n");
}
return 0;
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