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Construction, Configuration and Verification of DNS RPZ Protection System
DAI Yun-Wei', SHEN Chun-Miao’
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Abstract: As an important network infrastructure for service, the domain name system (DNS) is a necessary link for
terminals to access the Internet. In recent years, more and more attempts have been made to trickyusers into malicious
servers through DNS, posing a huge threat to Internet security. It is of great practical significance for both operators and
network regulators to prevent and resolve access to malicious domains or IPs, including pﬂishing websites, spam,
ransomware, and pornographic websites. Therefore, this study descgibes the working principle of response policy zones
(RPZ), builds a DNS RPZ security protection system, and then configures the related core software. The experiments are
conducted on the system to verify the protection effect agaihst malicious domains and IPs.
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(1) DNS hijacking, 4 ##F. WRBHEHFRA 2
P, an X W I B AL T R AR, SRS S A T
REAC SR AR . — B4 4 S 3, T st T Ll g 5L
doidsk, B 5l SRR ML P, Ik
3 H P I BUREARE. 2010 4F H LG4 DNS k45 24
Yoili, Boh # G 20T ML 3%, FEUCE 11 /NI
55 v i,

(2) DN flood attack, 2 BBk, X2 ek A ) DNS
Wik 2 —, e M3 A AE 44k %% (DDoS) H1, I
A B DNS MR 454y, H B2 H 1o sk 5 a8l
B, TRk SN IEH ) DNS i R4 AR 45170

(3) Distributed reflection denial of service, 43-7ii [
5 I 44 BR 55 (DRDos). DDoS H ] —Fh, 18 i i
2% B I 2 8 A DR O A B R O A oK
{5 15 2% B3 X 25 0L 2, SEILAE 44k % 1) H @ DRDos
HIECT DDoS (X0t B NE, 23 Tat iR % i%
ZIEH 9 DNS JR4s 8, (R0 A BB i 0,
1, e T 2K AT 3 K B 1) T 20 I 4 S, AT B IR A
%5[9,10].

(4) Cache poisoning, 5713 X, & '# WK DNS
Witiz —, — R R0, Bt # 23805 DNS ik
5 2 AT R NG E R, LA B Hok A - 3 E W)
B 5 — AR S5 2 00 H U,

(5) DNS tunneling, DNS & X7, 1% 42— X 2%
Yeiti, il it /E DNS i B A SR A AL 850 = 1 8 £,
5 DNS Me&5#48 @ 54 DL, Yot 3 ) JIr 25 48 4% i3
TR HE, DR A R,

Bt X DNS (X, A SCSCREEAT T RTTT, W |
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1 oAb (84 5 25 4 AT T SRkt 17, i 25
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(1) 22 AU R AT 3 A, A2 5 3 AR S5 38 AN AR FE 45
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and infrastructure security agency) %41t fits UL 2% it 52 2|
Tk i gt 2.
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ISP FH P B kTR AL P 340 VU AT 7K, % TR — ik
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A2 FKEL DNS 0 25 5, AT 4 18] () 217

(2) DNS Z2A7Yyie, Wb WAL 2 ¥ 2247 5 04 )5
SYTF, MR BB PR, I 26 B A by
SEAE, ARSI P BB AE RO, 200 R R4
DNS JBIHMRS 88, RIS T, £ A HERESHRE
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(3) DNS Z 2548l Ak, 2428 Foke M 545 18 7 1 35,
4RI, B DNSAIRE S 4 % B TP Mt
. 5 RS F T 1 1 s R [ 5 4 R, R [
NXDOMAIN, 5 # 3R [ 45 5% (1) 1P ik, 45 2 285 ]
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HORE, SRR, 2R Gt il s I 2R G 3 BUHT A
Kol 380 R GUAS B AR S e A 2 15 A A e A
4.6 ZEEERSG

HETTA RGERIBITICE . R, MNT AR, W
FAh AN R G i e V45 MUY IR B2 Rl L35, Rl
ARSI A 8 — BRI B AL B TP, R RS
et I Bk, B RSR RPZ RS H AN

5 BOfEERE

RPZ H R AT BLAE T SR Bk 2 BT #E4T LA, AT
LAt /PP ) H S EEAT 0 M A DN AS . BEXE 2 — b
BEITEDL, iR BIER, 2385 7 R G0 & 4R 8.

BoMETY, PR EIEERA SR, HE)R
AR AL

K 3 N ARG AR, RoHrE 55 T E B A T
Fe R, SEBr TARRE, BRI R G000 A sUE &, W REAFAE
Y19 28 0 2 2k, 5 S50 R PR N, 9 1 AR AL
W A ERfE

6 HoE IR IE

S8 BT B Y R 408 Linux géﬁ (CentOS Linux
release 7.8.2003), 1# /il NSD 4.3.6 {4 RPZ R S fk%
L, 4 Unbound 1.13.1 TE J2E47 R G0 R 10 £
% E’Jj%bié(##‘i Pt PRI P 24 41 P, ] 4,

<

2 e Jo

[ 2 | [ DNs%if7 | [ DNsi | | HER% | ekl | GeERRg] RPZ 7%
— DN i3k —> DNS
TR
ol
e Fib e
L DNS T pg )
. e ELEIS =
< DNS Wi —f 2N géﬂg
BT T
ipmE N
— — N
Ik 44 /1P R R
14
ST RTIA R % RPZ S B o 5 — /1P
-
BN A RPZ RN
ol
——DNS i3k —» DNS
TR
B e P
NXDOMAIN _|
EEEE
P %
" 5
g K3 TERRFE
6.1 %%EEE_ 01 server:
N a . 02 interface: 0.0.0.0@53
38 U1 B 25 % 7R 90 B BB N 172.171.1.16/24. mnterface: 0.0.0.0@
03 access-control: 0.0.0.0/0 allow

RPZ 5528 WML IEFC & 172.171.1.16/24. ff fF
CPU A Intel(R) Xeon(R) CPU E3-1225 v3 @ 3.20 GHz.
N7 16 GB.
6.1.1 B RSS4 i E

Unbound At & {7 T/etc/unbound/unbound.conf 77,
A ONEWT:

132 Z%i# % System Construction

04 logfile: "/etc/unbound/unbound.log"

05 module-config: "respip validator iterator"

07 name: rpz.test
08 master: 172.171.1.15
09 allow-notify: 172.171.1.15

10 zonefile: /etc/unbound/rpz.test.zone
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2 AT RONTEFTA b B W W 11 53, 2 3 473K
ISR bR VG R . 2 4 T s H B E. 2R
SATHRIRLE T rpz Frs 21 respip L. 2 6 /T4
rpz PRHRELE AT AR B . 2 7 4T K IR rpz [ zone Z K
N rpz.test. 5 8 {78/~ RPZ R L. 56 9 17TRIR
FVF RPZ R4 F i At AL 5. 28 10 /7R R [F2P
B PIFN SCAF 2 A7 TE rpz.test.zone SCAFH.

RPZ fiR%5 %%

EHERS R

B4 MRS 28 A B S 58
K4 siaMggmt e
6.1.2 RPZ R 25L&

NSD it & A7 F/etc/nsd/nsd.conf /1, #4304 O N E
W

01 server:

02 logfile: "/var/log/nsd.log"

03 pidfile: "/var/run/nsd.pid" N
04 xfrdfile: "/var/db/nsd/xfrd.state" .
05 zone: .

"

06 name: rpz.test

07 zonefile: /etc/nsd/rpz.test.zone

08 notify: 172.171.1.16 NOKEY

09 provide-xfr: 172.171.1.16 NOKEY

F2RRFNHEHME, 5 3ITRRIRET L
PEAETIAL L. 56 4 AT 4R FUN [E) 2 R v, RS SO
L E, SO AT B B A A 4Ed. 5 6 1738 RPZ
') zone ZFRA rpz.test, %A PR 25 IS IHRGH —FL
5T ATRR AR SO AE A B 5 8 AT R A KU AR
T, 2 I8 %0 notify L& IP, nIACE 24T, 28 9 17 H

THEAT R R, RA R vr i A RS 4 4 se e k47
RPZ FLIUI )25
6.2 EERURIEIE

¥ example.com 34 (1738 44 7 0H mIR 4
BY X iZ 3 44 AT 2 P L3 S IR I
6.2.1 RPZ it &

/ete/nsd/rpz.test.zone FLWSCAF BB & a0 T, Horp
5 1113 1TI8E 5 5 R, B 0uk X, 28 4 171
PO S MR, SN L FDEBIARE.

01 $ORIGIN rpz.test. 5 -
02 STTL 3600 '’

03 @ IN SOA™ns admi (

04 ' 2021042102 ; serial

05 3600 ; refresh (1 hours)
06 600 ; retry (10 minutes)
07 604800 ; expire (1 week)
08 600 ; minimum (1 day)
09 )

10 *.example.com CNAME .

11 ; *.example.com CNAME *.

12 ; *.example.com A 127.0.0.1
13;32.34.216.184.93.rpz-ip A 127.0.0.2

6.2.2 IR 4, IR [H NXDOMAIN
JE A 6.2.1 ECE AR EE 10 47, R 11—
13 17. f# [ dig www.example.com @172.171.1.16 fi7 %>

R R4 S, \ N
M5 dig 7 FIZEIR R B IGHIE T L, 23075 21 (i
Ry NXDOMAIN.

6.2.3, :HdK%, %[ NODATA
ST 6.2.1 WELE AR IE 1147, VR 10

12-13 7. 1 H dig A &4 Rl 6.

R dig os 145 SRR W I0UF @ I, 2015 2 1
A NODATA.
6.2.4 HE M4 BHE P

SRR 6.2.1 WRCE SIS 12 47, VERE 10-11
M3 AT A dig A M EE R an & 7.

MR dig s 145 SRR W I0UE @ I, 21 2 1 m
A 127.0.0.1.
6.2.5 HEEMGE P 2FFE IP

JA S 6.2.1 WL E ST A 13 4T, TR 10—
12 47. BB SCHE R 32.34.216.184.93 1pz-ip, Hh, &
1 M7 32 RoRHERD, 34.216.184.93 J& www.example.
com HELSEARHT IP bl S e, FLE Sy 93.184.216.34.
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rpz-ip W EFEL B 14 TR G SGRE S IAMRL: 7 g lGEE

Bl 93.184.216.34/32 I, g B 4 pk 127. A DNS [ RPZ %4554 %5, % NSD

0.0.2. 1 dig #ir 2 M4 R un & 8. A1 Unbound S5 AH AL OB, HEATIC B 5 SR, S0 1UF 2
SIS S5 AT G U, F AR TP () NXDOMAIN SRR, RGU0 T Hi4 7 U5 1) B0 Sk 4 5 1P AR

FINODATA HISE 555 6.2.2 i FIEE 6.2.3 FiAH{L. BN L. BA RIFR SRS A B L5 HEARSENAE.

;1 Got answer:
;+ ->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 8483
;; Tlags: gqr aa rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 0, ADDITIONAL: 1

;+ OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

7+ QUESTION SECTION:

; WwWw . eXample. com. IN A

;3 Query time: 0 msec

;3 SERVER: 172.171.1.16#53(172.171.1.16)
;3 WHEN: Mon Feb 21 15:26:45 CST 2022

;3 MSG SIZE rcvd: 44

¥

4
"B K5 R4, & E NXDOMAIN Hllit4h
L
;3 Got answer:
;» ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 57279

;; Tlags: gqr aa rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;» QUESTION SECTION:

; Www . eXample. com. IN A

;7 Query time: 0 msec

;3 SERVER: 172.171.1.16#53(172.171.1.16)
;3 WHEN: Mon Feb 21 15:28:28 CST 2022

»3 MSG SIZE rcvd: 44

\
Ko #=#ilg4, i2A NODATA K45 R

;1 Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 26828
;3 flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;; QUESTION SECTION:

; Www . example. com. IN A

;; ANSWER SECTION:
www . example.com. 3600 IN A 127.0.0.1

;3 Query time: 0 msec
;3 SERVER: 172.171.1.16#53(172.171.1.16)
;3 WHEN: Mon Feb 21 15:29:17 CST 2022
;3 MSG SIZE rcvd: 60
K7 HEZRig e 1P R R
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;7 Got answer:
;3 ->>HEADER<<- opcode: QUERY,
;i Tlags:

;3 OPT PSEUDOSECTION:
; EDNS:
QUESTION SECTION:

;www . example. com. IN

;3 ANSWER SECTION:
www.example.com.

;3 Query time: 998 msec

version: 0, flags:; udp: 1232

3600 IN

status:
gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

NOERROR, id: 10690

A 127.0.0.2

;+ SERVER: 172.171.1.16#53(172.171.1.16)

;3 WHEN: Mon Feb 21 15:29:57 CST 2022

i+ MSG SIZE rcvd: 60
K8 HEE
Z IR IR T R G0 513w E}’Ja‘é@%?i,\

. ARG BRI, X RSB ER gt UHE T
S K//"?E,/\Eﬁ*ﬁﬁ“ﬁﬁ‘%{ RN R, G e] PRk
AR R T B AU R R R 25 S A
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