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Multiple-image Encryption Algorithm Based on Compressed Sensing and Hyperchaotic System

BAI Mu-Dan, ZHAO Li, LI Shan-Shan
(College of Information Engineering, Chang’an University, Xi’an 710064, China)

Abstract: To effectively improve the transmission rate and reduce bandwidth burden, this study proposes a multiple-
image encryption scheme based on compressed sensing and a hyperchaotic system. Specifically, several original images
are spliced into a new plaintext image, and some plaintext information is combined with random p&')sitive integers to
generate the initial value of the chaotic system. The pseudo-random sequence generated by the hyperchaotic system is
utilized to produce the measurement matrix, scrambled sequence, and diffusionv’sequence the encryption process needs.
Then, discrete wavelet transform, thresholding, and parallel measurement are performed to compress the plaintext image,
which can effectively reduce the amount of operation data and greatly speed up the operation speed. Finally, the final
ciphertext image is obtained by non-repeated scrambling and bidirectional mode-adding diffusion. Multiple levels of
simulation experiments verify that the proposed algorithm can effectively resist cropping attacks and offer high security.
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