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Strong Identity Authentication Scheme Based on Password Signature and OAuth2.0 Protocol

HAO Tian, ZUO Li-Ming, CHEN Yi-Lin
(School of Science, East China Jiaotong University, Nanchang 330013, China)

Abstract: In order to solve the identity authentication problem of network applications, the OAuth2.0 protocol has been
widely used in the actual production environment. However, many systems use the OAuth2.0 standard unreasonably in
their design, which results in many security flaws. This study analyzes the security problems of (?ApthE.O protocol in
recent years, including the man-in-the-middle attack, authorization hijacking vulnerability, and CSRF vulnerability, and
the study proposes a password-based Schnorr digital signature and OAuth2.0 strong identity authentication scheme for
solving these security problems. Finally, the security of the scheme is analyzed’. The results show that the scheme has
excellent security and is easy to use.
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MR &, FENE RS ANY S sesl 7 —Fim
] OAuth2.0 FAUIR 55 APT®! K5 B4 S A U HE 22
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A 101 ASRESS M F o] DU & 38U 5 B KR, W &
80 MNAIFA MBI 10 N4 OAuth2.0 AR S5 FEHERS.
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OAuth2.0 i 7E £ 48 Bk 72 7 8 F HTTPS
W, &1 HTTPS B3, 54 WL A ) A 0™ a2 SSL
BB F SSL FI M. SSL B Bl SSL
E A5 30 O My, B0 R B N i IR 55 i
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https://openapi. baidu. com/oauth/2. 0/authorize

Presponse_type=code
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Step 2. FH /7 #5415 2 ) # AU 55 45 18 SR AU
code, FH-f8 FFARH X S B HF 2 BV 745 B EAT 2544, 4%
SRR 38 FOR LGRS 2 i

Step 3. BRI S5 4 i Sor i 25 44, A5 ki, $2AL
R 55 2% 2 W F RS code FBEAL AT A state K% B %
F 0. 5 IR R IG, FAUIR 55 45 23 1R [ R R Y.

Step 4. 1 #5747 code 42 BUIR 55 45 175 SR 42 BUAY
Access_Token, 2 uifd I 5 EE@@%}%N?‘%&W%E%
(745 B AT 2544, B S RN 44 MR IR A A AUIR 55 2%

Step 5. AR BALAE LT, Wi M), (B10%
J i 3K Acc%ssiTok-en, 7 R I, W3R [B] 1R Y.

\Step 6. 7 Ui S AR Y 485417 U7 0] 42 Access_Token,
RIE L BRI S5 4 SR SR R

Step 7. BEURHRSS B AIALIR S5 2390 1IE Access_Token
P49 L A T e B R

Step 8. iR [A] Access Token I ilF 45 5.

Step 9. T IR 55 #5110l F 218 SR 1K 32 OR 4 B U
24 ZWHR

S A Winl0 #:4E R 48, H SR CH#IT R
B3, 7 C/S BRI, & P i T R T C#HJ WinForm,
FEZ P i T CHARIS Se I 725 445 7E B/S ZEfrh,
WA 78 & P, £ JavaScript SEEL Schnorr Hyk
I SM3 S35 SR MR A7 44 12 APP/S 42
Fa, % P i 3 RIS ) FFRAESE Apache Cordova
HEAT TT 2, PN (R JavaScript i 2 S BLECT 46 4.

PBS AR AR DRI T
public string keygenerator(string username, string password)|

SM2 sm2 = new SM2();
string message = username + password,

Hash hh = new Hash();
string x = hh.SHA1Encrypt(message);

Biglnteger xx = new Biglnteger(x);
ECPoint y = sm2.ecc_point_g.Multiply(xx);
return (x);

Biglnteger x1 = y.X.ToBiglnteger();
Biglnteger y1 = ».Y.ToBiglnteger();

return (x1+, 7+yl);

}
6 JE7R 1% 7 i [ e 55 0 175 3K code R H 5 52
HILFE, % P 240 response_type|client_id||scope||

redirect_url||state||time||sig, 7L response_type s& AL
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FHFEF 2 ECH id {H; scope $8 1 =K 14 hiti FHl; redirect
url FEFBUE I 5 0 B 1% 1) URL; state x‘%lﬁ‘ﬁm??ﬁ‘
$ time A2 3R HL S 1 A 1) IR 55 2% il 25 44 2 46 i

18] code MH, IR [71 % P i = A2 I BE AL 745 £ state,
sig A& % 7wty A1 AL B0 FAh S B0 ) 7 15 R A 4
(GEIIRLIN

\’n

client. ashxit ime=2021/12/25%2015: 2
01190170588624901001021790038 79142
Host: localhost:56264
Connection: Keep-Alive

751 =10300792867385608573070731897735828501116223, 952774
T11133974261236194104300802317139 HTTP/1. 1

HTTP/1.1 200 0K
Cache-Control: private
Content-Type: text/plain: charset=utf-8

rosoft-I15/10.0
sion: 4.0.30319

I
X-SourceFil
RDpcUHJvZ3]H
X-Powered-By
Date: S 25 Dec 2021 07:27:07 GMT

Ao(rzDgZK\’xDI LXZWJTaXRIMVXXZWJTaXRIMVx jaGV ja3NpZ24uYXNoeA-=?: |

code-yH8Nali21 jpsTudv0Sgembra3FI8bG2
state=a]xPLb9%e2_6Ui3nSueSNxaz6Qkc2Natim

6 7 iR code K 2 T i
.

7 R T 1 wireshark 9167 7 3 R 45 5
53K Access_Token IR AC T A%, &7 b ds 1l 244
grant_type||code|| redirect_uri|[time||sig, £ 7' grant
type 1EiX HLERIA A authorizat_code. I 5% b 36 11F 25 42 J8
JE, 2R E R 4R Access Token. 2K Z(HT [A]
expires_in M 1Jj 1] JE ] scope.

3 e aNr
3.1 RRERTEMS
2 F PR P o ) IR 55 A i IR TE SR I, 2 E

Request

pretty [N Hex il =

1 GET http://www. example. com/signin/authorize?response_type=code&
scope=api-read&api-write&client_id=K9HE4qb02890eq5&state=

2 |https:
//test. example. con/&time=2022/9/16%2015:10: 02&si g=3452789286932560
85730707318977358285340989243, 952774011901705886249010010217900387
9142611711133974261236194104300802317139HTTP/1. 1

3 Host: localhost : 56264

4 Connection: Keep-Alive|

LR B0 O 172 44, TR 25 B30 T 426 1 4 9130
FFRE 45, T LARA 43 B SCHE K 1 500 7, RAE 7
B SRR B

% PR B ST R T AR A4,
ST AR I S BB, FLRE LR % 4 -
S % P 3T T MR, #0450, R
T34 24 o R AT T, % LT D
SRR A B R TGS, M T CRAE T SRR T
SETE. \ \
3.2 HETEM : "

B P Bk T 1 e 4, 3 M 7
TENLE %t TR I VRS 4, 45 Tt e 8
el FrT AT S, B4 A BREIAE (L, v
BOE, PR 22 0 AT By L B e B, PR ARV B e
. B 8 Al burpsuite 42 80% /7 iy i) Ak 55 & i A& )
code WK, I client id fECH 7 — A H 1 client

SR JE] error JF 474 44 B TSI

GET /code2token. ashx?grant_type=: mlhorwnml mde&wedwer uri=http: lnrnl]m st )FZH
client. ashxktine=2021/12/25%2015:27 03 41045 9227 127, 8445
371 7 30 580382589 HITP/L.1

Host: localhost:55532
Connection: Keep-Alive

HITP/1. 1 200 OK
Cache-Control: private
Content-Type: text/plain; charset=utf-8
Server: Microsoft-IIS/10.0
0.3

i /,' Dg2RVxDT1x jb2R1 uXGNvZGl 3O ZW5eV29KZTI0b2 t 1hi She 2hd2=

Date: Sat, 25 Dec 2021 07:27:09 GMT
Content-] Lenzm 101

access token=RD3fnga3vTaowh340KSObde iwhad
token_type= Bearer

expires_in-3600

scope=api Tead api write

\l%l 7 ‘g)é' ﬁq;k Access_Token FIEHE AT E L

4

Response

Raw Hex Render =

1 HTTP/1.1 200 OK

2 Server: Microsoft-I15/10.0

3 Date: Sat, 16 Sep 2022 15:10:03 GMT

4 Content-Type: text/html; charset=UTF-8
5 Connection: close

6 Vary: Accept-Encoding

7 X-Powered-By: ASP.NET

8 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
9 Pragma: no-cache

10 Content-Length: 32

11

12 {"errcode”:-3, "errmsg” : "L WIERM "}

K8 JHE BN E

3.3 MERHRE

TE 58 = 77 AR PR in N I Te) 8% 1 R 5 1R 7,
U0 IE 25 44 BT 2 6 UF B[R] 8K (08 S 1, AT o] B0 3
T I AR 2 BT s B AT E R, A AR e BIE, A
Wik T sk B9 1 H burpsuite 4 S A LT

AR B R AT BEAR, BT B B R B LA R BB
WA BB IE
3.4 AR EFERE

AT B 5 =I5 DAE PR redirect uri #E47
R8s, B eI W 15 A R R R ANE ), A 4
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Bk A ;3 T o A R ks B A ) A B S, BRI e
AP il () AT Bk DAL LG W B AT HE BB A B Hr
JRIL. & 10 1 R burpsuite X [a) JE A W s (1) b bk 24T B
G RIS BEATINAR, IR [F] error FF24% 10 A AR TR B #
AR5 1A R
3.5 TJ#k#H CSRF i

TEZ P v ) AR 4% A i 3% code TR ELET, N state

S, essAviik Al code Bf 2454 state 4%, DML
P, T state ZHUA AFTIIE, SANE 28
Fhfi; state ZH05 T H 7 2iE 2 AH BRI B state 2
BAEAT G2 RIR Y, A —FIAL & 11
1§ burpsuite £ 7 Ui 1] AR 55 28 0ii KIE T code TR
I state ZEUEHCN CLR LT state 24, IR [F] error
R state ZEURIG RN, A 24HIBT T CSRF B

retty Hex Al (= Raw Hex Render Y=

GET http://www. example. com/signin/authorize?response_type=code& i
scope=api-read&api-write&client_id=Ns91tqh86084QK1&state= 2
https: 3
//test. example. con/&time=2022/9/16%2015:13: 20&si g=3452789286932560 4
85730707318977358285340989243, 952774011901705886249010010217900387 6
9142611711133974261236194104300802317139HTTP/1. 1 2
Host: localhost : 56264 3
Connection: Keep-Alive 9
10
11
12
-

% i
. * '
Request

Pretty Hex \n =

GET http://www. example. com/signin/authorize?response_type=code&scope=
api-read&api-write&client_id=Nseqit6bz3SIzyk&state=
aJxPLb%e2_6Ui3mSue8WXez6Qkc2Nat3ndredirect_uri=

https://localhost. evil. com&time=

2022/9/16%2015: 27 : 07s1g=10300792867385608573070731897735828501116223,
952774011901705886249010010217900387914261171113397426123619410430080
2317139 HTTPF/1.1

2 Host: localhost:56264

3 Connection: Keep-Alive

4

6

B 10 HEATARRBL AR (122 H AL . \\

lequest

‘retty Hex N =

GET http://www. example. con/signin/authorize

?response_type=code

&scope=api-read&api-write

&client_id=Nseqit6bz3SIzyk
&state=2jxeLb%e2_6Ui3mSue8WXgz6Qkc2Nat3méredirect_uri=http:

//test. example. con&time=2022/9/16%2015:27:07sig=10300792867385608573
070731897735828501116223, 9527740119017058862490100102179003879142611
T11133974261236194104300802317139 HITP/1. 1

Host: localhost:56264

Connection: Keep-Alive

HTTP/1.1 200 OK

Server: Microsoft-IIS/10.0

Date: Sat, 16 Sep 2022 15:14:20 GMT

Content-Type: text/html; charset=UTF-8

Connection: close

Vary: Accept-Encoding

X-Powered-By: ASP. NET

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Length: 30

{"errcode”: -2, “errmsg” ;"M [ L 11"}

S EY piEREA

Response w==

Raw Hex Render s =

1 HITP/1.1 200 OK

o Server: Microsoft-I118/10.0

5 Date: Fri, 16 Sep 2022 12:54:00 GMT

, Content=Type: text/htal; charset=UTF-8
~ Connection: close

° Vary: Accept-Encoding

© X-Powered-By:ASP. NET

 Expires: Thu, 19 Nov 1981 08:52:00 GMT

8 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
9 Pragma: no-cache
10 Content-Length: 22

1
19 {"errcode”:-1, "errnsg” : “FEALAFBEYE "}

Response

Raw Hex Render \n

1 HTTP/1.1 200 OK

2 Server: Microsoft-115/10.0

3 Date: Sat, 16 Sep 2022 15:14:20 GMT

+ Content-Type: text/html; charset=UTF-8

5 Connection: close

6 Vary: Accept-Encoding

7 X-Powered-By: ASP.NET

8 Cache-Control : no-store, no-cache, must-revalidate, post-check=0, pre-check=0
9 Pragma: no-cache

10 Content-Length: 32

11

12 {"errcode”:-1, “errmsg”:“state B HFSa KM}

B 11 R state ZEOERT HA

4 AT

R H A b2 RO AU SRy
I X LT T 6 S A A MUK 5 AT I, x 3
B 2 L R AT, oM Fh e A, 38 1 BEXHI4E
K OAuth2.0 PrSAE & M RBUIR 55 5 B BUIR AT EL
B, IR T7 006 /2 B 22 Az T, T 2], A
AR

352 W7 H & Research and Development

TE 1-4 23 BNTEE . GitHub, 5. e
ZITNERRMY, 775 5 AT 04K Schnorr #7244
AR =T NE T . 5 AN J5 3t [ bk fr 45 N 2%
HHATRLER, RN state 40, MAEHRPLIZ BLED F7F0
CSRF Wifi. T&E 1. HE 3 M % S ENIELFE bt
BT e, BAHEE B RIFETHENE
PAE NG ) @G 0L 1 R
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i H AR SN A

K1 BITTRE

TIE RN HEEEN BUERSGE JURBIRE JLCSRF

1 N N N N B

2 N RN

3 N v v N v

4 N v

5 v v v N v
5w

BEXEH A = J7 INIE BT AR AE (9 1) B, AR SCHE T
—FpEEF 411 Schnorr 2844 77 R 28 = J7 IMIE 7 %
T 2 {6 S 5 HEAT 22 A 1t o i AL AL,
BT 141 Schnorr #7244 138 = J7 ANIE M A
THEFERME . SRIETEEME . PUE LT . PURAEDFE
SEHF S, JFSEBLZ T RAE C/S. B/S. APP/S — i ZE i
g2 AR 5 )L 4R R R AT IE M 2 LR R
W FLT7 ), 4RERVR . 3 !
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