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Gradient-structure-based Adversarial Attacks on Graph Neural Network

LI Ning-Shu, GUAN Dong-Hai, YUAN Wei-Wei

(College of Computer Science and Technology, Nanjing University of Aeronautics and Astronautics, Nanjing 211106, China)

Abstract: Graph neural networks have achieved remarkable performance in semi-supervised node classification tasks.
Relevant research has shown that graph neural networks are susceptible to perturbations, and there is research studying the
adversarial robustness of graph neural networks. However, gradient-based attacks cannot guarantee optimal perturbation.
Therefore, an adversarial attack method based on gradient and structure is proposed to enhance the gradient-based
perturbation. The method first generates candidate perturbation sets by using ﬁrﬁst-order optimization of training losses,
and then it evaluates the similarity of the candidate sets. Finally, it ranks them accofding to the evaluation results and
selects a fixed-budget modification to achieve the attack. The propoéqd attack method is evaluated by performing a semi-
supervised node classification task on five datasets. Experimental results show that the node classification accuracy
decreases significantly when only a small number of perturbations are performed, which indicates that the proposed
method significantly outperforms the existing attack methods.

Key words: graph neural network (GNN); node classification; adversarial attacks; gradient attacks
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5 1 TR () Bl HARIEBGE AT 558

2) X EE T AN [RIAR DA B D5 VA B BUE CR, I ik
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(1) BRSE. SRR A T 4 i K 51 3048 Cora ™
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% & PolBlogs"™. X F-iX $e 5] 3T /&%, 7 s 7R SCRY,
WFRRGI R R, BLAh, A S — 2 SRR
(@) AHOCHR. En LR I 1 P,

* 1 HES
Datasets Nodes Edges features Classes
Cora 2708 5429 1433 7
Cora_ml 2995 © 8416 % 2879 7
Citeseer L 3312 4715 3703 6
P?lblogs b, 1490 19025 1490 2
PubMed 19717 88651 500 3
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1.fort=1,2, -, A do

2. if B4,>0and A,,,=0
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IAIES RERG 2B L, e DL REL
FIBARKESE, THH T

50 X, FRAETHA R NBR 7 5 B
IS R RS LA T H .

3.2 IEiERE
KT 7 GSAtk, % 2 BoR T &AM R % EAF
AN PE S TEA RIS T HiR 2 %.

2 TJrik GSAtk FEANF R BAMEDE 2> F IR (%)
o Attack budgets
Datasets Similarity
1 2 3 5 10 15 20

Community 0.90 1.77 2.62 5.48 11.19 13.71 12.49
Cora Jaccard 3.54 4.86 6.32 10.09 12.95 16.02 18.07
Katz 6.61 9.26 10.91 14.25 18.88 23.21 25.27
Community 2.01 2.30 2.79 5.07 15.71 18.13 19.21
Cora_ml Jaccard 2.86 4.28 6.22 8.65 13.73 % 1"Z.77 20.20
Katz 6.25 12.10 15.61 22.70 28.48 13315 36.82
Community 1.83 2.63 3.47 4.97 8.64 10.05 14.16
Citeseer Jaccard 1.64 4.42 4.97 \ 6.‘35 5.18 11.60 12.31
Katz 7.57 4.46 16.61 8.53 14.20 17.90 18.77
Community 2.94 3.02 3.73 7.86 17.03 2522 19.78
Polblogs Jaccard 15514 19.17 26.67 33.04 27.24 24.44 21.14
Katz 14.42 20.14 20.79 27.92 34.08 44.79 48.17
Community 1.39 1.63 2.73 5.97 9.18 12.61 14.52
PubMed Jaccard p * 3.52 4.90 3.71 7.52 11.11 12.92 14.14
Katz 7.94 10.21 8.76 13.63 12.20 14.08 18.56
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AL, FEFETF: FF Community F) 575 S8
XK, ANfe SIS US k. & BTk F ) 2 2K AR 2R 5 48
A1 DX R 2 B 300 P s T DA R R S B AR ) ) A T
Jaccard AR FEh, A SO AT SURFIEAE R AR S R
SOARAAYE, BT, FRARRHIE A e R 2, 7 RUBRAR L,
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E‘Jiﬁt%%z‘%i@iﬁéj&%ﬂ%ﬁ%, Horp, BEANTT RURTL
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S
w15
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S5t Jaccard
Katz
0 ki . . . . A .
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HRAE 2 3, MR T34 I b i B T 2 e B ) 96
K R, 3 4 W Mo o 4 MR ALY M PR . 5 2y ik
AL, GSAtk 74 T 9o vk (RS FE R W, Se ol 7 o
Fey Tt R ST TR 4K, 1407 VR T BUE 1% i
YLl IS T ST e B A7 9 30 . S A7 D)
TR

1) B 5, HELk Iy G R S R R B
A J1 1034, Forh, EpoAtk Boe B A 51 N AL Bk
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17.5 |~ Sommunity O Community 17.5 | Sommunity
< 15.0 + Katz & 40 E;&ard 2 150 Katz P
S o2s ot / N S 125 ¢
| / 5 |
& 10.0 w ~ w 10.0
R 75t / & 20 o K 75t
i i b
50 T 10 | 50
25 / 25
1 2 3 5 10 15 20 1 2 3 5 10 15 20 12 3 5 10 15 20
BhZ (%) Psh# (%) Pahz (%)
(c) Citeseer (d) Polblogs (e) PubMed
B2 5 MRS BRI R FHLEIR T IR K% (L)) (B
R3 ARBGETIE IR | A
Attack budgets
Datasets Methods -
Clean 1% 2% 3% % 5% 10% 15% 20%
EpoAtk 0.8196 0.7682 0.7710- 0.7499 0.7419 0.7353 0.7352 0.7558
Structack 0.8239 0.8169 0.7998 0.7943 0.7686 0.7560 0.7289 0.7208
PGD 0.8190 0.7870 = 0.7680 0.7610 0.7270 0.6810 0.6500 0.5940
Cora MinMax 0.8320 | 08154 0.8209 0.8189 0.7691 0.7304 0.6967 0.6278
DICE 018365 0.8124 0.8124 0.8104 0.8124 0.7963 0.7777 0.7616
GSAtkk © 08196 0.765 4 0.7437 0.7302 0.7028 0.6649 0.6294 0.6125
EpoAtk 0.8251 0.7943 0.7756 0.7719 0.764 1 0.7227 0.7503 0.7544
Structack 0.8496 0.8301 0.8190 0.8083 0.7838 0.7611 0.7571 0.7415
PGD 0.8290 0.7960 0.7610 0.7720 0.7550 0.7350 0.7130 0.7100
Cora_ml MinMax 0.8532 0.8434 0.8474 0.8434 0.8194 0.7780 0.7598 0.7157
DICE 0.8572 0.8496 0.8443 0.8430 0.8381 0.8238 0.8123 0.7923
GSAtk 0.8251 0.7735 0.7253 0.6963 0.6378 0.5901 0.5516 0.5213
EpoAtk 0.7085 0.6865 0.6785 0.6789 0.6730 0.6497 0.6323 0.5730
Structack 07115 0.7038 0.6919 0.6836 0.6724 0.6517 0.6197 0.6060
. PGD 0.7170 0.6840 0.6830 0.6800 0.6380 0.6140 10.5570 0.4780
Citeseer MinMax 0.7222 0.7139 07115 0.7079 0.6943 0.6730 0:6487 0.6363
DICE 0.7269 0.7180 0.7103 0.7174 0.7124 06914 © 0.6902 0.6777
GSAtk 0.7085 0.6549 0.6769 0.6617 L 0.6481  770.6079 0.5817 0.5755
EpoAtk 0.9591 0.8783 0.8763 0.8821 0.8956 0.9160 0.8697 0.8904
Structack 0.9427 0.8640 0.7822 0.7873 0.7648 0.7648 0.7648 0.7638
PGD 0.8337 0.8147 07716 & 0.7568 0.7274 0.7011 0.6768 0.6632
Polblogs = Max 09591 0.9335 0.9274 0.8916 0.8742 0.7648 0.6738 0.7055
DICE 0.9448 09151 0.8885 0.8845 0.8640 0.8262 0.7648 0.7454
GSAtk 09591 = 0.8208 0.7659 0.7597 0.6913 0.6322 0.5295 0.4971
EpoAtk 07975 0.7592 0.7336 0.6941 0.6726 0.6899 0.6409 0.6652
Structack 0.7975 0.7870 0.7894 0.7836 0.7685 0.7315 0.7037 0.6852
PGD 0.7510 0.7380 0.7320 0.7330 0.7310 0.7360 0.7200 0.7240
PubMed MinMax 0.7899 0.7824 0.8013 0.8050 0.7610 0.7371 0.7585 0.6478
DICE 0.7962 0.7862 0.7899 0.7862 0.7849 0.7535 0.7535 0.7434
GSAtk 0.7975 0.7342 0.7161 0.7276 0.6888 0.7002 0.6852 0.6495

2) Structack AN 5 L8 115w AR O M AT AR AP X6
R A R IR M, I A 2 18 BT HURE AT H bR AL
FE 5.

3) 1%, PGD 5 MinMax X i & 3 T 56 (I 4k
B, Sz 0 S50 5 5158 R 1T

4) DICE By BAH L AW E R A E L EE, &
5P T I LSRR AR AE, (HBLBCAH BB BA L, th
BAINE S m .

5) FLUk, ARSCHR D5 RN % B8 T AL PN
2 DL B AR A, 00 24 SAEAG AR N 90 2 0 A A
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BhPZ 5 IS5 R SR 1k, iR 1 IR T R A AE IR,
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— EpoAtk 600 - —EpoAtk
600 Structack Structack
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\
200 | —EpoAtk 1400 | — EpoAtk 800 — EpoAtk
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