MRS ISSN 1003-3254, CODEN CSAOBN E-mail: csa@iscas.ac.cn
2026,35(7):316—327 [doi: 10.15888/j.cnki.csa.010176] [CSTR: 32024.14.csa.010176] http://www.c-s-a.org.cn
O R 27 B AT W I AL A Tel: +86-10-62661041

= S7 O 73+ NN +H- Aho®
[ 15 ) = m B E ST SRR iE S
T kg, &Nk, B

(PR R B ZH ARG IR A, B3 211106)

{5 /E#: 1, E-mail: tianye@chdnz.com.cn

B E FSOEAENE G BEAR B 30745 60 1 S ER A RH 4y, [ 2 4 e ORI S A S L A 150t Y 22 4 L
B LR S TN [P AR B R A 2 R [ SRR P DA S 2 (S B PR T SR 1 22 A BB, AN SR T
TH )45 B 7= i 1 2 ~F & B AT SRR HESE. i HE R it 3 e )yl 4 1 2 UASEHFAE LR 245, 4 A s
(e SUE 5 A SILRF ISR B A, S8 7 06 [ 4F 2 IR B AT 2 SRR ARG . /2t BRI, X
3 RFEVE ;=& W B A REA BT ST, 45 B3R 0, 2 HE L2 108 R E M bT B IR 1A 2] 75.61%, L TELAEH T
B AEJRIRA I 7 T, PRS2 N 72.70%, A F1ZK 79.00%, F175E0AF) 75.72%, 1EARFFBAR IR A [F I S8
TR AN R, R R R SE PR S T R AR SORAE O S R VR SR AR T RTAT IR T &,
BABEZENIEE SN AN E. -

KA 5 Q0™ s [ PEERTS W 15 R4 EEr G

51 A% VAR XA, FH I T 145 7= i 14 R AT 5 IR TR A 2 T B L R B2 ,2026,35(7):316-327. http://www.c-s-a.org.cn/1003-3254/
10176.html

Firmware Analysis and Vulnerability Scanning Framework for Information Technology
Application Innovation Products

JIANG Nan, ZHAO Chuang-Ye, TIAN Ye
(Nanjing NanZi Digital Security Technology Co. Ltd., Nanjing 211106, China) %

Abstract: As a key component of the national strategy for independent and controllable information téchnology, firmware
security in the information technology application innovation industry is of great'significance for ensuring the security of
critical information infrastructure. To address security challenges atising from diverse-domestic processor architectures,
the adoption of national cryptographic algorithms, and complex supply chain environments, this study proposes a multi-
platform firmware analysis and vulnerability seanning framework for information technology application innovation
products. By extending disassembly ‘tools to support non-mainstream instruction sets and integrating a dynamically
constructed fingerprint library with automated feature extraction techniques, the proposed framework effectively detects
known vulnerabilities and poten\fial security risks in firmware. Experiments are conducted on firmware samples from three
major domestic platforms, including Loongson, Kunpeng, and Phytium. The results show that the overall firmware
analysis success rate of the proposed framework reaches 75.61%, which is superior to existing general-purpose tools. In
terms of vulnerability detection, the average precision is 72.70%, the recall is 79.00%, and the F'1-score reaches 75.72%.
The framework achieves high detection coverage while maintaining a relatively low false positive rate, demonstrating
strong practicality and scalability. This study provides a feasible technical solution for the security assessment of firmware
in information technology application innovation products and has important practical significance and application value.

Key words: information technology application innovation product; firmware analysis; vulnerability scanning;

information security; domestic platform
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HiN: IR, META, vuln_signatures, comps.
it sig_hits.

1. procedure VulnerabilitySignatureMatch(IR, META, vuln_signatures,
comps)
sig_hits=o
for each ¢ in comps do
ast_c, ir_c=ExtractIR(IR, c)

patterns=ExtractPatterns(ast_c, ir_c)

2

3

4

5

6. for each sig in vuln_signatures[c] do

7 if MatchPattern(patterns, sig) then

8 hit=BuildSigHit(c, sig, location=Locate(ast _c, sig))
9 sig_hits=sig_hits U {hit}

10. end if

11. end for
12.  end for

13. return sig_hits

14. end procedure
|
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HIN: IR, taint_rules, sig_hits.
M taint_hits.

1. procedure StaticTaintConfirm(IR, taint_rules, sig_hits)
CFG, DFG=BuildCFGAndDFG(IR)
taint_state=InitTaintState(taint_rules.sources)
repeat

for each node n in CFG do " \
in_state=taint_stateiin[n]
out_state=TyansferTaint(n, in_state, DFG, taint_rules)

2
3
4
5. changed=false
6
7
8.
9. if HqudfeCheck(n, taint_rules.filters) then

100 % o‘iltistatezRemoveT aint(out_state)

11. & endif

12. if UpdateState(taint_state.out[n), out_state) then
13. changed=true

14. end if

15. end for

16. until changed=false
17.  taint_hits=o
18. for each sig in sig_hits do

19. if ExistsTaintPath(sig.location, taint_state, taint_rules.sinks) then
20. taint_hits=taint_hits U {sig}

21. end if

22. end for

23. return taint_hits
24. end procedure
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$i1: IR, proto_models, comps.
HH: proto_hits.

1. procedure ProtocolFSMVerify(IR, proto_models, comps)
2. proto_hits=g
3. for each component ¢ in comps do
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handlers=ExtractProtocolHandlers(IR, c)
G=BuildStateGraph(handlers)
model=proto_models[c]
mismatches=CompareFSM(G, model)

for each m in mismatches do

A A

hit={component=c, mismatch=m}
10. proto_hits=proto_hits U {hit}

11.  end for

12.  end for

13.  return proto_hits

14. end procedure
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