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Vulnerability Report Automated Reproduction Agent Technology

YUAN Le-Tian, YU Zheng-Min, NIE Yi-Nan, ZHANG Yuan
(College of Computer Science and Artificial Intelligence, Fudan University, Shanghai 200433, China)

Abstract: Existing large language model (LLM) agent based approaches to automated vulnerability report reproduction
face several technical challenges, including limited information sources, insufficient attention to application runtime
states, and difficulty in adapting to complex environments. To address these issues, this study proposes VulVerifier, an
agent-based technique for automated vulnerability report reproduction. The proposed technique uses three key
components. First, it integrates multiple information sources, such as vulnerability descriptions, source code repositories,
and related documentation, to fill in and refine missing key information. Second, it uses automated interactions to guide
the target application step by step into a prerequisite state for vulnerability triggering, thus improving the feasibility of
vulnerability reproduction. Finally, during the reproduction execution, anomalies are dynamically detected and corrected
in real time, thus enhancing adaptability to complex environments and improving the robustness of vulnerability
reproduction. Experimental results on 86 real-world vulnerability reports show that VulVerifier achieves a reproduction
success rate of 44.7%, which is close to the 66.3% success rate of human experts. Compared with the existing method,
CVE-Genie, the proposed system successfully reproduces 34 additional vulnerability reports and reduces the average
reproduction cost by 3.19 dollars.
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Stored XSS in PDF renderer

Summary

A stored XSS is present in Gogs which allows
client-side Javascript code execution.

Application version
0.14.0+dev

PoC

1. Upload the Proof of Concept file hosted at https:/
codeanlabs.com/wp-content/uploads/2024/05/
poc_ge neralized_CVE-2024-4367.pdf in a
repository.

2. Click on the file to be previewed.

2 CVE-2024-4367 [FIR TR 2
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X5 B A R B RS, AR SCIRCTE I S T 45 R
UEIAT, T H A I A5 R AT ML VP AG . 2
P 2 IR AR A 2R UR R A T SR AR ) o A R RN
AN e BEHERAR AR T TR B 4518, e 20 I il 2 15
e S B R HEAT BSL O3 M 5 FURE , AT IR R AR L (Y
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3 S
3.1 KEIRE

AL HET Python 3.12.9 F1 LangGraph 1.0.4, 5231
T 4016 17ACHBH VulVerifier 288, RS0 F YRR
RIE I Open AT APIPMHZ FE U In), AAEAHL & . Hy$E
IR 2 IR E 1, AL BE AL R 3L (temperature)
B 0.1,

FT A SESAE B R AL 52 B, 12 AU LI % 8 GB
MAEF 16 A~ AMD Ryzen 9 7945HX AbFH 28 N 1%, B1E
F4i9 Ubuntu 22.04.5, B4 B 5 SCRF, PLARTEXT
Web N H ) B B4 BRI AT . Seie IR 7 is 47
T RN, TR 2t S T S, &5em—m ik
BV B R DAL, ST 55 [ 3.

VulVerifier £ E g ST RiE1r, AGATE
KR 51, A8 FLIg AT P47 B 4 R 51 SRR, A
PRUEXT 5 S 30 W5 2 45 7 1) Web N IR R A 22 3.
A0 I ORI R, JELE 2 om0 58 ol A
AR S, N E RS R EHEGERE. KX
R BT, AR IR S8 BUR IR RS it AR R 5
EL AT BRSNS I A S5 R,

TEREAT S, BRI R S I RIS AT 3 I A
R IRE IR, MFE VulVerifier B4 2 IZ
H IR

ESLIR W7 T, AR SC FEE W T S5 PLPEAG %
ANREER PRI, AT ARRMERR. ST
WA SELAH SOTA T.H CVE-Geniefxt H L &5 A
KL FIRT L.

3.2 HURSE

ASCAT B A B B R o R, — 4 kIR T
E1ET5 B FAE B %4 KIA B (China National Vulnera-
bility Database of Information Security, CNNVD) NIk
ATRAER 40 4 R A THRIAR T, 5 —H5r Z WA T4
P& 4E Exploit-DB (https://www.exploit-db.com/) Y £E 1]
105 Py ik i, st 145 . Horh A TS S e s
WA R N T2 [ # 22 SEIG AT Exploit-DB ¥ 58T 1

TR R 105 A5 H.

BEJE, 2% 7 145 B4k b R Sk A 52 IR TG VE 52 R
BATEAR IR M 2% B, 4192 86 1o ml A T-5L50 1
. 1X 59 il i 5 A A PR 1 TR R, 208 5 28,

(1) VLSRR E AR (34 #7). FE B IAE

PR AE A PRSI — R TP R H M T 7 SRR A
TR, I RS E IR S AR R R R A,
J2 I FH R B A8 R U BT SR L, B H O Bl A 2
FH, BTG 34560, 55 U IR 1) )7 sk R

(2) A 2307 (8 ). BRI R G %
B N FHAE SRS 2 3% J AN SCRFE Windows “F 5 [ R .
P A R G022 26 R ST IR B R0 5 B T LRE B AE 42
1) 22 255 DU B2 SR R A 1 S B T H AR HE 2R g 5 30 3 T
PATFET, RATEA LRI FLTEFE F; Windows B FH 75
AR ARB. BRI A A H 2% 583X 4 5 Hoi
B, RS BRI

(3) RHINLFH (7 4r). IIFHR A WA 52 5 1 3
BGVEEAL B AR R, S E8OGIE S .

(4) TR A (5 0). #5TR T UMK S 2
TP, W e L S % R e E T SREURITER 28
AR, AR SCHIBR AR

(5) FEAEARER ) L (5 43). DRI T EL R G
B, AT AERR ESE IR, HE T TAC B, AR SCIE 4N
SRR 2 AT S5
33 KIRBEEFE

ARSCIEEL T 10 Ui A i A HL 5 52 D0 IR AR
FH AR AN A KT8 =5 A2 06 T Lk R A . IR, 3%
BT IR, X6 iRk 35 BT R LS5

LG4 AN | TR, DeepSeek-chat [Kl3E 2 12
B, TER AR AL B A5 B TR TR 2, 3 80K
S T AR P ) VR R BE B2 L. Qween-vl-max BEAA I
Fase, BIE A MIERE /1599 T GPT-4.1-mini, AT
S m B e, TR IR R E 5. Qwen2-v1-72b-
instruct 5% [R TR AR Ab & 2T 4R &5 B AE 1A
B, KRR . M2 N, GPT-4.1-mini fEFTE 10 4>
s s A I I, AL R SR A e AR E M. GPT-
S-mini 7776 FEFE A . 840805 L & T A
B BR I) R, AR i FEHE T, 5 SO DL R ]
U FE 4 H2m8 ] F TR, RIS .

1 ARG SRR A AR A LI S

KA ST BRI (%)
DeepSeek-chat 4/10 40
Qwen-vl-max 4/10 40
Qwen2-vl-72b-instruct 1/10 10
GPT-4.1-mini 10/10 100
GPT-5-mini 1/10 10

A, A 22 3% % GPT-4.1-mini /EA VulVerifier
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(KA TR IS B, FEAE LB Aily b R I 22 S 06 5 PF A
34 REBLEM M REITH
NVEAY VulVerifier 78 B 304k S BT 55 HI2L
B, AW FTETIR 86 Ml ik 5 34T T R L5e, IF
M IZ . Token 1 #E J B 5] FF 41 S5 4 B 7 A FL SR L.
50N TR REARAE 86 MU 4R A5 b I HE Ak o
B, Mo 65 Ak E e T B bR H B2 55 E, it
— A 41 D I E BRI, ARSI RN
47.7% (=41/36).

[41]5FBL% )

[65] T 22 e &
[86]m] &L,
PAECEIER I

I[zl]z%%é%%%m&

El5 86tk & I E I R

2 BIRT VulVerifier 5B BT 15 KA R gl A
L ()4 ¥, TEGETH B BOBAR T, A5 8 S bR AT i M
BRI R 2, ) 0 8L P 4 2 R AR s A S N S
SRR LIS R BN, B RN B A
TRV [ 3] B¢ v, O 3 B TR R AR TR B EUCK B AE 4R S
R O SO ARG, 5] FHRAT X 25 18 SR ATAR I iy 4,
Uz 20 N AR5 N A B AR LR R A T
SR B4R T e 2 IR SR KRERT dr &, #E— P 1K 3
FEIS . IRASHE T BOHFERUIC, R 2 808 W1 UR &
RS TR AT B %A, TFR B A58 H. Wk BOH FE
1, B REMAHEAT [ 52 — e 8 F Wi T 2 LI .
%2 VulVerifier {£ &MY BT Bk 5 T E

M B “Fi4% N Token “FH3%i Hi Token ~FIJFERT (s)
MRS R N 143538 1862 85
N #E 398959 21541 4696
TR T EARAS 25465 1340 18
VSRR 88326 3866 358
45 FLAIF 10521 70 5
St 666809 28679 5162
STHEH (FETT) 0.528 0.092 —

X VulVerifier (5256045 B iion, HEMLE
I 11 L IR 2 AL R 2 21 5 IR E A %2
2 0 0 2B T o A A B, 24 AR 5 7 TR TR A B
EEPN VeSS T S i

(1) B ES TR AR Z 8%+ T WordPress

Je S, 2SR & PHP R8s, HdiE i & 5
B HS R AP W E AR RO
FZ BRI IR. — BIEMTRA R R, AR
TR ED R M. B e A BOR] 2 SR S8 GRS 2, (A REAE
AALIOHF 3 RS BR R, 5228 N 1) D) 2R AT5 51K

(2) B R RCAS. B REARPT B8 R BE R 1 BT ¥ 2 iR
A5 IR A AN — 2, 50 4058 43 i A2 48 docker pull
xxx:latest FLEURCHT L4, 1 SBOHT R ACIE H 2 .

(3) ECE RN M. 4 H br B Bk Z VR4 CRY, 2
RefACi RO EHIL BAE B, WHUE EiEES L, 35
N TGV IR H B AT

@) M E e TR . R R B R & B & F7E
B FE 5% (0 % AT R R AR BT 5 i 15 B
LB R) BRI IR A e,

(5) B aefd THA SR RHAE. BFE RAr 2T W
AR SO, 2 AT D AT EAESE, X RIRAE
SIS HLAE R A vb IR, R R Al S 4

(6) B Ae A TR HEWT B R IRAR . 7234 s, R
fEL & B A NIRRT B T S0, B Re s
EHIMT IERA IR R AT, S BUCTE T U IR AE.

35 mEBH M EIIER LI T

AP VulVerifier RIS BN L5 IR TE AT
BAIRS W BHO RS MERER R0, A SO0 P2
RIBEAT T W RS

Kl 6 Won e RIw i s B b S 45 R, N H
ARG E T ] BT B, BRI R I AR 47.7%
BE% 2.3% (=2/86), JL T TEIEE AL . T EIRHIAE T
Z BT R A R SR e B e A B S B ME— I )
P RS R, — i R B R R, Ty — B T A
AT — % pip LR A RIS A, IR 45 R, 43k
i /D B B S B, B R DU AR Je 50 A 1R 5
R E, BUE T RIS B A B

86]7] Z B
P22 (841545 B

6 VulVerifier /£ 2k 1 IR (E S AN EHE HISEIG 45 R
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7 JIR 22 IR T AT IR A AL EAS IS 1) S5 4
B, IR M 47.7% B&EZE 41.9% (=36/86). REZ
HR TG 75 A4 BT B 3R AR, AR RORRE 22 M 25 B A B
FU B0y 3% 5o b, B RE A TG V2 A TR T i 2 5 AR BRI
B Bt N 7 e kKA CE, Git iTEFEH
PERT O, X e VR I R AE IR P U . SEER R IE
IR AT IR A A AR AR 5 VR R B s R
RO T A B

[36]Z LT

[86]T &3

291 BRI

[21] 238 R

K 7 VulVerifier Ef@??ﬁ;ﬁﬁﬁﬁﬂﬁﬁmﬁﬁﬁ%)ﬁ 1y S B
ERE R

3.6 imiE B SIS LT

CVE-Genie"" /& H Al 78 i # 2 5 £ 3% H 306 &
U REARE AL ) SOTA TR, B, A PEAL T Vul-
Verifier 534 T/ CVE-Genie fERiAR S L&
BTSSP BRI SLI6FE T A SCH) i O B 45, xf by
FrinE LRI, IR CVE-Genie 1R MUREA.
CVE-Genie JECHY >k B HAEFH /£ GitHub EAFFhA
(https://github.com/saadullah01/submission/), B4 CVE-
Genie £1%F CVE 2% H Wit (8 H AR AT 452 Y TRl o AR
N N ORAE A, S50 P T B2 AR [ s T i
i KBAYEC B 5 5.

8 &7~ CVE-Genie £ 86 4k & sl Dy I 7
¥y, EIZ 8.1%. 1M VulVerifier AEWE A5 5 Ih E I 34
TR, AR R T CVE-Genie. [AIf, CVE-Genie
[1°F-34) Token A4 N 3.81 3= 7t, th VulVerifier *F34F
Tl 5 #A 2 ) 3.19 SeTT.

I[lS]ﬁjinJf%%ﬁ%

[TEHED)
ngmxk [l

[86]7 I
[68] % %% FB & R I

8 CVE-Genie fEA AL L HISLI L5 R

AIIRNDHT T CVE-Genie HIZIE A, 7] 1444
RES

(1) AT BB TH 8L FE. CVE-Genie X M Plan.
Execute Al Critic = B 2844, Hdr Plan 4 B AT 181,
Execute $UATHEAE, Critic FIW7 275 B Ih. Critic K2k
eI 43 B8 AT, IR Plan 5843 IE i FLA 257 K8 1510,
2 BASHEERE J). BB AT B BRI DU, 25
SR NTERGEAR, B A8 Token FELFERL.

(2) TREENAR. THERMK, ke T
8¢ Web S, S EURKIAS B TR 2 20 2R

(3) MR ELT). Bk 5, CVE-Genie i A i it
T SNl BT, B R R T L IR 9 e IR
JRiF CVE-2025-31131 i, H AR AR K Ih#& 2, CVE-
Genie I A& B0 A BEALLIRG IR AT Dy, KA 20 fift g <At
PLERIEE  H bR R G0, XM AT N R R AR E S,
BHEE T MR, & SRR BRI A E, FER
HIEE PR,
3.7 RREBEHMUERALERITRBITMH

HVEAL VulVerifier J& 3 #218 N K E K, A
Wit 7N TR ISR, X BOE 4 Hh R IR 4R 25 14T
PGt SN & KRS VulVerifier A [H ) K& 1L
HUIREE. BEAMESS PR 2 h, 5 VulVerifier “F- Y347 i
[f] 5162 s F#eilt. LRI RSO @S, $UTHE
PR RS IE R R, A 52 R B A . N RIE A
S, AN R VR LR 45 4 R A IR PoC, SEIRAN FR AL
Tl 5 A £

K9 R T SEIR g B, 86 iRk E T 57 4 g
B, IE 66.3% (=57/86), W& T VulVerifier [#)
47.7%. NRL AN 16 4 (18.6%), K W]
VulVerifier O30T & FKF, (BER &3 AN F 5 2
PR, 32 BARPLLE S e EE AR IERE ) b

[5712 B R
[691 18Ty 22 e s &
[86]FI LI
[12]E Bl LK I
[17]22 3308 K

B9 AKLFE IS R0 as R
AR II T T NRF B DL RE AR g
B S, A 45 R R W, B REARAE IR 5 A7 AR A R I
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T8 H O E AR AN — s B, A0 ) A T AR
TR A EEZ T, AR R 250 B o K I 5 0 715
B4R 5E OB 9140 CVE-2025-2011 $2 4 —4 5 I
AR, B REAR AT J5 1) e R, (H TSR sE AR R N3
LR RIA A docker-compose 5 24 # Docker A3
7%, 18250 docker compose J& il Ih & BRI .

4 Fw5RE

TR VIR S0 UE A2 YR VIR 41 7 A B e ) S B EA TS . AR, 4
BRI SRAIE /=0 FE AR TR AE, CRART, B il £ %%
M R AR . AR TH AR, AT IR SEB 1 2
TR B E S S I BEAR VulVerifier. £ 31
A HNE IR PR, A SCHR H 3 T O HOR. 5 %,
TR EAN R AR B B S 2 A B, MHRFEAECH
BTG — RS . R, AT ERS B A
PARE IR A% 0, X E bR T A B IR R S5
VB, A6 FL I A0 05 2 s T 2 DU AT B A 1. e, ST
A BEARE AR IS AR RS BN i B
TEAT 9, DA S 50 H IR A2 2 175 .

JRE VulVerifier 7E3& PRI AT SENE EEUS T —&
B, HER ST A ol 22 [F]. 15, VulVerifier 1£
A B AT 2 V1 T ST 45 A B AT A7 A A 1 1) A 4
A BB 7 45 R AR 7 B ) Web F o8 AR, B 24 5t
HCER S 2% i J5 IR AL BB = 1 UM RS, $R1E2 5)
. 2 B AT BEIRTS LT, (RS BEAR A Al AN AR
SE T 1) R R SR 90 AT 4 2 B 6 e 1) SR TR 5 A2 L
B, DA TR BeARAE 52 2 R S i B B m S, R,
KB 5 B[] A SR B A7 2 B2 0 3 2 1 o B . AR Y
FAEL) D0 58 ) 8, 1] g 2 $E 7 1] Hh (1 B 4
AR AT 2 B8 T i R Y B R i 1 A B AR BE A, DARE
IR 26 ] R ST I R 2. B JE, B0 S Web
I FH IR R L e, R A R R AR . B,
B AR BT 22 A Web YRR 2B, X HoAh 578 5
BIRE RAERE . ST EREANL. JFE:
WFFE AT 4 J R REAR SO B 22 R Y], DASR T3 FH 1.
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