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Abstract:

With the development of access control technology as well as the diversity of security requirements, the
combination of access control model in application is increasingly becoming an important security goal in
the design of operating system, which gives new requirements for the unification and case application ofthe
policy description language. Based on the research of the existing security policy language and access
control model, this paper presents an access control policy language EGACPL. With the application of
structuralized and object-oriented design, EGACPL is easy for developers to understand and use. It unifies
the description of policy el ements and security rules to support a wide range ofaccess eontrol model, which

shows better generality.
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3 EGACPL
3.1 EA¥uEXR

SEMAFRIBES—H, AT RIBES MR
BEM, DIESEEEIERINE AT SHH B
EX o TEIX—E5%, AN .ECACPL FrE AL
KT RMERAAT T T 2, AXPE
{EAIE TR 2 FH2 EGACPL s,

X 1. EGACPLIERREAT 4 FEAKIEL
ity

(1) & int,

(2) FFEEA string,

(3) A& {Ex£T operation, R ALK IHFMN
BAE.

operation WRZ{RGHEE 1, RGHIE n};

—7) operation RN —KRFEE, W
operation file X &/ X #F2E A I R Si 45 /E, operation
process XJ N2 KB R G2 1E,

JEMX 2. 7 EGACPL 1, £/ struct KREXT B
HIEX T, EGACPL X #5H 2 FEARHIEXDL
(int,string) A& MAMANESXE, EEAFREE
Mo HiBFKEHA:
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rewtype—definiton—stuct ID {commmn_varidle _dedaaton It }
armon_varialle_dedardtion_list
—>ammmn_~aviale dedardion_list conmon_~erialle dedaration
|c0nmn_\arzaHe_dainim
camon_~erialle_dedadian— conmon_type ID,
joommon_ope DN

comon_tpe— infjsrig

Hep{FmB ok, [I5R~$84HEE, EGACPL HiEd
struct SKEXIRBNZEBMEME RERIFEELR, 1
Fz1HEXHB BB IR TIRRESE,
% 1 EGACPL # %A = YR

struct userfrolo{

string value;}; /FstringdRIBRBACHIF & R & R
struct confidence_level/dto_context {

string valuc; }; /5 SUBLPHY SR 24 S8 R
struct file object { /52 XA R RRN

string peth; }; /BEERE:
operation file={ | /RH{Lt—operation®iRfile
read, /p x4
write, J/p 2 ]
)

3.2 XHRXE

EGACPL TE X T —E X R KT REAR L2 BM
Z ENBEMARURRG R RN B 2 [BHIKEK
KHo

FEX 3. EGACPL HfiiE X X R ETVEHE.

(1) associate, ATEHAZEREMZ [BHIKEK
A (% RBAC H A5 AEZEMXEKAR).

(2) dominance, BTHERZ 4 B> BHRE
KA@BLP F 22 E RN ERAR UK RRACHHE
ER6ZEMNXEXR),

(3) conflict, AFEALEBMH BFIHARLR
(30 RBAC HABSBEZEHHARER).

(4) gencontext, ATHEARFHEMLZEREM
ZENBTXR, ETENASZTER TARMNZ
&M,

(5) initcontext, AT AV RFGHZENLE
B, BRZENN 0 SHBEFEBENLEREM,

XA FX R LB BFRMANEEIE.
relation_def —reltype ld (formal _para)
relation_inst —inst Id(actual _para)

reltype — associateldomn ancelconﬂ icll gencontext|im' tcontex

NER 2 A<, RELATION_UR #5R 7 A AAE
2 8% EL X % ; BLPDOMINANCE ##3£ 7 BLP fi{%
BHERNSEMFESR; ROLECONFLICT #iR Y
Al (af R £, BLPCONTEXT X TR %%
AN BLP 2 BMMXECKRR; R, XRKEWNE
NFEEHTEONER, BUIIERE — NSH %

A,
# 2 EGACPL # X % % 8 % SR Al
associate RELATION UR (user, role/role[]);
user u, ("secadm_u"), u,("suditadm_u");
roler; ("secadm_r"),z, ("suditadm_r");

imst RELATION UR(u,,x;); inst RELATION_UR(u,,x, );
deminance BLPDOMINANCE(confidence_level,...);
confidence_level c,("confident"), ¢, ("secret"), c, (" topsecret");
inst BLPDOMINANCE(c,,c;,¢,

conflict ROLECONFLICT (role/role[].role/role[]);

fmst ROLECONFLICI(x;, , 1, )i

gencomtext BLPCONTEXT(flle_object, confidence_level);
file_object sysadm_file(*/etc/*);

fast BLPCONTEX T(ayssdm_file, c, )

3.3 Z&HN
EGACPL X RMFh &N ZEHNFZ2 2B
MR, oaliEid allow(E ERN). deny(EE
FEADFN trans =44 F IR
3.3.1 &AL
FARALNBRR TR AT SR E R BREI &1
AR FS 2 AR,
EX 4. £ EGACPL 1, HEAHNIBIE B EHMN
O allow A& EFAFN deny, TBEEER A
allowfdeny _def —> allow|deny policyBype( formal _para)}
permission permission _expression
[constrain constrain _expression)|
b
allowfdeny _inst — instpolig/Type (actual _para) ;
policylipe —ID
H policyType BT AHAKE%, allow/deny BT
FIRFAESY, BRI E X B A SRS
(1) per mission &AL, RIS A1
ELEHNER, ©TIAE—1 =21 operation KA NS
RVBURA AL BEERA:
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panissbn_eqresiam—i{padion expiesion;
Qadion_expresiai—padion._ spresiaioprdian_exprasan_df
lpadtioneqyession_df
qudtion_exresion df —qerdion a . qdion Ve nem| vaiakies)
qedin_vaf gedin_va_nem —ID
(2) —NEEM constrain EFEE(1FRR 0%k
), ©RTRERRHNNEL S M. constrain 32
F_MERXZHEZE: &&. ||F1], MUX 6 FHEHH
EET<. > >=. <=, ===, £F 2 ¥
HREFON<> . FIERAT BRZBENEEKEX
A, BENXHNRHEEAXBERNKAEE; FEXRA
LB ERHRKER,
constrain FIEEEH A .
constrain_expression — ( constrain_expr ) ;
constrain_expr — ( constrain_expr )
| ! constrain_expr +
| constrain ‘expr && constrain_expr
| constraiﬁfe);pr | | constrain_expr
" cc;nstrain_expr_prim
constrain_expr_prim — cexpr_term < cexpr_term
| cexpr_term > cexpr_term
| cexpr_term <= cexpr_tem
| cexpr_term >= cexpr_term
| cexpr_term == cexpr_term
| cexpr_term ! = cexpr_tem
| cexpr_term (@ cexpr_term
| cexpr_term <> cexpr_term

cexpr_term — constant | variable

MEBUENEEFRTUEL . RUNESE
XETURENKVTE, BT NEHATE, XHF
TAEHRERIBNRES
3.3.2 ZERMEEBHN -

R4 B RS IR T 35 [ AR o AR R
N ; '

FEX 5. £ EGACPL H, L2 RIEEBANEIE

TEIER
trans _definition —trans policylypd formal _para){

when when _expression

refum remrn_expression

[constrain constrain_expression]
allowfdeny _instance —inst policylpe (actudl _para ;
policyBpe —ID

42 9T A Researchand Development

B 7 HLNZEEY trans #1258 policy Ty pe {97 A
29, ALEBMEBIANEZES =0 HEM -

(1) when 1E7KEL, #3R 7 I RIS AVRUER L, H
TBIAE A permission 481

(2) return BERE, WA THITHEREZ FRIZ
REIMFHREE, BESEENERRT

(3)constrain 1BEAE:, ©RATREIZEINAIL
Mgt o HIB RS 5B Y constrain —%,

Hrh constrain 1B7AR2 0 50,

Z2BMEBRN—RPR=PSH. BRE
B BN RERNRAB T RET, 7 FIREME
T, RN R AR IR R K BE R T RLE
B ABRNRABRTHTXHNZE BN, A
FREBAN RN R TR LR, BIrdRIN
RABRREREARLZERE M, HPXBENR R
BN RN EF.
3.4 EGACPL $HiF= UL

ECGACPL RiFseX B EERMEITER, X
EXSARBE RIS, HREARNEIFEIRE
W, BATARDERERETZEINEHN LI, @
selinux Z 215K A i 5 REEHEEE EV IR
XML REEERE, HFsf 2 MAEZ2ME 1 fimo &
55, FAEA Lex/Yacc kLI Zmik &g IR i, 45 5K
BT A R AN, BEE, 1BX O
SHISIEERHTIBEN T, RIEH &L EHTER
LB BRSNS K BIZ ERED, HLFIML
— RSB R R L I P (B RAD AR e, &
BB REBE— REREmRER, BATMR
BHRKEFAEDNEHKENRBIRRE, oS
¥ B3O CodeGenerator ‘FINFHEHR. BRI, &
NEASH T —HHRRNEEER,

B 1 EGACPL %1% %42
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BGACPLINIRTIR R

| L

allow BLPRead (confidence_level subject, confidence. Jevel object ){
pormission { filo.rend(subject, object), process.getpgid(subject, object),... };
constraln ( subject>= object; };

fnst BLPRoad(* *); /* “"S{CRIMERIPENNNRIEN S &/

allew BLPWrits (confldence_level subject, confidemce_lovel object){
pormissien { fllo.write(subject, object), process.sigkili(subject, object), ...};
congtraln (subject <= object ); };

fnst BLPWise (*,*);

ns5ap

AR

dio_context domain(*syssdm_t"),domain, ("kernel_t"), type, (sysadm_log file_t"), type, ("syssdm_exec_filo_t");
allow FiloPerm (dto_context subject, die_context object){
pormission { Hlo.*(subject, object) }; /* Hle>JRXAINNRN ML */ 3;

st FilePeem( domain, - typey

trans ProcessExec (dte_oomtext source_subject, de_context object, dte_ context tanget_ssbject) {
whea { flle.exec(source_subject, object) } ;
roturn target._gubjeot; };

inst ProcessExec( domain, , fype, s domain, );

B

user u,("sysadm_p™),u,("secadm,_p"),u,("ro0t”); rolox, ("sysadm,_¢),5;("secadm,_£”),, ("super_r")
st RELATION UR(u,, 7, ) fnst RELATION UR(u,, 7; % fust RELATION_UR(u, .z,
filo_objeot sysadsm_flle("/etc/*"),seondm,_file(*/security*);

sllow FilePerm (role subject, file_object object){
pormission { fllo.*(subjoct, object) }; };

fnst FllePern( r, , syssdm file); imst FlioPerm(r, , secadm_file);

d

deminance ROLEDOMINANCE(role/rolef], role); /% SCRBACH 4 S\ W IE AT IR 200
et ROLEDOMINANCE ({1, .5 b5, % / 1, <5, & &%, <1,

Constraing
RBAC

fmst ROLBCONFLICT(s, ,5 %

trans RoleTrans(rolo source_role, fllo_object object, role target_role){
when { file.cxeo(souree_tole,object) } ;
rotura target:_role;
constradn ( |(source_role <> target_rolo)};

Imgt RoleTrans(*,*,*)}

4 EGACPLHIR F3:451

ASAD ARG Z BT 4 Bk TE EGACPL
FIFEIREE 770
4.1 BLP &%

Bell-LaPudula(BLPYRE) 242 Bi A 2 44 22 41/ (o)
SHHER, EGACPL AF & kiR LB, FH
dominance XA FEHRENEBMHZ BHXR ; £ H%
B K R 24 %5 1, 903k 3 Fsx, inst BLP-
Read(*, ")} RFIA T S L L L4, M inst BLPWrite
(%, *)FRIA T 4514,
4.2 DTE #=®

DTE R E 2 40k & fI5R 537 a2 B R

EGACPL =7 8L 8U Sk 4 —fiik DTE puUE A1 5L
B, fERERAGINRER AN, FRLEBM
RN SRR T AN, i3k 3 Aizr, sysadm_t
Hxt sysadm_log_file_t #E B W5 AT B
fRo X B, kernel_t 71T sysadm_exec_file A
SR ARIEEL AN, EHaR] sysadm_t 88, AT T
RGN,
4.3 RBAC &7

NIST bR RBAC #RAVEZH 3 NERHREIA
A, X 3 PEHAREL SR

(1) Core RBAC & X 7 #} RBAC = HI R FH &
INATTERSE . EGACPL fF BEARFIREBIIR LR E
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BSRHRARIX S, 3% 3 FEX THENAM: root.
sysadm_u. secadm_u #1 auditadm_u, XPU~H
FX550F0 super_r. sysadm_r. secadm_r A%
auditadm_r U AEIEXE, M EESMA CHIK T
T AEHIRER

(2) Hierarchal RBAC 3|\ A& 2 8HIZEN %
%, EGACPL sl bl B domniance % & KR SkH
# . super_r B4 sysadm_r I secadm_r £94%
FRo

(3) Constraint RBAC EX 7 At > B EL
F, EGACPL {3 conflict (R XA KFIAAHEB 6
HIHRZRAE R inst RoleTrans(*,*, )W RFJIA T A
BANERATUHENAREH: BABMERAERR
THRA, WHNRIET E—AFAREEE RRE—
MRACESTHIRIMABHZ AR,

5 R%

ASCB I W IE B4 AR S A SR
B5t, RUEIHEIT T M AT R RERASEN
IPHESIRIIES EGACPL, 2B S X AN K
EENRERITER, EBFERAER, XS
WA EER, WY RIS RIEAE B, B
BTSN TIZIE S RIFR, IHEEREINE XS,
H R BT EE AN IHEES SRR NS EE S,
EGACPL TIHEMMREEZS XL E: FEHIEE
SRR EMAE S WA ENRIRITTE, Al

B 75 7E% EGACPL #EAFEIE LR — S & XI5
xRN RY B DSOS ESMAGIE,
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