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LRCRaft: Consensus Protocol with Rapid Node Data Recovery Support

YUAN Jia-Zheng, HU Xiao-Peng
(School of Computing and Atrtificial Intelligence, Southwest Jiaotong University, Chengdu 611756, China)

Abstract: RS (Reed-Solomon) code is most widely adopted in distributed storage systems that support erasure coding.
For an RS(k,m) coding stripe, a common approach to store it is to distribute one fragment to one node. "Such an approach
could cause network congestion when a node fails since the system needs to reaq fragments acress multiple nodes before
it can decode and rebuild the lost data. The system would be in a fragile period!for along time when a great amount of
data recovery is taking place. During this period, the system would “S}lffer from lower failure tolerance capability, lower
throughput, and higher read/write latency constantly. LRCRaft‘ is an optimized version of Raft based on local
reconstruction code (LRC). By introducing LRC, dynamic log replenishment, state machine purge, and fragment version
consistency to Raft, LRCRaft can reduce read/Wfite latency and the time consumed for node failure recovery. The results
of our experiments indicatejthat compared to Raft, LRCRaft can reduce the time for a single node recovery by up to
49.25%-74.97% in different recovery modes.

Key words: distributed storage; Raft consensus protocol; erasure coding; local reconstruction code (LRC); node data
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fith R G0 I 45 25 (AR 2R AN . R4 7T 98 R AR R 5%
I R 7E 73 AT SAF il U, X 28 I S8 SR AT il R G
e E N R 2 —. A7l RG24 v 1 = T R 5
Gl R A ZE, B2 T BN AE T R, 20 b 2 R e B
T RN 2 i B P ARG, g b e R, — 03 A A
il 22 40 1) 5088 TU A% SR LARCHR 2 B 55 AR A% 4 ) B )
. 24 (erasure code, EC)! i it X $dfE #E4T 4w i,
IS INE G 1) TUARAB B, B — B 10 2 5 1 21 £ e
1. UAEH F ) Reed-Solomon Zwf5 (RS i) J9%l, RS(k,
m) ¥4 JFIEHAR VI 5 Bk AE3E 23 Fr (data fragment), FF
G kDR AR m ANRER 7 i (parity fragment).
TE k+m 53 R ATE kAN BI AT TF 5 D 46 08, i
RS(k, m) W3R LR BB Z m A Frd ik, 1E92Fx N
T, E kKT m, RS BSESEE T AR g Z L= R
AT A ). R, — SR AR A7 i RER (Tec-
tonic”!. Windows Azure S!torag“e“\]\ HDFSPILL &
Ceph'™) SRl EC HEAIL 4 Hes.

EC AHAME REEME: (1) B4R 10T DLE I 24
e B (2) A0 2 (AR 28 5. 16 70 A A7 A e, 5
A EC JUARSEIE A LU Z A A7 i R 48 R A F 2, (B
[ B A, 2 5 SR — LT P I A, 48] - e PR IR 51 R B
P — 22 A0 A R A LRI A E—
Leader 9 mURMES) & A7 i 19 U SLHBERE. SR Z A1
A F 4, Leader 19 i 7] HL AR 1 2053 B85 B A -4
B T R AR L B A& — B, R EC IR 4,
Leader 17 5. 70 & AR B8] 78 4 AN [F] B 088 23 v 3RS 56 43
F, WA S TE &1 UG 0 IR R, FEORIEXY

JE IR B YK S BE 712 EC 5500 A ARk 45 6 (R DG BE. |

[ . o] GRAEAT 6 2 4t o] FPE 3 (liveness) AN B
W2 i SR 2R G 1) — AR AL 5 T A B
LT AP W 2T R R AR, XA R B A
—ANEEGR. PR R AR 2 R I
BT SR 9, — N 2F+1 AN AU Raft 2Ei8
LRI A FUY. 5N EC Ja, Bl it 3Lt i
WMEAEAt R G0 T MG AS T Bt — A OB i) .
T A B B AN 2% 1A T RO R B2 22 R AR T AR SR
T, R — AN ST A Leader 17 55 [5] 25 i 3
[F] 9% J5 AR, 51N EC J5 75 M 22 AN 5 3ET A 26,
DIt FE IRV K B T G A/ A i, a3k — 25 B8 0 e
WE A

LRC (local reconstruction code)™* ith 2 i 2 i

—ANEET RS MR, T 2 kgD TN LA
AR SREL T B RS BB AR KBRS K B 1 e
AW AR Raft PhiR LRC FYMISE &, IR T
— PP LR PR LRCRaft. LRCRaft &AL T LRC 74
MR, TEABRAR R G0 n] SEPE AT T 450 7 L4
HH T SRR P AL FE IS TE]. 4k, LRCRaft #1745 F1 Raft A
[ B AT PR ZO0, JF B ah A H B Ab . HHERIRES
U . PR O S R, DUERIE SR 5 N IR
RN LRC TUR RIS I AT FEME, o

AR 4 2 e I LA WA T e s 5 1
Wi 5 EC AHDCHI 3L BB T TAE. 25 2 5 40
W3 LRCRaft fY PP Bt AT OCBERF . 55 3 i T —
ANSERE TG AR W U0 20 A R AE A R B R 4, T A
[ B S50 PR A i AT X6 LR, 36 0F LRCRaft ¥ RE4E
b, B Ja i TAEHEAT 2.

1 MRIAE

B EC BN 30 47 i B8 0 358 SR
RS-Paxos!'. iZ Wi %) Paxos! 2 FEIHEHLEHAT T 12
5, A SR AL U R 3 — AR A I 2 0 TS
SEMONOR, T4 7 465 55 FIEA T4, 1L 45 ok
T AR AT P 0 T I 1 2. Paxos 3 KSR 4L
93P B MO Op FI'S ZARIR Oy 15 WO
FRHG R B/ HR b T 0, W AR I A
P09 F A B e SO 5 2 HORIE IR 0y
A5 RN AR L0 5 R0 5 AR,
AR RIS, Oy Fl Oy T 210

Or+Qw-N>k (1)
Horb, NIRRT S b 2EE S R R RS-
Paxos A TEE /D max{Qg, Op} N7 AT I OL T,
SR H A AT 0] AR, 95 (1) WS-

Or ';QW S N;rk @)

FEARIE RS-Paxos Al Raft fFLRZH K/ —F A B
T, 5 N=2F+1, # RS-Paxos )R] L Leg p:

N ;’k —F- % <F 3)

HHE X (3) 7% RS-Paxos KA A 1% 2% MK T

Raft, N T A7 i R85 0] FH 2 51 R B4 ) A, CRaft!"”!

PRURIE T A= . CRaft & — MK o] B YR R o B 2 4R
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FrRIGEMY, H H AR 7E Raft E5] N EC TUAR S HAR
FAR R GE ) AT F P2 5. Raft PSR A H &% 28 7 i
TREEEREATE R, HE S RS Raft Wik
IR 7 BHE (RP 27 g ELAF il 10 B 46 500808 Raft Bl
SLAE T HARA LRI R — B G B, Wl R
B szhrEk i K. HESS (index) Al H &
1) Leader 5 sAT 1 (term) &5, @ik H B ML, Raft i1
AT A DUORUIE s — Bt I B T S A
I R oK H BN (apply) A4S iR 28 HL_E B AT 44
E &7 A B & — 3. fE Raft 5] N EC /5,
7 20 H G o FE AT gm A, TR B— 4w
B 4%y . 1 gm D 4kt BN IR 1 40 R 08 T 00 A
B A F T A, BIRE N A A b
X 7 TR S DAE R 2H 7Y 55 BB 0% 1E A A7 fif ek
a3 . — AR B B o P #0001k Y 2 D
AR L 2 2, E AR M AR 4 R L
VOB A ER

7£ CRaft 1 N 2L RA K %, B N=k+m. Jy
T 5 Raft PpiCEEAT AT P8 1 BV L, CRaft ik
Wi N=2F+1, BI04/ G Raft #H5E. S Tk
FIFN Raft A [H] AT H 2% A, CRaft i T — MRS
TUAR NS : AR p ] AT S E AN T Frk B,
CRaft 7 fiZ AR H EC TUR KBS 73 & H &5 gk AT
AR [F2E, 4nT A A EL T XIF[F+1, F+k) i), )
TEAT S 2 By ke H &, RIBAZ REIA T . CRaft
fi ik 75l BC J5 240 0] F 1t B4 1 vl @, (5 A2 76 7]
WRBAE R ET, BETUR KK T B
B AT,

5% CRaft JB & TUA KIS 10 5 &, HRaft! 4 47 1,
Hobot B B B CRaft (1170 40Uk WS, i 50 75
Raft "1 52 2§ F EC JUA SR HABRK R g nT P
510 FFR. HRaftg| A T Helper 1)1, Helper 2
AL IR A 1) FASTT T R, H Leader 5 s .
7t Leader 5 s 73 K — AN HE A, 0]l midE
AbF X [ [F+1, F+k) I, Leader 77 i 2540 R AN 2453 &
SR TR A H 5 oy K4 Helper 29 (R4S
R, ZERERR NI AN (replenishment). 7E # [ 5
P 5, HRaft 752X LRI H &5 it A7 ks, Bk
0% /& Leader 75 £ M\ Helper 2 HE 4 Fr, BT
gy es B PR T A, 40 K ) S 38 A1 Helper
AT R R R H & A
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ECRaft!" V& % — A% CRaft ot (1 ¥ i, &
HRaft 5 — & [ AL 2 kb ECRaft 17 & 2 Bk (1) b
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HRaft A5l ECRaft #H 7 R LI (state machine
purge) AL EE i A7 % BTSN H 49 e 2445 A
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R AR AR S LR . 254 FT A 45 250 A it o 4
J&i, T LAARAE 5 R AL A A 45 IR A LA G 1 00 2
SR AR KN Uk

Raft PR H IR AR FRF S 5 BRI,
(T S ROR, T8 S VRS 174 2 ) R i 3 257
647 T W, 4 F A8 P 0 52 DR A7 R 5 U e K i
4% |A]. CRaft. HRaft fl ECRaft #J5%} Raft fit ) 7 i&
SR A, 6B BT T AT B SATT 3 P
Yo ¥E Raft 51\ EC J& U {8 5577 P G50, T e
HOHE T 2 BT AN 2L (7 AT MO M 238
B[ 1k A BT AT 1 18 . 2 S0 T O B9 5 g i ]
X— MBS SRR, 5 LRCUH Raftadf 1745 & — A3
3 P~ SL RCRaft; 3 fl P U4 A1 Raft —RE
APFE 0 6 1/O I AE 508 0 T 405 R Rt i
W

2 LRCRaft ¥ it
2.1 LRC f3#1 LRCRaft IR E X

TE A A R G R BC, Wbk B I 75 255
R AR E, R T % A B A U R
HIAFAE, IXFF I 58 G078 Vi 2 200 B 38 o 2 18 31k 5
FEOENG . TS TERE T MR L BL EC X AMERE A )
NS, IR T LRC RS, %4000 )¢ BC g i —A
b AEFp, LRC Gt FE ANB B: 56 1 B BER
FA RS G 4 JE U B804 d o — A 1 B0 43 1 AR B
53 Fr IR RS Gt 255 5 2 B BO e 2 b7 AT 4
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4 N5y Py (D), Dy, D3, Dy} 1 2 ANMEH 53 1 { Py, P
FES 2 BB, R liiE 70 B 73 9 {D,, Dy} R{Ds, D,y 4,
Sof WG AN 49 2H P AT — YR RS 2 b, AE BOHT RS 43 Fr
{LP\, LP,}. XA BUAE BRI BT A 43 P 46 10— e
B—/> LRC fih 577 8T X 73, LRC B2 1 By
B BURAZ 36 20 R AR O A R B8 4 - (global parity
fragment, GP), X} % {GP,, GP,}; & 2 M Bt A= A I BE 56
B R RS 4 A (local parity fragment, LP), X
Ri{LP,, LP,}. IXFE, R % D & il 54533 17—
AN AANBERS B 2 AR R A 2 AN R AR
5843 M R LRC Zmfidh 5% 5. K LRC g bt 5% 7 2
1 B4 0 R MR SR B RO 4 R4, B (D, D,, Ds,
Dy, GP,, GP,}; 55 2 MY B & B o0 b, T A2 i

RIS 43 P M P B2 B SR B4, B (D, Doy LY AL

{D37D4>LP2}' v
4

b O MR
LR R A
PP

JRERD
1 RSTiS
| D]| D, D3| D,

| D1| D, D, LPZEGPIEGPzg

LPI| D,

RS i RSZwfis
1 LRC %hgid g

ULJR 2Dy, D,, LPyy A, B85 Fr Dy 4505, 1]
BB 5 1 Dy A LPy fi— R RS MRS HEAT KA.
B LRC 5INH W B o R S F i, 3538 1)
RS B3R5 1 Bt gL, 43 A Dy B A il

Xﬂ‘{DZ:' D3: D49 Pl: PZ}EF'E(] 4 /[\ﬁj\)ﬂl‘iﬁ'/fi:—?k RS EEE—DJ )

WE, MERM (S E5IE N &) & LRC
f%. T LRC 40 ZH AL B 51N %%%Béﬂ%‘}# )Pk
SR BN Tk, m WS EE 2 SR RS 15,
AR A AEGTDEK LR I T

EC K4mtd B A MDS )i, Bl —A (k, m) BI4mh5
FPHARER SRR & ANEHE 7 i JE AR T m RS
gk, HiX k+m A0 AR kA0 B el R aE kA
B AR k. LRC AH & MDS )i, —4~ LRC
Gt 2%t HRAT I kA5 A ASRAIE e IR R s

¥ LRC 15 J=) 5 2H 4 ik 52 AR B R P 52 A 2]
ARG R G H, B AT DL Yk R R S 4
HHE B 75 1T AR, ek DX % A A B %) Y R AT P
RIS ZE, 8 THT R BRI R RE. JE T Raft Bk 5

S EIE, RSO Raft M A EEREIER L, B30
TAERAE LASZFE LRC 9. SNi& N LRC 8311 73 Fr Rk,
Raft FEU L 445 S AE A LRC Sl 4 o g —
ASF T LRC KL P43 3 R RURIH A5,
PRI Raft 3EIR 2 35 I8 5 AR 040 28000, 4015 4%
SOBCHR A AL AR R AR R T U, [ R
O34 R AR AL AN ). 2t ik wt LRC
A& ML 1) Raft HhFR N LRCRaft. & 2 2 & 1 Hx
) LRC gt %7 /£ — > LRCRafE;ig‘}RéﬂﬂlﬂB@ﬁ%ﬁ ZN
7. LRCRaft 11X 8 415 M40 Thl A4 R4 2 A
R ERAL, AL RO AT B 23 1 A0 4 R
53 P AD\, By, D5, Dy, GPy, GP,}, Wi R4 5 BIT7
43 B 55 Fo R LR L R S B e 4 P, BL(Dy, D,
LP\\F1{D;, Dy, LP,}.

RN R

Kl 2 LRC Zmi%2kH 78 LRCRaft TR Y5 5 F oA

T4 1 LRCRaft ()% 46 E L LRCRaft & —
AN LRC T Raft SR P, 8R4 E A — A4
U 5t 4 Lk, m,n,r), kymyn, r € N4k > m,n | kFRAhd, H
e R AR T Bt m FR 4R R SR,
n R AR R (SR AREN 1), r HREA R
YL R RS 8O XTI 2 H) LRCRaft
LR, HECE/HIA N L@4,2,2,1).

2.2 Leader T3 =i 25 A0 HAEIE3Z AN

LRCRaft [1J Leader 15 i %M RE T A A 2R
AT S A T AZ 5 Leader 75 fik 28, il 2 7E —
A Lk, m, n, r) JERE ARG ktm A S L Z0E. 18
R %A k>m BIZRT, 43X Horp AR 2 & A9 D
AR R 2 BO)R (majority). # Candidate 5 s K ok 2%
Ja, B D> k-1 AN R4 R AT R S AT BN
Leader 7 /.

5 ECRaft —#¢, LRCRaft 1 /& — 4N &l 25 5 Hhill.
A It LRCRaft i) Leader 15 S AE & HED A A&
Rl EfF A T H T Sl EANwm S HED F g
L, AR INAN HERL RS, WK 3 Frow, —
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AN L(4,2,2, 1) SEARZE I A 95 s 35 9 m] Y A
Leader 77 s H 3250 3 8 2 5 3R 20 b 518 1
TR EE— B BEAFAE R A W) D 7 AR AE 4
JRAH A kAN AT AT FRAS, LRCRaft JLiR 40 74
REdk S48 22 H &, 45 WA JLR 40K T8 2 1B TAE.
AFAE ST AR, A PRAF A 22 4 7%, LRCRaft {8 1 3]
A HERAMLEI AT H B3R, SR AEES 2.3 75
g,

123456789 Hindex

T2

2

s Jcdpledrlodn]n) i s

AdpaCaDAEqFiG e [ Mol
g7 | )RR A

AR ARl

..... L i L

-
B3 LRCRaft &

2.3 S HEEA

E— GO T, Leader 15 s H &40 40 K4
FRTT R, SRR RUERR 9] 5 B ) J5 P A 3R
AN H &GS, fa A BJRIR RV EE 5 ). SR TR
FLSE 50T, 9 s R A AN AT BE S 1, PRI LRCRaft
Bt 17 ECRaft {1 H ML IR CRAEFE 5 7715 sk
B VoL R A AT

LRCRaft i Leader 7 s 23 M 4f £ i — ¥ A O 6
Wi S R HE P AL R 2 % AU AT RS, B R A
x (x <m) D S HER, Leader 7 a4 B AL /> K45
Kx MR HES T, A2 R MG K
IR A ey A P R ISR R Y A b, X RUBRR

T 96 2640 1 B DR G B 5 ) | B4 26
5 P A A RS BRAS B 42 72,

R SRR T 45 g 27 A
e R L P 045 1 24 g B AL 0 i 3
S 1 AR 17 2, ORER A AT At 55 50 M et 152
T, e A1 s SR L0 97 0 1R B L
PRI 6 LT 1 8 0, TS S
HLIX — 4, Leader 1 S5 73T H A58 KM 3175 2258 1
Tk PR T e WL e A, B e R . Bt
VSR 24 A e W4T 5 S MR, Leader 7 £UKFIRSG
) A R R I A P AT, R R
RS A SR, R R ML S B T R4S A, J
T PR AR ) FRAE N1 AT BT LRCRaft 3 5
S R AMLG, P — R Lo, B T L I
10 T 45 AL A 6 5 (B0 % R 5 4L o  HOHR
§40) RTAMIEE E6 4 5, S5y F 40 D1
B SRR 55 RO, 4 T 5 b5,

W 4 B, —A L4, 2,25 1SRG 8 43558
5N 1-8. (¥ - "

\

. s | o | e | wes | s B ke o
1 J— -
Ak IR ETI oW |2 R P
e 1 N E@ EJ% 1B o
GAKHE | W | B 3 &
%MQ&% lplc] | T uipicy | [delc] | ldec] | ded | UiBlE; | MdBGS
A , - Seln
S e | B ﬁ%:: ﬁl% Blc] | Blc)
. =2 =
ooy | LEE] TS | [T | )|
iCa Ca
soions | (L) | [RI) | BACH | fpdc] | ) | BB ||
v
(] n -~
[Jaear D aRRwsr )RR

K 4 LRCRaft ¥ 5 K475 R b

4, (1,2, 4,5, 7, Sy MR AR A, Hy
RAT, 8} A SRR A, AR AHAETY R {1, 2,3}
P RURERZE 1, 5 5 3 R AR IR AL, T R4, 5, 6114

192 5 H & Research and Development

BRI FRAE 2, 45 kL 6 O )R ERL IR T L. Ty I 2T AT A
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B HES R By #7813, 4,5, 7, 8} |
Ty B 2075 5506 Wb, bR 5 N HE %W C I RER R
H&EDF Co WIGANEI T A5 5544, 5} b, BUEHE 0
C, WEIANE] T 5 {1, 3,4,5,7, 8 b; Ty B ZI45 4
2 M5, Leader 11 sUd KR AL 1 (0777 s0RF 38 # I £ 4
H &5 F {B,, Coy BT 55 2 &, R &l h ) 718
SNSLVR A AR RUMIBR IS H 50 7 (B, Gy} Ts B Z
A6 K, Leader 17 pi il A1 RFBAL 2 171 S0B 8 4b
RS H &5 Co EHIEIT 21 6 b, fF =il i)
J& PR AN R 2 HARAT iR AN H B G,
AR SR 4 R AN A2 R ER 3G A, AN H &0 i
i 1S T 7 P B 454 55 B AR HOR AL LA (R A7k R GL IE
WASAE. XTI S N, LRCRaft #224

HB g A H B0, AR H S & W A —

ANME— 2 I (logical address), 24 Ji 15a@ 5 b 1t
50 H B A A B A Ik ik
LSS i E@ﬁﬁdﬁwﬁﬁﬁﬁ & ROREHE, 17
fits RGUIGLE JCEUE G 2 A il Shox Lo @ AR bk, s )
R vty IR (R IX eI AR M, 25 P S B S sk vT DLE i
R bk R T ) A7 fif 2R G0 O B A #E . LRCRaft 3%
WL RN s ARG — 5K I8 B bk -4 B b -
SR (TTPRIZ 56 bk i 0 2), F LS A7 i R GE 1012 5
iy 11k B ST 380 FL A b AT i A 5 S B i B k. AR X K
Wbk b, B E BAE 3 A TR B bE, (W
# (offset) AW H B HLIE (physical block address). ffs

B IR 72 12 i b 1k B2 1) 23 v AR L H R T
T BRRAE 7 o B NG

RS T — AN 20, G AT R R AR R

S22, AT 5 F AT 5 1

SR L(4, 2,2, 1) FERALTIE 4 00IRE LA
U8, 4 R A T, TE 6 LRC A R4S A 4 1
Bl oy . B 5 FRASLRAS NHES W 4. B A
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