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Abstract: To address the shortcomings of existing image tampering detection methods in terms of detection and
localization performance as well as robustness, a multi-scale perceptual learning network (MsPL-Net) is proposed. Firstly,
to expand the receptive field and address the issue of weak feature robustness resulting from diverse image post-
processing and operation types, a hierarchical dense linked multi-scale dilated convolution module (MSDCM) is
introduced. This module expands the receptive field to capture multi-scale feature information while preserving the high-
resolution representation of input images, seamlessly extracting intricate image details and edge information. Secondly, to
solve the problem of blurred tampered edge positions caused by sensitivity to tampering size, an information
complementary perception attention module (ICPAM) is proposed, consisting of global attention, local attention, and a

gated feature modulator. The global and local attention mechanisms operate in parallel and complement each other:
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through feature interaction and fusion, the model’s representational capacity is enhanced, leading to improved localization
performance. Global attention captures the overall shape, structure, or background information of the image, while local
attention focuses on learning the local regions and specific details of the image. The two mechanisms interact and
integrate to enhance positioning accuracy. The gated feature modulator employs fine embeddings to filter out irrelevant
features and noise responses from the global and local feature maps. This facilitates downstream recognition and learning
of abnormal textures, edge changes, and other feature information caused by different tampering techniques. Finally, a
novel joint loss function is designed to further enhance the detection performance and localization accuracy of the
network. Compared with the latest works, the detection accuracy of the proposed method is improved by 2.3%. In
addition, the proposed method demonstrates excellent performance in terms of robustness and generalization, offering
more accurate and clear localization. v\

Key words: image tampering detection; robustness; image post-processing; multi-scale dilated eonvolution; information
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CASIAM, NIST2016!" 41 IMD2020M” 3% 5 N ATFHY
R SRVl AT VR A k. 3R 1 RS T R EUE
EMVEANE B, LAR R F VPl TN A AL R Ak 1 A Y
MG B

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn
http://www.c-s-a.org.cn

20254F 55344 57

http://www.c-s-a.org.cn

i H AR SN A

R EHBEEN AR

TONGRER BB Sm PR B3 BIR

#lgE A AU RS dE MR %X
Columbia 180 450 114 N x x  PNG
COVERAGE 100 80 20 x N x  PNG
TIFF,

CASIA 6044 5123 921 N S x
JPEG
NIST2016 564 - — N N v PNG
IMD2020 2010 - — N N v PNG

(3) VPl FR AR A SCLE e A 1 RE VPl 5 T, SR T
AUC. Fl-score (F1)s IoU LA K MCC %4545, MiEA:
T RE VR4S 7 T, WIEH T AUC. Fl-score. “5451%
% (EER) F1 1% MR FHTESR (TRP) $EFRIEAT PEREVTA4.
AUC 72 ROC W2 T T AR, F A TIPSR 7 28

FES5 T IPERE. Fl-score I I &5 545 LA 4 [m] 244 7

— AP PR ToU 15 (/2 P AN X0 (G A2 T
RN B SIEAEE ) 2 () (14 B S A B, DR abte T AP SR B i T3
iﬂluE@%Eﬁzlzﬁ%ni%%aﬁz@ﬁzrﬂE@%%ﬁiﬁ, NI
PR AR AL 5 fr ST DX IR (I HE R . 110 MCC % &
TEIES RIEF RG] B 4 AT
s F, DRI E e 05 1 2 TOUARE 1) 4 T 1. S59% % (EER)
SRR Z (FAR) S THRIE 42 (FRR) M IR
BAKI EER AR B AE X 43 2 SR o B2 50 UG 7 T
(I BE B 4. fc i, ELBHPESR (TPR) W& T A2 ik ff iR
ol P 5 oo B A S A7) P B A, e B T G AE R RR AR AR B
R [E] R AR U A X BRI RE /). F1. TRP. IoU

HMcc it HE AR
Fle2x PreczIszjoanecall (19)
Precision + Recall
TP (rpr1%
TRP = (FPR=1%) (20)
TPrpr=1%) + FN(FpR=1%)
v
N X i [ [Il
PO e T o
ORI T AR

TPXTN —-FPxXFN

€= V(TP+FPYTP+FEN)TN +EFP) TN +FN)
(22)

(4) SEHEAH Y A SO K H PyTorch SEHL, {5 H
NVIDIA Tesla P40 24 GB & REFEATII . KNA ik
F ) HRNet!" ' = T (K 2 E 45 #) 5 ImageNet %%,
A LLE I #CH T A E W G A AR S 4% 3, IF
T AdamPOR AL AR, B FONAT SR 1 R AT
s, DB TR SRR A . & K/ 10, B4R 2%

SJER 2B-4. 2 2 FAE S AN IR, SNSRI 30
AN .
3.2 MM EEELER

i ManTra il SPANPY5 5 5045 B B2k 47 46
PEAL, FATAEFH ARATT TR0 (14 B AL (1 S A AR A Atk
I 4. 32 2 45 T &P 5 15EAE CASIA-D il 4E 1
BRIV A LU 2. BATT ) 7 Y AE i A SR L B 48 A v #8
HUAS T Spe et ks 12 .

£ R (%)

WiRzS AUCY Elt ~  EER| TPR?
ManTra"! (avg) | 59.94 56.69 43.21 5.43
SPAN" (avg) 67.33 63.48 36.47 5.54
PSI‘QC-Net[é] (avg) 74.40 66.88 33.21 28.37
PSCC-Net™” 99.65 97.12 2.83 95.65
Ours (avg) 81.07 72.23 21.39 37.86
Ours 99.89 98.63 1.93 98.23

3.3 ENMHREELER

HRAE SPANP R g SUIRAG B, A SR A T 25
A R R0 A 7R R B RS L SOk W 5 e A 1 P e
TR ZRABE R AT LUK IR R (132 A0 e 7, B A5 23 ) 4k
AL VERE. T — L LA 28 A i A A, 34T
A58 FH T ZRABE Y A TS WU PP Ay Bl .

(1) TRIIGAERI LL 8 2 3 L T ANE 7 iE R 7
WG TIEAR R P AUC FHIEALEERE. K 3 Hm] A,
ASCHITRIN GBI AE Columbias NIST2016. CASIA
F1 IMD2020 %&iﬁ%ﬁﬁﬁl@?%%ﬂ@%&ﬁﬁ%. JoH
E IMD2020 EPERESRT S, iX & W] MsPL-Net A%
T AT B A ATz A g

X3 WG E A YERE AUC ¥ (%)

, PSCC-  Object-

(8]
6] 1] ERMPC™ Qurs

¥#E4E  ManTra™ SPANL

Net Former
Columbia 82.4 93.6 98.2 95.5 96.8  99.1
COVERAGE 81.9 92.2 84.7 92.8 944 91.7
CASIA 81.7 79.7 82.9 84.3 87.6 878
NIST2016 79.5 84.0 85.5 87.2 89.5 89.9
IMD2020 74.8 75.0 80.6 82.1 85.6 875

(2) PRI AY LG5 A AR R P I 5 S 5 TR 5
AR A [R], TR A5 2 11 I 2 B2 4 T 40 4 AL A0
R fE COVERAGE. CASIA 1 NIST2016 ##&4: I
IR BB T ORI B B IR 21 %8 1E-4. 3£ 4
J€7r T CASIA HURLE b ToU 1 MCC Wi ERI & fr
PERE LLEL, W LA B BT 5 R I P e A0 & e f 1, X
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HH 17 AR SO 3 TN P 28 5 X AN A S s B K X A
FREFRE SR, T HIEA B RmE. £S5 RRT
MsPL-Net 7£ CASIA 1 NIST2016 4% E AUC A
Fl-score fEtr _EAAKIF 2 B, X W50 1 FATTHEAR I
28I ER .

x4 BOURREIE IoU 5 MCC Tabs T I TEREPEAL

¥6kr  ManTra®  DenFCN™?  IECG™! PSCC-Net®  Ours
IoU 0.36 0.55 0.44 0.58 0.62
Mcc 0.45 0.62 0.49 0.65 0.68

PSCC-Net! ) TR 55 A% 3075V % 46y 232 5
BRI GT #EAT 1 EERL. X T 5 a i AR B & 1A,
ARSI 2 1 PR TN LT 56 35 JC I, 1] PSCC-Net!®
7= AR R R AR 2T B R, MsPL-Net [ R g
BLH T R AL A 5 25 1 LB RE.

RS IABAIE AUC 5 F1 fabs T HIMERE AL (%)

(3) AT AL LB A1 3 A, JEoR TR XS ANIE]
FLCRRAIA [ B RUZ B A B R AL (45 3. H
BT HABTT IR B 2%, P BRI 2% B TN A B A B
RIRERE, SE/D BB R AR IR, JL 2t S . 1] 4 T o
T X CASIA-D ##fa 4k 52 o 5L 25 X Ik ) vl WAL 2R, RS

FEG 1
(Mani.) =
-
Mani. GT
PSCC-Net
Ours

(a) SLHHE NS

3.4 REZRZFFMEMSEE.

9T A AR S P48 R R0 (1l ) R 2 0 A
¥, FAIAE Columbia. COVERAGE A1 NIST2016 %
A b, Etoxd 3 MR R Z I B HEAT T A ) S
B vEAl. WnlE S Pros, SEIR A R, UMK E N
4 A R T, FAS I BEIA 2 T SR

IR 286 55 B VA RS2 v, FRATTRT DX 8% 1) LA A
17 7, DLEGE 28 B v I & BEVE. T8I R 6 45 A5
Pulmhsess vl DUE H, AT H ) MSDCM. ICPAM
HI Loss %f T-H& - £ 155 8 1 R /2 6 2 1.

G AN, A SO R 451 2K R ERORE AT 3 il S5, IR

124 Z%i% % System Construction

Tk COVERAGE CASIA NIST2016
J-LSTMEY 61.4/— —/— 76.4/—
H-LSTM™ 71.2/— LT 79.4/—
RGB-NP! 81.7/43.7 79.5/408 93.7/72.2
SPANF! 93.7/55.8 +83.8/38.2 96.1/58.2
PSCC-Net™ | | 94.1/72.3 87.5/55.4 99.1/74.2
ERMPC™ 98.4/77.3 90.4/58.6 99.7/83.6
"Ours 98.2/76.7 91.7/60.1 99.8/85.2

(b) & SNl
B 3T e RE T AL IR

VE: /R BINAUCFIFIUE

(c) PHZA A

FH AT S0 28 R DY A 407 2% bR B e o 1 & BV, e 7 P
N, BT g A e XA % (BCE loss). Dice 544
7= 5 B B0 (Dice loss). £ A4 2% (Focal loss), A )
TR R AU SRR B T s RES. W 6 B il
ZRA0 SRR IE A0 2R AW Sl 4, N FRATTER L T B 2R bR
HANGEREPHERKI. WE 6 hrrbLEH, b
5 UINZREE IR 3G 0, 3 2R 22T 9 /N I i T A, i B
FRAT )47 % bR AR U o B2 v g R 5] S AR AL
JCHGRAE2S ke, AR A E O A BT T &
AMA, IR R B 2 Rk A A R B, k3 T
AL RE.
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i H AR SN A

A% (P BUEMS (Mani.) Mani. GT

PSCC-Net pri.mask SCC-Net mani.mask  Ours pri.mask

Ours mani.mask

Kl 4 CASIA-D #¥E48 e Ak pe LB T Mk

Precision (%)
o
S

90

80

70

50
40

30
20

10

0

3 4 5

Number of multi-scale networks
m Columbia » COVERAGE = NIST2016

Bls RIEEFSIRE
F 6 WAHHREESEL (AUC) (%)

MSDCM ICPAM | Loss COVERAGE CASIA

N x x 67.9 63.2
N \ x 78.7 74.6
N \ v 94.4 87.8

R 7 BREAEUHRRSLLS (AUC) (%)

BCE loss Dice loss Focal loss NIST2016 Columbia

x x x 72.9 78.8
v x x 79.4 83.7
v N x 87.5 98.6
v N v 89.9 99.1

3.5 ARIRE LI Mask BIRTHL4L

Kl 7 7R T ICPAM MREE 4 B REE 1 10 0

T 2 25 T 0L 45 L. ELAA b, Mask4. Mask3 A
Mask2 43 IR 7E R 4. 3 A1 2 _E T30 By o i g i,
F AR F 528 Mask 1. 1] DAUE 523\ Mask4 1] Mask1,
S5 X S8 75 T T L5 8, 2 ek
ERRAC S, 1K —BISGE —BAE S T IR AT F %
R i (RS 0 B DL % ICPAM 2+ O 2 A 2

P
0.60 —— Training loss
0.55 + Validation loss
0.50 \’\
v 045
3 040 |
0.35
0.30
025 t
0 5 10 15 20 25 30

Epoch
Ele ks z &
3.6 BN
N T BT 4 A R, AN AE SPANP S

PSCC-Net'i1 ) J5 ab H ¥ B, %F NIST2016 R IGH i

PG REAT o Ab B X e AF il N 1 S X BBt
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1T (Resize), 51 ANZR/NA K B &R (GSBIur).
IR UEZE P ) 75 (GSNoise), PR AE FH ot 2 [A]

BERAE B MR A L TR R G AUC 15 L& # 1E7)
Brig e, 25 A BT PERITE DU T, BATHI R R B
T At P 24 B A

1 1
1 4
I(, U
I K U
1 4
(Mani.) [ I
) :
I 1
| |
| {
I U
Mani. GT " b
: :
I I
I U
| 1
I I
I U
Mask4 : :
: :
| I
I I
I {
I U
Mask3 " b
: :
| {
( 1
I {
| U
I U
Mask2 : :
| |
| {
|| I
| |
| |
I U
| |
Mask1 : :
| |
| I
| 1l
(a) SHIRLIG (b) BB Bk (c) PHEA &
K7 Mask4 % Maskl FIFNHERS ATHL4L B
K8 BN (%)
Resize GSBlur GSNoise JPEGComp . w/o
b 3 5 i
RALERAE §=0.78  §=0.25 K=3 K=15 P=3 P=15 0100 050  Mixed i ortion
ManTra! 77.43 75.52 77.46 74.55 67.41 58.55 77.91 74.38 64.82 78.05
SPANY 83.24 80.32 8310 79.15 75.17 \ 67.28 83.59 80.68  68.36 83.95
PSCC-Net™ 85.29 85.01 85.38 79.93 78.42 76.65 85.40 85.37 73.93 85.47
ObjectFormerlz” 87.17 86.33 85.97 80.26 79.58 78.15 86.37 86.24 — 87.18
ERMPC™ 89.33 87.72 : 89.22 87.13 88.25 83.40 89.42 88.82 — —
Ours 89.97 88.97 89.76 87.64 88.71 82.98 89.33 89.12 88.43 89.17
4 F5RE — AR AT S 3R
AT T A 2 RN 2 2] 1) B S sk
L ERIM 4% (MsPL-Net). HEARSKUL, AT T — S 3k

£ REY EEBE . (MSDCM), DAtk 1A [ 1 J5 Ak
HRMER AR 22 3B G RRAE B 1)L A, I N
T HERER. REERA RS S AN
B (ICPAM) FI—ANT T RHE AT 2%, DURRH T
PO NN VR CANES S GRS e k= S A=k 8 il
R %7 E B AR R R e A 5 DX ek i R AOR )
I - i v M, g PSR B ks W 5 A 4k Py

126 #4142 ¥ System Construction

1RGP FE TR L A 20 J7 9 ) R B luder Y 45 5 A BE AL
(AR 2 18 3] R REEF TR, 2024,

2 RARIE, JPLLE. BB ST BR S58. i T HoR 5 3
T2, 2021(21): 103-105.

3 Hu XF, Zhang ZH, Jiang ZY, et al. SPAN: Spatial pyramid
attention network for image manipulation localization.
Proceedings of the 16th European Conference on Computer
Vision. Glasgow: Springer, 2020. 312-328.
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